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Copyright and Trademark

This manual is propriety information of Impro Technologies (Pty) Ltd. Unauthorized reproduction of any portion of this
manual is prohibited. The content of this manual is for information purposes only and is subject to change without

notice. Impro Technologies assumes no responsibility for incorrect information this manual may contain.
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countries. Other brands and products are trademarks or registered trademarks of their respective holders and should
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At a Glance

Part 1 — Hardware—provides information to configure the ImproX Hardware before
configuring the ImproNet System. It includes information on cabling, power and grounding
or earthing requirements.

Part 2 — Software—provides an overview of the ImproNet System, and the basic steps for
installation and pre-configuration.

Part 3 — General Configuration—General Configuration provides the nuts-and-bolts
procedures for ImproNet Software configuration. The steps for the initial configuration as
well as all everyday tasks are described in this section.

Part 4 — Reports—provides an overview of the Reports available in the ImproNet System,
the application of these to single or multiple Sites, and the basic steps for running the
Reports.

Part 5 — Advanced Configuration—details not covered in Parts 1, 2, 3 and 4, are
described here. Most information in this Part is not required for everyday configuration.

Part 6 — General Software Modules—these General Software Modules form the core of
the ImproNet Suite and provide control of everyday and other important functions.

Part 7 — Advanced Software Modules—Advanced Software Modules provide additional
control of everyday and other important functions.

Part 8 — Utilities—the ImproNet Utilities enable you to perform administrative and
maintenance tasks concerning the core ImproNet components.

Part 9 — Integration Modules—support for integration of other systems with ImproNet is
covered in this Part.

Part 10 — Linux Integration—Linux integration is covered in this Part.
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Introduction

Document Conventions

The following conventions are used in this document:

Note—indicates additional information about a topic

G Tip—indicates suggestions and alternative methods to perform tasks
Important—indicates important information

E Warning—indicates potential danger to you or the product

Terminology

The following terminology appears in this document:

e ImproNet—the commonly used name of the IXP300, IXP400 or IXP400i Series Software
Suite. However, the term ImproNet also describes an access solution as a whole; it
encompasses all Hardware, Software and third-party applications.

e IXP300—the ImproNet System based around the ImproX IC Controller.
e IXP400—the ImproNet System based around the ImproX EC Controller.
e IXP400i—the ImproNet System based around the ImproX EC" Controller.

e ImproX Hardware—the hardware units comprising an ImproNet System. The major
ImproX components are Controllers, Terminals and Tag Readers.

e Tag—the passive, proximity component used as a unique identifier in an ImproNet Access
Control System.
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Different countries use different words to name or describe the same thing. Table 1 lists the
International terms and their American equivalents used (sometimes inter-changeably) in this

document.

International American British

Lift Elevator Lift

Grounding Grounding Earthing

Ground Ground Earth

Tag Card Tag

Registration Enrollment Registration
Registration Reader Enroliment Reader Registration Reader
Screen Shield Screen

Screening Shielding Screening

Table 1 — Area-specific Terminology

In some cases, terms are used inter-changeably.

Supported Software and Firmware Versions

This release of the ImproNet Software Installation Guide applies to the following Impro
Software and Firmware versions, as well as any later versions that do not affect the contents of
this Guide. Update of this Guide takes place only when significant changes occur.

ImproNet Software Suite V7.66
ImproX IC Controller V7.20
ImproX EC Ethernet Advanced Controller V7.20
ImproX EC" Ethernet Controller V7.34
ImproX RH Registration Interface V1.18
ImproX DBv 125 kHz Vertical Mount Drop Box V7.18
ImproX DBv 13.56 MHz Vertical Mount Drop Box V7.24
ImproX ER Extended Range Terminal V7.16
ImproX LR Long Range Terminal V7.16
ImproX MfT Multi-function Terminal V7.22
ImproX 116 Input Terminal V7.22
ImproX O16 Output Terminal V7.22
ImproX TA Time Attendance Terminal V7.26
ImproX iTT Twin Antenna Terminal V3.00
ImproX iTRT Intelligent Twin Reader Terminal V3.00
ImproX XFM Multi-mode 13.56 MHz Remote Reader V3.08
ImproX TAR Time Attendance Remote Reader Vv3.06
ImproX Multi-discipline Readers V2.10
ImproX B-SHO Enrollment Terminal V1.04
ImproX B-SHO Fingerprint Terminal V1.26
Wiegand 125 kHz Passive Proximity Readers V1.08
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General Hardware Installation Guidelines

Essential Installation Requirements

E All units must be installed and wired in accordance with the good installation practices, local
codes, and the requirements of authorities having jurisdiction.

Part Number

Each type of ImproX product or document has a Part Number. This Code is used when
ordering products. The format of the code is as follows: (XXXNNN-N-N-XX-XX, where X
indicates a letter and N a decimal digit).

XXXNNN-N-N-XX-XX

t | f_ Issue/Revision/Version Number
Language Indicator

Frequency - Transmit

Frequency - Receive

Iltem Series Identifier
Iltem Type Identifier

Part Number.jpg
Figure 1 — Unit Identification Code Format

Typical examples of this code for hardware products are:
XTT900-1-0-GB-01 — ImproX Twin Antenna Terminal, frequency 125 kHz, hardware design revision 01.

XRT901-4-0-GB-01 — ImproX XFMp Multi-mode 13.56 MHz Remote, hardware design revision 01.

Serial Numbers

All ImproX hardware has a unique serial number of the following format:

XX'Y XXX)§XXX

Unique Sequence Number

Year Identifier
(U=2010, V=2011 and W= 2012)

Month Identifier

serial no.jpg

Figure 2 — Serial Number Format

The Year Identifier uses letters to denote the year. Each year, the letter advances by one.
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Power Supply

Using a Power Supply where the input voltage exceeds the value named in this Manual, will
damage the unit.

e Power units using a power-limited access control or burglar alarm power supply that
provides the required voltage and current and a minimum 4-hour standby time.

¢ Reduce the current load, by installing ONE Power Supply for each set of Readers and
Terminals at a Location.

e Power each high-current Magnetic Lock using a separate Power Supply.

e ImproX Controllers and most Terminals operate from DC input voltages in the range 10 to
30V DC.

¢ ImproX Remote Readers operate from an input voltage of 5V DC.

e The maximum distance between the Power Supply and the units it supplies with power,
depends on the output voltage of the Power Supply and the cross-sectional area of
cable. Refer to Table 3 for more information.

e Protect all mains inputs to the Power Supply from high voltage surges.

e Power Supplies with battery backup are preferable as they ensure that occurrences of
mains brownouts have no effect on the Reader or Controller performance. Battery backups
should supply a minimum of 4 hours standby time.

e Batteries typically have a life expectancy of 3 to 4 years. Therefore, replace batteries at
regular intervals.

ImproX Power Supplies are specifically designed to fulfil all of these requirements.

Fit arc suppression components on all doors and access points using Strike or Magnetic Locks.

- | IfAC | 1fDC
E ‘ 4 . L 2
[0]
X 100 oh
N M 1N4007 onms EL
g 1 9] 9|OR OR CA)
i g WA iy . 5
E P [P (min) 047 uF |
5 5 400V
l | \‘A i ‘/
¥ 8(;;: i Value depends on
= AC application voltage

Figure 3 — Arc Suppression Circuitry

14
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Suitable devices should be used for EMF flyback and arc suppression when driving an inductive
load via the relay contacts. Figure 3 shows the technical details.

In areas where lightning is common, we recommended using surge protection on low voltage
power lines and RS485 Communications lines. The Impro Line Surge Protector is
recommended for RS485 Communications Protection. The Impro Low Voltage Line Protector
is recommended for low voltage lines.

Communication

The majority of the ImproX product range uses RS232 and RS485 protocols for most
communication purposes. The ImproX EC and ImproX EC", however, support Ethernet (LAN)
communication.

e RS232—is generally used for short distances up to 25 m (82.02 ft). RS232 connects to a
single hardware device via a serial communications port to a PC running the ImproNet
Software.

e RS485—supports longer communications runs. It connects multiple hardware devices to a
common bus (Multi-Dropping). The IXP300 and IXP400 Systems use RS485 for their
Terminal and Controller busses.

e Connect to the LAN—using an Ethernet Switch or Hub (or other network device). Cable
runs for LAN connections must conform to Ethernet cabling specifications.

e USB—is used between the ImproX RH and the PC running ImproNet Engine.

Choice of cable is a critical part of the installation process. Defective or unspecified cable can
result in communication problems. This can result in hardware timeouts and an overall speed
reduction of System procedures. Correct cable is particularly important for RS485 buses.

Ensure the following when selecting cable:
e Forthe RS485 Comms Bus, use twisted-pair Mylar shielded cable only.

e For RS485 Ports, the individual cross-sectional area of the each conductor in the cable
must not be less than 0.2 mm?2 (0.0003 in?).

e For RS485 Ports, the maximum permissible cable length is 1 000 m (3 281 ft).

e For RS232 Ports, the individual core cross-sectional area of the each conductor in the cable
must not be less than 0.2 mm?2 (0.0003 in?).

e For RS232 Ports, the maximum permissible cable length is 25 m (82.02 ft).

e Cables must be:
— Neatly laid out
— Labelled correctly on both ends with cable markers
— Earthed correctly—connect the shield of the cable to the Earth terminal on the unit. In
turn, connect the unit to a good Earth point. The earth must be a low resistance
connection to Earth and not an arbitrary Earth connection.
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G Connect the shield at one end of the cable only.

e Keep cable joins to a minimum. However if necessary, connect cable joins using proper
connecting strips.

e On shielded cables, connect the shield to ground (earth) as follows:
— Strip to the required length exposing the internal wires
— Untwist the excess length of metallic foil and plastic covering and remove the plastic
—  Twist the metallic foil to form a wire tail
— Connect the shield lead to the Earth terminal. Earthing is at ONE end of the cable only.

e Cable layout of an installation must be documented, and the documents placed under
configuration control.

e Daisy-chain formations are preferable to Star formations.

e Sites where transmission lines are long, or multiple star formations are used, may
experience timeouts on certain ImproX Controllers or Terminals. These are caused by
reflections on the RS485 lines. To solve the problem, it may be necessary to terminate the
lines. Termination resistors are added at the end of a cable run only and not at every
Terminal. Refer to the section Terminating the Communication Bus on page 20 for
details.

Termination resistors are built into most ImproX Terminals.

Network Topology

Run in a daisy chain configuration to provide effective RS485 communication for ImproX
hardware. Figure 4 illustrates a daisy chain configuration.

Terminal Bus
ImproX ImproX ImproX ImproX
Terminal Terminal Terminal Terminal

NOTE: This is the last unit on the Bus. If a
termination resistor is used, it must
be connected at this unit only.

ImproX
Controller

daisy-chain.jpg
Figure 4 — Daisy-Chain Bus Connection (Good Wiring Practice)

Star configurations are not recommended, as they are susceptible to signal reflections and
can result in signal degradation. End-of-line termination is also a problem with Star
configurations, due to the number of end points. If a termination resistor is required at each
endpoint, it will overload the RS485 driver.

16
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More than four resistors on four of the star bus connections will overload the driver due to low parallel

resistance.
ImproX ImproX ImproX ImproX
Terminal Terminal Terminal Terminal
ImproX
Controller

star.jpg
Figure 5 — Star Bus Connection (BAD Wiring Practice)

Placement of ImproX Units

To avoid mutual interference, keep a minimum distance of 500 mm (19.69 in) between
adjacent ImproX Terminals or Remote Readers.

/ \ _  Minimum distance 500 mm (19.69 in) / \
- i

Minimum distance 500 mm (19.69 in)

v

distances.jpg
Figure 6 — Minimum Distance between Terminals or Remote Readers

In some situations, it is not possible to space the Readers the minimum distance apatrt.

For example, if you mount two Readers back-to-back on either side of a drywall. In this case,
place an aluminium plate (at least 400 mm X 400 mm (15.75 in x 15.75 in), with a thickness of
at least 1 mm (0.04 in)) between the two Readers.
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Long RS485 cable runs can cause problems with impedance matching and result in degraded
signals. The impedance between two units can mismatch when an increase in number of units
changes the resistance and capacitance of the connection. Such an impedance-mismatched
network creates reflections on signals and data sent on the cable. Reflected signals introduce
noise and errors on the connecting line.

Each connected unit adds a small amount of capacitance to the network. The longer the cable
run, the more inductance and resistance is added. If this occurs, units on the cable-run can
timeout due to the reflections from the end of the cable conflicting with the messages sent from
the Terminals.

To overcome this problem, match the impedance by placing a terminating resistor between the
A and B line, at the last unit on the run. The terminating resistor inhibits the reflection and
enhances the signal or data integrity.

Ensure you adhere to the following criteria when placing terminating resistors:

e Place one terminating resistor on a single cable run only. If more are placed, they could
lower the resistance too much. As a result, the bus may hang-up.

e Place a terminating resistor on the cable run only if the cable has been checked for faults
but timeouts are still occurring.

You should use terminating resistors only if the system is experiencing communication problems, or if
the combined RS485 communications run is greater than 100 m (328 ft).

Grounding the Shield in an IXP400 System

A shield’s purpose is to drain off electrical noise. A correctly grounded shield leads electrical
noise along a path to the ground. Using a mains ground is possible, but it must be established
before hardware installation to determine if it is a suitable option.

To prevent ground loops, a shield must never be grounded at both ends of an RS485 cable run.
We recommend that you join - but not ground - the shield for the Controller bus and Terminal
bus at each termination point, and ground the shield at one end of the bus only. A suitable
grounding position is at the beginning or the end of the bus.

Grounding Controllers and Terminals in an IXP400 System

Connecting to a mains ground is acceptable provided it is a common (local) ground. Often, in a
single building or structure, each mains ground point is connected to a common ground.
However, you must confirm the grounding scenario before proceeding with a common ground.

The common ground method is preferred because it conforms to EMC standards. It also
provides good electrostatic discharge protection and emission reduction.
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Up To 1000 m (1 093.6 yd)

Place the Line Termmalmn
TR

S — Link on
PSU 10V DC or PSU 10V DC or | Psutov SERRET
30V DC Output | ImproX EC # 1 30V DC Output | ImproX EC # 2 30V DC O lpul lmprox EC#3
POWER| RS485 RS485 - */|POWER| RS485 RS485 =5 ¥ POWER RS485 RS485
INPUT | (PORT 2) (PORT 1) INPUT | (PORT 2) (PORT 1) INPUT | (PORT 2) (PORT 1)

- |[ETH A BI|ETH A B - |[ETH A BJETH A B |+ -|ETH A BIETH A B

Shield Shield

Shield to
EARTH

Shield to
EARTH

Place tho Line Tormination
Jumper Link on TR

PSU 10V DC or | ImproX iTT # 1

ocal ROV Be oupa | (Connected by R485) 500 e upet {'é‘g;?.)éggﬁresmm 30V DC Output | (Connected by RS485)
RS485 T
- |[ETH A B
Shield Shield )
L] Up To 1000 m (1 093.6 yd)

Figure 7 - The Recommended Grounding Procedure When a Common Ground Point is Available
Often the case when the communications bus spans across buildings or structures that don’t
share a common (local) ground. Communication problems can occur if the hardware is
grounded to separate (isolated) ground points and a potential difference exists between these
points. Therefore, we recommend you do not ground Controllers and Terminals via separate
ground points. In this configuration, Controllers and Terminals are floating; therefore, they are
susceptible to electrostatic discharge. This method requires true floating power supplies.

Up To 1000 m (1 093.6 yd)
— Place the Line Tenmna tion
R [PSUTOVDCor| PSUTOV marLton TR
30V DC Output | ImproX EC # 1 30 V DC Output ImproXEC#Z 30V DC Output | ImproX EC # 3
-+ |POWER RS485 RS485 L -+ |POWER 485 RS485 —:‘ POWER RS485 RS485
INPUT | (PORT 2) (PORT 1) INPUT (PORT2) (PORT 1) INPUT | (PORT 2) (PORT 1)
+ - |ETH A B|ETH A B + - |ETH A B|ETH A B + - |ETH A B|ETH A B
Shield Shield
Shield to
EARTH 5.’;%“;«;’:’2 ﬁ:(ne T?_rmlnalmn Shield to
[PSU 10V DC or | ImproX iTT #3 PSU 10V DC or | ImproX iTT #2 PSU 10V DC or | ImproX iTT # 1 EARTH
30 VDC Output | (Connected by RS485) | 30 v DC Output | (Connected by RS485) 30 V DC Output ‘(Connected by RS485)
- RS485 — RS485
+ -|ETH A B - [ETH A B
Shield Shield )
P Up To 1000 m (1 093.6 yd)

Flgure 8 — The Recommended Grounding Procedure When a Common Ground Reference is Not Available.
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Terminating the Communication Bus

The communications bus requires termination to prevent reflections on the line. ImproX
Controllers and Terminals have onboard resistors that are used for line termination. Ensure the
following when terminating the Communication Bus:

e Terminate the Controller communications bus (port 2) at the last Controller on the bus if the
combined RS485 communications run is more than 100 m (328 ft).

e The ImproX IC (IXP300) Controller has an onboard termination resistor that is disabled by
default. To terminate the communications bus at a particular Controller, short the TR1
jumper.

e Terminate the Terminal communications bus (port 1) at the last Terminal on the bus if the
combined RS485 communications run is more than 100 m (328 ft).

e To terminate the communications bus at a particular ImproX iTT Terminal, short the
onboard jumper.

e To terminate the beginning of the Terminal communications bus at the Controller, short the
TR2 jumper on the Controller.

e The ImproXiTT, ImproX 116, ImproX O16, and ImproX ER Terminals have a single,
onboard, termination resistor (all onboard termination resistors on Controllers and Terminals
are 150 ohms). To enable line termination on a particular Terminal, connect the onboard
line termination link.

Door Hardware Units

The Door Strike is a mechanical type lock but with an electromechanical action enabling
activation by the presence or absence of a current flowing through an internal solenoid. Figure
9 and Figure 10 show a typical Door Strike Lock. A Door Strike uses a small electro-mechanical
solenoid to release the lip (the metal latch keeping the door closed) thus opening the door.

Door Strike Door Strike showing

the lip released

Door Strike Rel jpg

Figure 9 — Door Strike Figure 10 — Door Strike Showing Lip Released

G Door Strikes have the advantage of being able to be opened with a key if necessary.
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Power Input Relay 1 Relay 2

Negative (-)

Positive (+)

o —

()
Door Strike

Power Supply

Door Strike Conn.jpg

Figure 11 — Typical Wiring to a Door Strike
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A Magnetic Lock uses an electro-magnet to stay closed. When the metal plate attached to the
back of the door makes contact with the Magnetic Lock, a current in the lock activates. The
current induces a magnetic field in the electro-magnet, holding the door closed. If power to the
Lock fails, or is switched off, the door opens easily. This is an advantage in an emergency.

Metal Plate attached
to the door

Electromagnet attached

«— tothe doorframe

Maglock. jpg

Figure 12 — Magnetic Lock

+ COM_NO NC [COM _NO NC
Power Input Relay 1 Relay 2

Negative (-)

Positive (+)

Power Supply

Magnetic Lock Maglock Conn.jpg

Figure 13 — Typical Wiring to a Magnetic Lock
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Summary of Cable Requirements

General Requirements

Table 2 on page 26 provides a summary of cable requirements and related information for
ImproX units. The following notes refer to the content of Table 2.

Do not attempt to extend the USB cable supplied with the ImproX RH. Rather, obtain a new
5 m (16.4 ft) cable.

We recommend that you run a 2-pair or 3-pair cable with at least a one-pair spare. Although only a
single-pair cable is required for Host Bus (Port 2) communication, it is advisable to run 2 or 3 pair cable
and have at least one pair spare.

B &

We recommend cable specifications similar to the following:
e Conductor Resistance: < 2 ohms
e Capacitance, Core to Earth: > 160 pF/m
e Capacitance Core to Core: < 100 pF/m

)

A Standard USB cable is 1.8 m (5.9 ft) long and has one Type A and one Type B Connector.

The metric conversions used in Table 2 are as follows:
e 1m=3.28ft
e 2m=6.56ft
e 3m=9.80ft
e 5m=16.40ft
e 10m=33ft
e 16m=525ft
e 20 m=65.60 ft
o 25m=82ft
e 1000m=1093.60yd
e 0.2mm?*=0.0003 in’

o
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Low Voltage Power Supply to Controllers and Terminals

Typical cable lengths are provided in Table 3.

PSU Output Maximum Distance

Voltage from PSU to Device Cable Specification

10v DC 10 m (32.81 ft) Conductors with a minimum cross-sectional area of
0.5 mm? (0.0008 in?)

30V DC 20 m (65.62 ft) Conductors with a minimum cross-sectional area of

0.5 mm?(0.0008 in?)
Table 3 — Low Voltage Power Supply cable Requirements

Digital Input Specifications

Terminal Recommended Cable Detection Resistance Range
ImproX iTT Single Pair <5 KkOhm

ImproX iTRT Single Pair <5 kOhm

ImproX MfT Single Pair <5 kOhm

ImproX 116 Single Pair < 5.6 kOhm

Table 4 - Digital Input Specifications
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Input Voltage Requirements

Power all units using a power limited, access control or burglar alarm power supply. The power supply
must provide the required voltage and current as stated, and provide a minimum 4-hour standby time.

Comms Interfaces

These units can be used to interface between the Host PC and its Controllers.

Commes Interfaces Input Voltage

ImproX RH and HI (For use with PC 10vDC-30VDC
RS232 Comms Ports)

Table 5 — Comms Interfaces - Input Voltage

Enrollment Readers

Enrollment Readers Input Voltage

ProxMate, Utility ProxMate, ImproX RS 5V DC
and RR

Table 6 — Enroliment Readers - Input Voltage

The ProxMate and Utility ProxMate operate at 5 V DC. However, they require a 6 V DC power supply,
as the power supply connects to the 5 V DC, PC-interface junction-box connected to the ProxMate or
ProxPal.

The ImproX RS and ImproX RR operate at 5 V DC, supplied by the PCs USB Port.

Controllers
Controllers Input Voltage
ImproX IC, EC and EC" 10V DC-30V DC
Table 7 — Controllers - Input Voltage
Terminals
Terminals Input Voltage
ImproX iTRT, iTT, TA, MfT, Ol6and 116 10V DC -30V DC
ImproX ER 10vDC-16VDC
ImproX LR 12V DC
Table 8 — Terminals - Input Voltage
28
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ImproNet Hardware Components

Interface Devices

ImproNet supports the following types of interface devices connected to a Comms Server (Host

PC):

e ImproXHl
e ImproXRH
e ImproXRS

The ImproX HI acts as an RS485 to RS232 converter. The ImproX RH acts as an RS485 to USB
converter. Either device can connect to a Comms Server (Host PC).

The ImproX RS has protocol conversion functionality. However, this functionality is not used in an
ImproNet System. Therefore, in an ImproNet System, the ImproX RS is used only to interface third-
party Tag enrollment hardware.

When used in a network implementation, the ImproX EC" Controller does not need the Interface
Devices (mentioned above) for communication purposes. The Interface Devices are only required for
authentication of the ImproNet Software.

Remote Readers

Remote readers attach to ImproX iTRT, ImproX TA and ImproX MfT Terminals, providing them
with proximity Tag-reading functionality.

Controllers

ImproNet supports the following Controller types:

e ImproXIC (IXP300)
e ImproX EC (IXP400 Ethernet Controller)
e ImproX EC" (IXP400i Ethernet Controller)

The main functional difference between the Controllers is memory size. The EC and EC"
Controllers have more memory than the IC Controller. Therefore, the EC and EC" Controllers
support more Tagholders and buffer more transactions. They also support more Tagholder
Access Groups than the IC Controller. For details on differences between the Controllers, refer
to Table 12 on page 37.

August 2010 29





Part 1 — Hardware

If a combination of ImproX IC, ImproX EC and ImproX EC" Controllers are used in the same System
the limitations of the ImproX IC Controller apply. The only exception is the number of transactions that
each Controller can buffer.

Controllers perform many functions in an ImproNet System. However, the main functions are as
follows:

e Terminal Polling—Controllers poll Terminals for Transactions. A Transaction is generated
when a Tag or Card is read by a Terminal.

e Making System Related Decisions—when a Controller receives a Transaction, the
Controller decides whether to allow or deny access based on pre-defined information
stored in its memory.

When a transaction is processed, the Controller instructs the Terminal to execute Actions
associated with the allowed or denied access Event. The decision to grant a Tagholder
access is made by the Controller only; the Terminal only passes Transaction data to the
Controller. If Controller communication with Terminals is disrupted, Terminals are disabled
until communication is re-established.

e Off-line Transaction Buffering—if the Controller is off-line (disconnected from the Host PC
or Engine Software), the Controller buffers Transactions received from its Terminals. When
the Controller is back on-line, it is polled by the Engine and the stored transactions are
downloaded to the Engine PC.

Terminals

There are four groups of ImproX Terminals in the ImproNet System; each has a different
purpose. The Terminal groups are as follows:

e Tag Reading Terminals—provide a Tag reading function.

e Non Tag-Reading Interface Terminals—provide Tag reading functions via attached
Remote Readers, Antenna Readers, or other devices such as Biometric Readers and so
on.

e Non Tag-Reading Terminals—perform functions other than reading Tags. For example,
Building Management and or Lift (Elevator) Control.

e Biometric Terminals—provide a fingerprint reading function.

These are access readers for Locations (Doors and/or Lifts (Elevators)) and include Reader
Terminals (such as the ImproX TA), and Remote Readers (such as the ImproX XFM).

These include Terminals such as the ImproX iTT, ImproX MfT, and ImproX iTRT.
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Used for Building Management and Lift (Elevator) Control, and include the ImproX 116 and
ImproX O16.

These are access readers for Locations (Doors) and include Terminals such as the ImproX
B-SHO Fingerprint Terminal.

. During the Software Configuration Process, you must assign Terminals to a Door, a Lift (Elevator), or a
Building Management function in accordance with installation wiring.

Bus Types (ImproX IC)

In an IXP400 System, there are two data bus types, that is the Host Bus and Terminal Bus.

The connection from the ImproX HI or ImproX RH to the ImproX IC Controller is known as the
Host Bus.

Connect the PC communications port via an RS232 to RS485 converter (ImproX HI) in to the ImproX
EC Terminal Port 2 RS485 terminal block. Alternatively, use the ImproX RH instead of the ImproX HI—
the ImproX RH functions as a USB to RS485 converter.

The ImproX EC and ImproX EC" in effect use the LAN cabling as a communications bus.

The connection from the ImproX IC Controller to the other ImproX Terminals is known as the
Terminal Bus and uses the RS485 bus protocol.

System Hardware Combinations

The IXP300 System includes the following hardware:
e Uptol6 ImproX IC Controllers.

e Each IC Controller supports up to 16 Locations, with a maximum of three Fixed Addresses
per location. The most commonly used Terminals for door access are the ImproX PT,
ImproX iTT, ImproX iTRT and ImproX MfT.

— ImproX TA — 2 Fixed Addresses (if a Remote is connected)
— ImproX iTT — 2 Fixed Addresses

— ImproX iTRT — 2 Fixed Addresses

— ImproX MIT — 3 Fixed Addresses
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Optional Terminals that may be used for Building Management functions, are the ImproX
016 and ImproX 116.

A maximum of five 016 Terminals may be coupled per Lift (Elevator) for Lift (Elevator)
Control (if Lift (Elevator) Control is implemented), with one ImproX Reader per Lift
(Elevator).

The IXP400 System includes the following hardware:

bd

Up to 64 ImproX EC Controllers.

Each EC Controller supports up to 64 Terminal Fixed Addresses. The most commonly
used Terminals for door access are the ImproX TA, ImproXiTT, ImproX iTRT and
ImproX MfT.

— ImproX TA — 2 Fixed Addresses (if a Remote is connected)

— ImproX iTT — 2 Fixed Addresses

— ImproX iTRT — 2 Fixed Addresses

— ImproX MfT — 3 Fixed Addresses

Optional Terminals that may be used for Building Management functions are the
ImproX 016 and ImproX 116.

A maximum of five O16 Terminals may be coupled per Lift (Elevator) for Lift (Elevator)
Control (if Lift (Elevator) Control is implemented), with one ImproX Reader per Lift
(Elevator).

If a single Terminal (with a single Fixed Address) only, is allocated to a Location, it is possible for the
Controller to support 64 Locations.

The IXP400i System includes the following hardware:

bd

Up to 64 ImproX EC" Controllers.

Each EC" Controller supports up to 64 Terminal Fixed Addresses. The most commonly
used Terminals for door access are the ImproX TA, ImproXiTT, ImproX iTRT and
ImproX MfT.

— ImproX TA — 2 Fixed Addresses (if a Remote is connected)

— ImproX iTT — 2 Fixed Addresses

— ImproX iTRT - 2 Fixed Addresses

— ImproX MfT — 3 Fixed Addresses

Optional Terminals that may be used for Building Management functions are the
ImproX 016 and ImproX 116.

A maximum of five 016 Terminals may be coupled per Lift (Elevator) for Lift (Elevator)
Control (if Lift (Elevator) Control is implemented), with one ImproX Reader per Lift
(Elevator).

If a single Terminal (with a single Fixed Address) only, is allocated to a Location, it is possible for the
Controller to support 64 Locations.
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ImproX Units for use in an IXP300, IXP400 or IXP400i System

The following Impro units are compatible with the IXP300, IXP400 or IXP400i Systems:

Unit Description Part Number
ImproX HI Host Interface XHI1900-0-0-GB-XX
ImproX RH Registration Interface XRH900-1-0-GB-XX

ImproX ProxMate

Tag Reader with RS232 connection

XPM901-1-0-GB-XX

ImproX RS Registration Interface XRS902-1-0-GB-XX
ImproX RRA Antenna Reader for the ImproX RH and RS XPR901-1-0-GB-XX
ImproX RRM Enroliment Reader for the ImproX RH and RS XRM901-4-0-GB-XX
ImproX RR Tag Reader with USB connection XRR900-1-0-GB-XX
ImproX B-SHO ImproX B-SHO Enrollment Reader IBT900-4-0-GB-XX

Only use the B-SHO Fingerprint Enrollment Reader in conjunction with the ImproX EC" Controller.

The ImproX RS has protocol-conversion functionality. However, this functionality is not used in an
ImproNet System. Therefore, the ImproX RS is used only to interface third-party Tag Enroliment

hardware.
Unit Description Part Number
ImproX IC Controller in the ImproNet System (IXP300). XIC900-1-0-GB-XX
This standard Controller supports connection of
up to 48 Terminal Fixed Addresses
ImproX EC Ethernet Advanced Controller in the ImproNet XAC906-1-0-GB-XX
System (IXP400). The Ethernet Advanced
Controller supports connection of up to 64
Terminal Fixed Addresses
ImproX EC" Ethernet Controller in the ImproNet System XEC900-0-0-GB-XX
(IXP400i). The Ethernet Controller supports
connection of up to 64 Terminal Fixed
Addresses
Unit Description Part Number
ImproX ER Extended Range Terminal XER901-3-0-GB-XX
ImproX LR Long Range Terminal XLR900-1-0-GB-XX
ImproX MfT Multi-function Terminal XEA931-1-0-GB-XX
IPS930-1-0-GB-XX
ImproX 116 Input Terminal providing 16 digital inputs XIT900-0-0-GB-XX
ImproX 016 Output Terminal providing 16 relay outputs XOT900-0-0-GB-XX
ImproX TA Time Attendance Terminal XTA902-1-0-GB-XX
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Unit Description Part Number

ImproX iTRT Intelligent Twin Reader Terminal XRT910-0-0-GB-XX
XRT920-0-0-GB-XX
IPS920-0-0-GB-XX
IPS921-0-0-GB-XX

ImproX iTT Intelligent Twin Antenna Terminal XTT910-1-0-GB-XX
XTT920-1-0-GB-XX
IPS910-1-0-GB-XX
IPS911-1-0-GB-XX

ImproX DBv 125 kHz Vertical Mount Drop Box XDB902-1-0-GB-XX
XDB903-1-0-GB-XX
ImproX DBv 13.56 MHz Vertical Mount Drop Box XDB904-4-0-GB-XX
XDB905-4-0-GB-XX
ImproX B-SHO ImproX B-SHO Fingerprint Terminal IBT910-4-0-GB-XX
ImproX B-SHO ImproX B-SHO Keypad Fingerprint Terminal IBT920-4-0-GB-XX

Only use B-SHO Fingerprint Terminals in conjunction with the ImproX EC" Controller.

These Readers are also used with other compatible units — see the section entitled Remote
Reader and Antenna Reader Compatibility.

Unit Description Part Number

ImproX MMA Mullion Antenna Reader XTT901-1-0-GB-XX
ImproX MA Micro Antenna Reader XTT902-1-0-GB-XX
ImproX MHA Metal Antenna Reader XTT903-1-0-GB-XX
ImproX KHA Metal Keypad Antenna Reader XTT904-1-0-GB-XX
ImproX KMA Mullion Keypad Antenna Reader XTT905-1-0-GB-XX
ImproX RA Rod Antenna Reader XTT906-1-0-GB-XX
ImproX KA Keypad Antenna Reader XTT907-1-0-GB-XX
ImproX DPA Door Entry Panel Antenna Reader XTT908-1-0-GB-XX
ImproX CA Conduit Antenna Reader XTT909-1-0-GB-XX

These Readers are used with the ImproX iTRT, MfT and TA as well as other compatible units —
see the section entitled Remote Reader and Antenna Reader Compatibility.

Unit Description Part Number

ImproX MDR Multi-discipline Reader MDR900-5-0-GB-XX

ImproX MDK Multi-discipline Keypad Reader MDK900-5-0-GB-XX

ImproX XFMp Multi-mode 13.56 MHz Remote Reader — XRT901-4-0-GB-XX
plastic, no keypad

ImproX XFMpk Multi-mode 13.56 MHz Remote Reader — XRT902-4-0-GB-XX
plastic, keypad

ImproX XFMm Multi-mode 13.56 MHz Remote Reader — metal, XRT903-4-0-GB-XX
no keypad
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Unit Description Part Number
ImproX XFMmk Multi-mode 13.56 MHz Remote Reader — metal, XRT904-4-0-GB-XX
keypad

These Readers are used with the ImproX iTRT, MfT, TA, iTA, RS and RH.

Unit Description Part Number

Wiegand Plastic Non-keypad 125 kHz Passive Proximity Reader WPR900-1-0-GB-XX
Wiegand Plastic Keypad 125 kHz Passive Proximity Reader WPK900-1-0-GB-XX
Wiegand Metal Non-keypad 125 kHz Passive Proximity Reader WMR900-1-0-GB-XX
Wiegand Metal Keypad 125 kHz Passive Proximity Reader WMK900-1-0-GB-XX

Receivers are treated as Remote Readers by the System.

Unit Description Part Number

ImproX IR Infrared Receiver ITR900-0-0-GB-XX
ITR901-0-0-GB-XX

ImproX RF 4-Channel UHF Receiver UHR903-0-1-GB-XX

Unit Description Part Number

ImproX OSCAR ImproX OSCAR Door Control Unit IBT930-0-0-GB-XX

Table 9 — ImproX Units Compatible with the IXP300, IXP400 or IXP400i Systems

Other IXP300 AND IXP400-compatible units are under development.

Some ImproX units are designed to interface with several types of Remote and/or Antenna
Readers. These are listed here.

Unit Interfaces With

ImproX MfT One Third-party device and two ImproX Antenna Readers
or two ImproX Remote Readers
or one Wiegand Reader and two ImproX Antenna Readers

ImproX iTRT Two ImproX Remote Readers
or two ImproX Receivers
or two Third-party hardware devices
or two Wiegand Readers

ImproX iTT Two ImproX Antenna Readers
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Unit

Interfaces With

ImproX TA

One Remote Reader

or one Receiver

or one third-party hardware device
or one Wiegand Reader

ImproX DBv 125 kHz

One ImproX Antenna Reader

ImproX DBv 13.56 MHz

One ImproX Remote Reader

or one ImproX Receiver

or one Third-party hardware device
or one Wiegand Reader

Table 10 — Remote Reader and Antenna Reader Compatibility

System Size Limits

This list provides details of a maximum system using ImproX IC, ImproX AC, ImproX EC or

ImproX EC" Controllers.

If a Site uses a combination of Controllers, it is limited by the lowest Controller’s parameters. Only the
number of transaction types that each Controller can buffer is independent.

For Systems with preinstalled ImproX EC’s or IC’s, on addition of the EC" ensure the Systems configured
for NO cross-controller communications (including Interleading Zone Routing).

Item ImproX IC Controller ImproX EC Controller ImproX EC" Controller
(see Note 6) IXP300 IXP400 (see Note 5) IXP400i (see Note 5)

Total Number of Tags Up to 8 000 Up to 160 000 Up to 300 000

Total Buffered Transactions 9 000 (see Note 1) Up to 500 000 (see Note 2) Up to 1 000 000 (see Note 2)
Sites per System 255 255 255

Hosts per Site 1 1 1

Controllers per Site 16 64 64

Terminal Fixed Addresses per Controller 48 (see Note 3) 64 (see Note 3) 64 (see Note 3)

Terminal Fixed Addresses per Location 3 (see Note 3) 3 (see Note 3) 3 (see Note 3)

Locations per Zone 16 64 64

Zones per Controller 16 64 64

Actions Supported 10 000 10 000 50 000

Locations per Controller 16 64 (see Note 4) 64 (see Note 4)

Tags per Person 4 4 8

Tagholder Access Groups 256 1024 10 000

Operating Voltage 10V DC-30VDC 10V DC-30VDC 10V DC-30VDC
Controller Communications Baud Rate 38 400 38 400 38 400

Table 11 — System Configuration Parameters
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Item ImproX IC Controller ImproX EC Controller ImproX EC!" Controller
(see Note 6) IXP300 IXP400 (see Note 5) IXP400i (see Note 5)
Terminal Communications Baud Rate 38 400 38 400 38 400

Digital Inputs (not used for Access Control) 4 None None

Onboard Relays 2 None None

Elevator Control 6 (see Note 7) 6 (see Note 7) 15 (see Note 8)

Table 12 — System Configuration Parameters (continued)

o i

three Terminals by the Software.

)

Terminals have a single Fixed Address.

B .

Location.

m

per Lift (Elevator) is supported.

)

floors per Lift (Elevator) is supported.

SysConfigParameters.jpg

Note 1—Up to 9 000 buffered transactions in the Controller Transaction Buffer at one time.

Note 2—This amount is relative to the number of Tags in the ImproNet Database, and the number of
memory modules in the Controller.

Note 3—A Terminal with two Fixed Addresses, such as the ImproX iTT, is treated as two separate

Terminals. In the same way, a Terminal with 3 Fixed Addresses (that is the ImproX MfT), is treated as

Note 4—In Anti-passback (APB) Mode, two Terminals per Location are required. Therefore, if all
locations are in Anti-passback (APB) Mode, the limit is 64 Locations per ImproX EC—assuming all

Note 5—The ImproX EC" Controller generally has the same features as the ImproX EC Controller.
However, the ImproX EC" does support more advanced functionality not supported in the EC.
Note 6—All figures provided are the maximum. In some cases interdependence between parameters;

that is the maximum number of Zones per Controller depends on how many Terminals are used per

Note 7—When using IXP300 or IXP400, we recommend a maximum of 6 Lifts (Elevators). This
enables one Access Group per Tag for normal access control requirements. A maximum of 80 floors

Note 8—When using IXP400i, we recommend a maximum of 15 Lifts (Elevators). A maximum of 80
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Installation Information

Doors and Zones

Each Location supports up to three Fixed Addresses.

The ImproX IC Controller supports a maximum of 48 Terminal Fixed Addresses. However, if each
Location uses 3 Terminals, the ImproX IC Controller can only support 16 Locations.

The ImproX EC and EC" support a maximum of 64 Terminal Fixed Addresses. However, if each
Location uses 3 Terminals, the Controller can only support 21 Locations.

Anti-passback (APB) Mode requires two Readers at each Location at which Anti-passback (APB) is
required. Each Location can have its own Zone, or a number of Locations can be grouped together to
form an Anti-passback (APB) Zone. Anti-passback (APB) Zones are set-up during configuration of an
IXP300, IXP400 or IXP400i System.

Addressing Scheme

Each ImproX Controller and Terminal has two types of addresses: A Logical Address and a
Fixed Address. The following process is performed when the Auto-ID function in the ImproNet
Engine Software is run:

n

The Engine polls all Controllers.

The Controllers poll their Terminals to request their unique Fixed Addresses.

The ImproNet Software assigns a unique Logical Address to each detected Controller and
Terminal.

A Logical Address is a unique, hexadecimal address assigned by ImproNet Engine to each
Controller and Terminal in a System. Logical Addresses are used to identify hardware units and
are stored in each unit’s non-volatile memory. The process of assigning Logical Addresses to
all units (called Auto-ID) is required on initial System start-up, or when adding additional units,
or when replacing units.

Hardware cannot be configured until it is physically connected to the PC via the serial port (when
ImproX Hl is used) or to the USB port (if an ImproX RH is used). Data cannot be entered until the
hardware units have been identified and assigned Addresses using the Auto-ID process in the Engine.

Each ImproXiTT, ImproX TA and ImproX iTRT has two Fixed Addresses. Therefore, ImproNet
operates each unit as two separate Terminals.
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A Fixed Address is a unique address allocated to each ImproX unit during manufacture. All
ImproX Terminals are programmed with an eight-digit unique Address.

ImproXiTT and ImproX MfT
The ImproX iTT and ImproX MfT (Firmware V7.18 or above) operate under the following rules:

So

If you have no Antenna Readers connected to the Terminal, the Terminal reveals both
Fixed Addresses. This is because the Terminal is most likely being used for non-tag-
reading applications.

If only Antenna Reader 1 is connected to the Terminal, it only reveals Antenna Reader 1’s
Fixed Address.

If you connected both Antenna Readers, the Terminal reveals both Fixed Addresses.

If you connected only Antenna Reader 2, the Terminal reveals both Fixed Addresses.

, if you're only using one Antenna Reader, then use Antenna Reader 1. The Terminal reveals

only one Fixed Address. In all other arrangements the Terminal reveals two Fixed Addresses.

You may override this Firmware feature on a site by using ImproNet Engine. This is however
complex, and not recommended. Please contact the Support Department if you wish to do this.

It is very important that installation information is always kept up to date, that details of changes
are recorded, and that Unit Location Charts are identified and dated clearly to avoid confusion of old
and new information. Old sheets can be stored separately so that a record of changes is maintained for
reference. The same care must be taken with System cabling diagrams.

This following procedure is required by ImproNet Software Operators when they configure the System.

The Unit Location Chart is included with all ImproX Controllers. An adhesive label displaying the
unit’s Fixed Address is included with every unit—stick this label onto the Unit Location Chart.

When you install ImproX Controllers, Terminals or Remote Readers, you must record the
following information on the Unit Location Chart:

The unit’s name

Consistent naming of units and their locations is important. Use this description during configuration
when naming units in the Graphic User Interface (GUI).

The unit’s Fixed Address(es) (record the Fixed Address before attaching a unit to its
mounting surface).

The unit’s direction—Entry or Exit
The unit type

An accurate description of the unit’s location
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Positioning Units

Information on the Unit Location Chart(s) must correspond with the cable layout diagram(s) or
Site Plan(s) drawn up for the Site. This enables you to trace units and find faults.

Attach each unit to the wall or other mounting surface as stated in its individual Installation
Manual. All covers must be attached and in place at all times once installation is complete.

m

Guidelines are provided in the individual Hardware Installation Manuals.

m

Host PC

ImproX (RRA)
Registration
# Reader Antenna

il

|
ImproX (RH)
Registration Interface

[

' Ethernet

ImproX (EC!") Ethernet Controller

-
mm Link Speed

= Duplex Mode
mm Link Active

Power ll

4
m

ImproX (EC) Ethernet Advanced Controller

Fit Arc Suppression Circuitry to all unit relay outputs at Locations where the units drive Strike Locks or
Magnetic Locks. 25 Vrms, 500 A, 77 V max clamping Metal Oxide Varistors can be used.

The configuration shown in Figure 14 does not support inter-controller communications.
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Figure 14 — IXP400 Interconnection Diagram 1

IXP400 Connection 1.jpg
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Figure 15 — IXP400 Interconnection Diagram 2
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Hardware Maintenance

Maintenance Overview

Periodic hardware maintenance ensures that units run efficiently and that problems requiring
attention are noted.

. Impro Technologies does not support on-site repairs. Should an ImproX unit fail, return it to your local

Impro Distributor. They will repair or replace the unit.

Maintenance Tools

Do not use water, detergents, or other chemicals when cleaning inside an ImproX unit.
oo

e Cleaning Unit Housings—wipe unit housings with a damp, lint-free cloth. Do not use
detergents or solvents.

e Cleaning Inside the Unit—use a high-pressure air hose to clean inside ImproX units.

Ethernet Configuration Utility
Use the Ethernet Configuration Utility to find ImproX EC Controllers on the network and
assign Controller IP Addresses. To open the Ethernet Configuration Utility, proceed as follows:

In Windows®, click Start>Programs>ImproNet>Utils>Ethernet Configuration Utility.

& ETHERNET DEVICE CONFIGURATION UTILITY = |- =] @
File Action Device Help
ImproX Ethernet Devices Found:

IP Address MAC Address Local Port Number Port Password

m

Figure 16 — Ethernet Configuration Utility
Ethernet Discovery Utility
Use the Ethernet Discovery Utility to find ImproX EC" Controllers on the network and assign

Controller IP Addresses. To open the Ethernet Discovery Utility, proceed as follows:

In Windows®, click Start>Programs>ImproNet>Utils>Ethernet Discovery Utility.
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“

s Discovery Utility [o][E-]=.]

File View Action Configuration Help
Devices detected on this subnet

MAC Address Device Name IP Address Static  Product Version LA

Perform a Ping Test BEFORE you run a Comms Test. (See the section Hardware Testing on page 44).

Figure 17 — Ethernet Discovery Utility

Firmware Upgrade Utility
The Firmware Upgrade Utility offers the following maintenance and fault-detection options:

e Ping Test—indicates the installed ImproX hardware communicating on the communications

busses. The Ping Test detects the communications interface, Controllers and Terminals.
Refer to the Firmware Upgrade information in Part 8 of this manual for more information.

e Comms Test—determines the quality of communications on the Controller (Host)
communications bus (Port 2), and Terminal communications bus (Port 1). To prevent
potential communications errors, tested units should return a pass of 100 %. A pass rate
less than 100 % indicates potential problems with the hardware or communications media.

Performing a Comms Test

1. Start the Firmware Upgrade Utility from Start>Programs>ImproNet>Utils>Firmware
Upgrade.
2. Select the System Tools tab (as shown in Figure 18).

-~

£ Firmware Upgrade (o &-](==]
File Config Help
[ Protocol ] Firmware Upgrade I System Tools I Misc ]

‘~Comms Test—
|No. Of Cycles 19 Test (std)

|Unit CLA 01 |o1 Test (Adv)

CONTROLLERS

Fixed Address LA Ver. Status Product Desc
i B6EO0010A 0 7.34 OK 1:EC2 - ImproX EC Squared
Total units: 1

‘ TERMINALS ON CONTROLLER 01

| Fixed Address LA Ver. Status Product Desc
: 0055B4AA 01 3.00 OK 41:TTR - Twin Antenna Terminal
| 0055B4AB 02 3.00 OK 41:TTR - Twin Antenna Terminal

Figure 18 — Firmware Upgrade (System Tools)
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e The No. of Cycles field specifies the number of times that the Comms Test cycles through
sending and receiving data packets from units.

e The Test (std) button displays the Comms Test window in a simple format.

e The Test (Adv) button displays the Comms Test window in a detailed grid format.

Hardware Testing

e Ping Test—used to test whether a connection between units or the Host PC is present.
Details are provided for each unit in the Specific Maintenance section below.

e Onboard diagnostic LEDs—units display communication status via onboard LEDs. This is
useful if you are working on the unit or do not have access to the Host PC.

Test the read range of a Reader by presenting a Tag from a distance and moving it closer to the
Reader. When the Tag is read, the Reader beeps or flashes its LED depending on its features
and settings (these parameters can be set up during Access software configuration — refer to
Part 3 of this manual for more information).

Units with Buzzers make a beep sound on presentation of a Tag. However, the Buzzer must
have previously been enabled via the ImproNet Access Software Application.

Some ImproX hardware devices have onboard LEDs that indicate the communication, input,
and relays status. LEDs are useful in-field diagnostic tools when the Host PC is unavailable or
distant from the unit. Various diagnostic options are discussed later in Part 1.

Specific Maintenance

e Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the unit
responds.

e Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the unit and Host PC is present.

e Diagnostic LEDs:
— USB LED illuminates when ImproNet Engine is polling
— RS485 LED illuminates when communication is established between the Controller and
the ImproX RH.

e POST Test—on power-up, the Controller automatically runs a Power-on Self-test (POST).
During this test, the diagnostic LEDs indicate the unit’s status.
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Figure 19 — ImproX RH Diagnostic LEDs

Tag Reading Test

— place a Tag on the unit

— InImproNet Access, create a new Tagholder

— Select Read Tag (The Tag’s number displays in the Tag Code textbox)

POST Test—on power-up, the Reader automatically runs a Power-on Self-test (POST).
During this test, the LED changes from Red to Green and the Buzzer beeps when a Tag is
read.

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Controller responds.

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Controller and Host PC is present.

Onboard LEDs—provide real-time indication of communication status for Port 1 (Terminal)
and Port 2 (Controller) communications busses. When you have configured the attached
Terminals in ImproNet Access, LEDs 2, 3, 4, and 5 are permanently on.

— LEDs 2 and 3 indicate that the Controller is sending and receiving information from its
Terminals. Intermittently flashing LEDs indicate potential communication problems;
probable causes are bad wiring, induced noise on the communications bus, or faulty
Terminals on the communications bus.
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— LEDs 4 and 5 indicate the Controller communications bus state. If both LEDs are on,
there is good communication between the ImproX HI and the ImproX RH. The LEDs

are off if the ImproX HI or RH is off-line.

Power LED—remove power from the unit. Reconnect power to the unit — the power LED

illuminates when sufficient voltage is available.

Figure 20 — ImproX IC Diagnostic LEDs
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RS232
(PORT 2)

RS232
(PORT 3)
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DiagnosticLEDs IC.jpg

Assign IP Addresses—use the Ethernet Configuration Utility to find ImproX EC
Controllers on the network and assign the Controllers IP Addresses.

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the

Controller responds.

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Controller and Host PC is present.

Onboard LEDs—provide real-time indication of communication status for Port 1 (Terminal)

and Port 2 (Host) communications busses. When you have configured the attached

Terminals in ImproNet Access, LEDs 1, 2, 3, and 4 will be permanently on.

— LEDs 1 and 2 indicate that the Controller is sending and receiving information from its
Terminals via the Terminal Bus. Intermittently flashing LEDs indicate potential
communication problems; probable causes are faulty wiring, induced noise on the

Terminal Bus, or faulty Terminals on the Terminal Bus.

— LEDs 3 and 4 indicate the Controller communications bus state. If both LEDs are on,
there is good communication between the Controller and the ImproNet System. The

LEDs will be off if the ImproX EC is off-line.
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Figure 21 — ImproX EC Diagnostic LEDs

e Assign IP Addresses—use the Ethernet Discovery Utility to find ImproX EC" Controllers
on the network and assign the Controllers IP Addresses.

e Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Controller responds.

e Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Controller and Host PC is present.

e Onboard TCP/IP LEDs 1, 2 and 3—provide a real-time indication of Link Speed, Duplex
Mode and Link Active status of the Controller.

e Onboard Power LED 4—indicates whether power has been applied to the Controller.

e Onboard CPU Diagnostic LEDs—provide a real-time indication of the status of the CPU
— CPU Usage LED 5 indicates when ON that the CPU is idle, and when OFF that the
CPU is busy.
— CPU Running LED 6 indicates when ON that the CPU is running, and when OFF that
the CPU is not running.
— CPU Fault LED 7 indicates when ON that a fault condition exists with the CPU, and
when OFF that the CPU is OK.

e Onboard RS485 LEDs—provide real-time indication of communication status for RS485 1
(Controller) and RS485 2 (Terminal) communications busses. When you have configured
the attached Terminals in ImproNet Access, LEDs 14, 15, 16 and 17 remain permanently
on.

— RS485 (1) LEDs 8 and 9 indicate the Controller Comms Bus state. If both LEDs are on,
there is good communication between the Controller and the ImproNet System. The
LEDs are off if the ImproX EC" is off-line.
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RS485 (2) LEDs 10 and 11 indicate that the Controller is sending and receiving

information from its Terminals via the Terminal Bus. Intermittent flashing of LEDs 16
and 17 indicate potential communication problems; probable causes are faulty wiring,
induced noise on the Terminal Bus, or faulty Terminals on the Terminal Bus.
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Figure 22 — ImproX EC' Diagnost

Terminal responds.

ic LEDs

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that

communication between the Terminal and Controller is present.
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POST Test—on power-up, the Terminal automatically runs a Power-on Self-test (POST).
Power-on Self-test (POST) tests the RAM and Flash Checksums, and the Read/Write
Circuitry. The results of the Power-on Self-test (POST) are available as diagnostic
information from the Controller or PC.

— If a parameter fails, the Antenna Reader emits a continuous beep for 2 seconds.

— When the Power-on Self-test (POST) is complete, the Terminal emits two short beeps.

Onboard Diagnostic LEDs—these indicate the status of:
— RS485 Rx and Tx

Test Mode—tests Readers attached to ImproX MfT. This mode indicates when a Tag is in
range and being read by the Antenna Reader.

To access Test Mode:

1.
2.

Remove the RS485 communications cable from the ImproX MfT.

Wait for approximately 10 seconds until the Red LED on the Antenna Reader attached to
the ImproX MfT flashes intermittently.

Present a Tag to the Antenna Reader.

When the Tag is read the LED changes to solid RED and the Buzzer emits a continuous,
long beep while the Tag is in range.

Use this procedure to verify that an Antenna Reader is reading a Tag, or to determine the Tag
reading range.
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Controller Comms LEDs
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Figure 23 — ImproX MfT Diagnostic LEDs

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

August 2010

49





Part 1 — Hardware

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

POST Test—on power-up, the Terminal automatically runs a Power-on Self-test (POST).
Power-on Self-test (POST) tests the RAM and Flash Checksums, and the Read/Write
Circuitry. The results of the Power-on Self-test (POST) are available as diagnostic
information from the Controller or PC.

— If a parameter fails, the Antenna Reader emits a continuous beep for 2 seconds.

— When the Power-on Self-test (POST) is complete, the Terminal emits two short beeps.

Onboard Diagnostic LEDs—these indicate the status of:
— Ethernet Communications

— RS485 Rx and Tx

— Reader 1and 2, Input 1 and 2

— Relay1land?2

Test Mode—Tests Readers attached to ImproX iTT. This mode indicates when a Tag is in
range and being read by the Antenna Reader.

To access Test Mode:

1.
2.

Remove the RS485 communications cable from the ImproX iTT.

Wait for approximately 10 seconds until the Red LED on the Antenna Reader attached to
the ImproX iTT flashes intermittently.

Present a Tag to the Antenna Reader.

When the Tag is read the LED changes to solid RED and the Buzzer emits a continuous,
long beep while the Tag is in range.

Use this procedure to verify an Antenna Reader is reading a Tag, or to determine the Tag
reading range.

LED1,2and 3
Ethernet LEDs

LED 7 and 9
Reader 1 DOS[1] and
Reader 1 RTE[2]

LED 8 and 10
Reader 1 DOS[1] and LED 6
Reader 1 RTE[2] 1 Relay[2]

LED 4 and 11— | 1

Reserved for
Future Use

Status LED =§E§I§§E

M STATUS

N ENET LNK

ImproX iTT
Printed Circuit Board

LED 12 and 13
RS485 Rx and Tx

LED 5
Relay[1]

iTT LEDs.jpg

Figure 24 — ImproX iTT Diagnostic LEDs
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e Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

e Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

e POST Test—on power-up, the Terminal automatically runs a Power-on Self-test (POST).
Power-on Self-test (POST) tests the RAM and Flash Checksums, and the Read/Write
Circuitry. The results of the Power-on Self-test (POST) are available as diagnostic
information from the Controller or PC.

— If a parameter fails, the Reader emits a continuous beep for 2 seconds.
— When the Power-on Self-test (POST) is complete, the Terminal emits two short beeps.

e Onboard Diagnostic LEDs—these indicate the status of:
Ethernet Communications

RS485 Rx and Tx

Reader 1 and 2, Input 1 and 2

Relay 1 and 2

e Test Mode—Tests Readers attached to ImproX iTRT. This mode indicates when a Tag is
in range and being read by the Reader.

To access Test Mode:

1. Remove the communications cable from the ImproX iTRT.

2. Wait for approximately 10 seconds until the Red LED on the Reader attached to the ImproX
iTRT flashes intermittently.

3. Present a Tag to the Reader.

4. When the Tag is read the LED changes to solid RED and the Buzzer emits a continuous,
long beep while the Tag is in range.

Use this procedure to verify a Reader is reading a Tag, or to determine the Tag reading range.

Ethernet LEDs

ImproX iTRT
Printed Circuit Board

LED 7 and 9
Reader 1 DOS[1] and
Reader 1 RTE[2]

LED 12 and 13
RS485 Rx and Tx

LED 8 and 10
Reader 1 DOS[1] and

Reader 1 RTE[2] LEDS

Relay[2]

LED 4 and 11— |
Reserved for LEll) 51
Future Use Relay[1]

iTRT LEDs.jpg

Figure 25 — ImproX iTRT Diagnostic LEDs
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Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

POST Test—on power-up, the Terminal automatically runs a Power-on Self-test (POST).
Power-on Self-test (POST) tests the RAM and Flash Checksums, and the Read/Write
Circuitry. The results of the Power-on Self-test (POST) are available as diagnostic
information from the Controller or PC.

— If a parameter fails, the Antenna Reader emits a continuous beep for 2 seconds.

— When the Power-on Self-test (POST) is complete, the Terminal emits two short beeps.

Onboard Diagnostic LEDs—these indicate the status of:
— RS485 Rx and Tx

— Reader 1 and 2, Input 1 and 2

— Relayland?2

Test Mode—Tests Readers attached to ImproX DBv. This mode indicates when a Tag is in
range and being read by the Antenna Reader.

To access Test Mode:

5.
6.

Remove the RS485 communications cable from the ImproX DBv.

Wait for approximately 10 seconds until the Red LED on the Antenna Reader attached to
the ImproX DBvV flashes intermittently.

Present a Tag to the Antenna Reader.

When the Tag is read the LED changes to solid RED and the Buzzer emits a continuous,
long beep while the Tag is in range.

Use this procedure to verify that an Antenna Reader is reading a Tag, or to determine the Tag
reading range.

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

POST Test—on power-up, the Terminal automatically runs a Power-on Self-test (POST).
Power-on Self-test (POST) tests the RAM and Flash Checksums, and the Read/Write
Circuitry. The results of the Power-on Self-test (POST) are available as diagnostic
information from the Controller or PC.

— If a parameter fails, the Reader emits a continuous beep for 2 seconds.

— When the Power-on Self-test (POST) is complete, the Terminal emits two short beeps.

Onboard Diagnostic LEDs—these indicate the status of:
— RS485 Rx and Tx

— Reader 1 and 2, Input 1 and 2

— Relayland?2
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Test Mode—Tests Readers attached to ImproX DBv. This mode indicates when a Tag is in
range and being read by the Reader.

To access Test Mode:

1.
2.

w

Remove the RS485 communications cable from the ImproX DBv.

Wait for approximately 10 seconds until the Red LED on the Reader attached to the ImproX
DBYv flashes intermittently.

Present a Tag to the Reader.

When the Tag is read the LED changes to solid RED and the Buzzer emits a continuous,
long beep while the Tag is in range.

Use this procedure to verify that a Reader is reading a Tag, or to determine the Tag reading
range.

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

Status LEDs—Terminal bus comms is correct if the Green LED and the Red LED on the
Terminal are flashing. The Rx and Tx LEDs are continuously on when the Terminal is
communicating correctly. If they flash intermittently, there are communication problems.
The Relay LEDs indicate when the processor has sent a command for a particular relay to
activate.

Relay LEDs

Status LED

Incoming RS485
Data LED

Outgoing RS485
Data LED

016 Statind.jpg

Figure 26 — Position of the Status Indicators on the Front End Plate

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

Status LEDs—Terminal bus comms is correct if the Green LED and the Red LED on the
Terminal are flashing. The Rx and Tx LEDs are continuously on when the Terminal is
communicating correctly. If they flash intermittently, there are communication problems.
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The Relay LEDs indicate when the processor has sent a command for a particular relay to
activate.

Digital Input LEDs

Status LED

Incoming RS485
Data LED

Outgoing RS485
Data LED

116 Statind.jpg

Figure 27 — Position of the Status Indicators on the Front End Plate

Ping Test—Use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

Comms Test—Use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

Test Mode—Testing Readers attached to ImproX ER. This mode indicates when a Tag is in
range and being read by the Reader.

To access Test Mode:

1.
2.

Remove the RS485 communications cable from the ImproX ER.

Wait for approximately 10 seconds until the ImproX ER’s RED status LED flashes
intermittently.

Present a Tag to the Antenna.

When a Tag is read the Status LED changes to solid Green and the Buzzer emits a long,
continuous beep while the Tag is in range.

Use this procedure to verify that an Antenna is reading a Tag, or to determine the Tag reading
range.

Ping Test—Use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

Comms Test—Use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

Test Mode—Testing Readers attached to ImproX LR. This mode indicates when a Tag is in
range and being read by the Reader.

To access Test Mode:

1.

Remove the RS485 communications cable from the ImproX LR.
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Wait for approximately 10 seconds until the ImproX LR’s RED status LED flashes
intermittently.

Present a Tag to the Antenna.

When a Tag is read the Status LED changes to solid Green and the Buzzer emits a long,
continuous beep while the Tag is in range.

Use this procedure to verify that an Antenna is reading a Tag, or to determine the Tag reading
range.

Ping Test—use the Firmware Upgrade Utility to run a Ping Test. Ensure that the
Terminal responds.

Comms Test—use the Firmware Upgrade Utility to run a Comms Test. This ensures that
communication between the Terminal and Controller is present.

POST Test—on power-up, the Terminal automatically runs a Power-on Self-test (POST).
Power-on Self-test (POST) tests the RAM, Flash Checksums, and the Fingerprint Scanner
Circuitry.

— If a parameter fails, the Terminal emits a continuous beep for 2 seconds.

— When the Power-on Self-test (POST) is complete, the Terminal emits two short beeps.

Tag Reading Test—Present a Tag to the Antenna Reader by moving in from a distance.
The status LED illuminates when the Tag is read. Ensure that the read distance is
adequate.

LED Test—Using ImproNet Access, set the Antenna Reader’s LED state to Red strobe
Green, and then to Green strobe Red. Ensure that the LED flashes Red and Green for
both settings.

ImproX Remote Readers are dependent on their host Terminal. Therefore, refer to the
appropriate ImproX Terminal maintenance information for details.

Wiegand Readers are dependent on their host Terminal. Therefore, refer to the appropriate
ImproX Terminal maintenance information for details.
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Linux Integration

ImproNet V7.6 (onwards) supports installation of ImproNet Engine on OpenSUSE V10.30 Linux.

Conversion of the USB Registration Interface for Linux

If there are old USB Drivers on the PC, delete them before installing the provided driver.

Plug the USB Registration Interface into a USB port on the PC. The Found New
Hardware Wizard displays.

Follow the onscreen instructions. In some cases, two drivers install; one for the USB
Registration Reader and one for the COM port to USB Bridge. Therefore, the Wizard
pops up twice.

Ensure that you only assign the Registration Interface to an unused Communications Port lower than
10.

On some PC'’s, the New Hardware Found wizard is displayed every time a USB Registration Reader
Interface with a new USB Serial Number (Fixed Address) is plugged in. If this happens, choose the
option to automatically install the unit; The New Hardware Found wizard will not be displayed again.

Ensure that you use the Windows XP operating system when changing the Product ID.

|
1. Open the CP210x Set IDs Application, by running the CP2101SetIDs.exe file.
x
Serial Number
Select device to update by serial number above, check items to update below, and click Program Device. Update Device List
Vid Max Power (2 m& Units) Release Version
- |10C4 2-byte hex value - |54 1-byte hex value (major.minor) Pitoyam Device
Pid Power Use Attributes L |1 : |U
[ decimal values 0-93
I |FFo1 2:byte hex value I~ | " Sel-powered s
i~ Part Number Senal Number
|c1>z102 r |00000003

Figure 1 — CP210x Set IDs Dialog
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13
14

15

Install

Linux Integration

If the textboxes displayed in the Figure 1 contain no values, then the USB Device Drivers installed
incorrectly. Disconnect and then reconnect the USB Device.

In the Pid group, select the checkbox.

In the Pid group, in the textbox, enter the text EA60 (replacing the existing text FF01 or
FFO02).

Click on the Progam Device button.

Disconnect the USB Registration Interface from the Windows PC.

Connect the USB Registration Interface to the Linux PC.

Install the necessary Drivers.

Click the Computer button.

Click the More Applications button.

. Select the System menu option.
. Select the Terminal icon.
12.

View the number of USB Ports in use, by entering the following instruction:
Is /dev/ttyUSB*

Usually a single USB Port is in use (ttyUSBO0). In that case, link the USB Port to COM Port 2 for
example. If the PC has more than 2 COM Ports alter the instruction accordingly. Suitable scenarios
could include ttyS0 to COM Port 1, ttyS1 to COM Port 2, ttyS2 to COM Port 3, ttyS3 to COM Port 4,
ttyS4 to COM Port 5 and ttyS5 to COM Port 6.

. Press Enter.
. For the sake of this example, we entered the following instruction:

Is /dev/ttyUSBO /dev/ttyS2

. Press Enter.

ing ImproNet on Linux OpenSUSE V10.30

Ensure that you log-in to the Linux PC as the root user, before proceeding further.

Copy the contents of your supplied ImproNet CD to your Linux Desktop, naming the folder

IMPRONET.

1. Click the Computer button.

2. Click the More Applications button.

3. Select the System menu option.

4. Select the Terminal icon.

5. Inthe Terminal dialog, type in the following instruction:
cd /root/Desktop/IMPRONET/database/firebird/linux

6. Press Enter.

7. Type in the following instruction:
rpm -uhv firebird.rpm

8. Press Enter.
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Terminal Application

1. Type in the following instruction:
cd /root/Desktop/IMPRONET

2. Press Enter.

3. Type in the following instruction:
mv setup.bin setup.bak

4. Press Enter.

5. Type in the following:
cat setup.bak | sed “s/export LD_ASSUME_KERNEL/#xport LD_ASSUME
_KERNEL/” > setup.bin

6. Press Enter.

Browser

1. From the Desktop, select the IMPRONET installation directory.
2. Right-click the setup.bin file.

3. Choose the Properties menu option.

' setup.bin Properties X
Basic Emblems | Peimissions | Open With = Notes

Owner: ’ oot o) |

Access: | Read and wiite o ‘
Group: | 10t o-

Access: | Read and wiite o ‘ ‘
Others

Access: | Read and wiite o-

Execute: [/ ‘Allow executing file as program’

SELinux Context: unknown
Lastchanged: Tue 17 Jun 2008 08:46:09 AM SAST

‘ @ﬂelp ‘ l xglose |

Figure 2 — Setup.bin Properties Dialog

Select the Permissions tab.

From each of the Access drop-down menus, select the Read and Write option.
Select the Execute checkbox.

Click the Close button.

N o gk
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Terminal Application

1. Type in the following instruction:
export LIBXCB_ALLOW_SLOPPY_LOCK=1

2. Press Enter.

3. Type in the following instruction:

Jsetup.bin
4. Press Enter.

ImproNet Installer Application
1. Select English as the language option.

Click the OK button.

2.
3. Atthe Introduction screen, click Next.
4. Atthe Licence Agreement screen, select the | Accept the Terms of the Licence

Agreement radio button.
5. Click the Next button.

6. Atthe Choose Install Folder screen, click Next.

Cancel

~

Install Set | Custom

<[7]Access
€2 ngine|
~[]QuickTag
[Tvisitors
[T]Alarms
[]Transaction Viewer
[ Graphics Runtime
[ Graphics Designer
<
~ Description

The Engine module serves as a vehicle for communication between
the hardware and the database. Any changes made in the software
(database) are sent to hardware via the Engine. The Engine is also
responsible for retrieving all the hardware information, such as
transactions, and storing it in the database.

Figure 3 — Install Set Menu

7. Atthe Choose Install Set screen, from the Install Set drop-down list, select Custom.
8. Select the Engine checkbox.

9. Click the Next button.
10. Click the Install button.

11. At the Install Complete dialog, click the Done button.

August 2010





Part 10 — Integration Modules

Terminal Application
1. Type in the following instruction:
cd /opt/ImproNet
2. Press Enter.
3. Type in the following instruction:
In Engine.properties engine.properties
4. Press Enter.

Terminal Application

1. Type in the following instruction:
rm /dev/ttyS2

2. Press Enter.

3. Type in the following instruction:
In /dev/ttyUSBO dev/ttyS2

4. Press Enter.

Terminal Application

1. Type in the following instruction:
cd /opt/firebird/

2. Press Enter.

3. Type in the following instruction:
cat SYSDBA.password

4. Press Enter.

Linux displays two comments as follows:

ISC_USER=sysdba
ISC_PASSWD="a randomly generated password displays here”

5. Type in the following instruction:
Usermod —g O firebird

6. Press Enter.

7. Type in the following instruction:
bin/changeDBAPassword.sh

8. Press Enter.

9. Atthe Please Enter Current Password prompt, type in the randomly generated password
displayed earlier.

10. Press Enter.

11. At the Please Enter New Password for SYSDBA User prompt, enter in a new password of
up to 8 characters.

12. Press Enter.
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o

P

1. From the Desktop, select the IMPRONET installation directory.
2. Right-click the IMPRONET.FDB file.
3. Choose the Properties menu option.

. IMPRONET.FDB Properties X
Basic Emblems | Permissions | Open With Notes

Owner: | root >
\ |
Access: | Read and wiite 2
|
Group: | oot o)
‘ 2 ol
Access: Read and write v
Others
Access:

Execute: D Allow executing file as program

SELinux Context: unknown
Lastchanged: Tue 17 Jun 2008 09:04:06 AM SAST

R —
| @ﬂelp x Close

Figure 4 — ImproNet.fdb Properties Dialog

Select the Permissions tab.
From each of the Access drop-down menus, select the Read and Write option.
Click the Close button.

From the Desktop, select the IMPRONET installation directory.

Select the Engine.properties file.

From the displayed dialog, click the Display button.

Locate this entry:
engine.database.Interbase.URL=jdbc:firebirdsql:localhost:/opt/ImproNet/Database/
IMPRONET.FDB

Where you see reference to the term localhost, replace this term with the IP Address of the
PC where you installed the Database.

Add the following entries at the end of the Engine.properties file:

— engine.comms.DetectedPort=2

— engine.database.password = bWFzdGVya2V5

— engine.database.user = sysdba

10
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— engine.site.Site.startCommandServer=true

— device.comms.alternate=true

— device.comms.alternate.driver=net.impro.serialcomm.DeviceUDPMulti
— engine.comms.q.delete=true

Running ImproNet Engine

Using the Terminal Application:
1. Type in the following instruction:
cd /opt/ImproNet/bin
2. Press Enter.
3. Type in the following instruction:
export LIBXCB_ALLOW_SLOPPY_LOCK=1
4. Press Enter.
5. Type in the following instruction:
JEngine
6. Press Enter.

G Every time the PC restarts, ensure that you setup the Communications Port and Modules as
indicated under Communications Port Setup and Running Modules below.

Using the Terminal Application, continue as follows:

1. Type in the following instruction:
rm /dev/ttyS2

2. Press Enter.

3. Type in the following instruction:
In /dev/ttyUSBO /dev/ttyS2

4. Press Enter.

Each time before running a Module, using the Terminal Application, ensure that you run the
following first:

1. Type in the following instruction:
export LIBXCB_ALLOW_SLOPPY_LOCK=1
2. Press Enter.
3. Type in the following instruction:
JEngine
4. Press Enter.
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Minimum PC Specifications

Consider a number of factors when determining the correct PC specifications for different
scenarios. The Database Server usually has the highest specification requirements. Consider
the following factors when specifying the Database Server:

o o i

Number of doors (Terminals)
Number of Tagholders supported by the System
Number of client (Module) connections to the Database

Tagholders (Users)
Doors

Processors (A high perform-
ance model released in the
last 3 months)

Free Memory (For use by the
Database Server only)

Free Hard Disk Space (For
Database storage, backup and
archived copies)

Validated Operating Systems

Supported Database Server
Platforms

1 Desktop
Processor

1GB

80 GB

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional
Microsoft Windows
2003 (Only with
SQL Server)

Firebird

Microsoft SQL
Server 2005
(Standard Edition)
Microsoft SQL
Server 2000 SP4

1000 - 5 000
50-100

1-2 Server
Processor(s)

2GB

160 GB

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional
Microsoft Windows
2003 (Only with
SQL Server)

Firebird

Microsoft SQL
Server 2005
(Standard Edition)
Microsoft SQL
Server 2000 SP4

Figure 1 — Database Server

> 5000
> 100

2 or more Server
Processor(s)

4GB

320 GB

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional
Microsoft Windows
2003 (Only with
SQL Server)

Microsoft SQL
Server 2005
(Standard Edition)
Microsoft SQL
Server 2000 SP4
(preferred)

The number of client connections to the Database Server will affect the performance of the Database
Server. Adjust the specification allowing for all client connections to perform Database tasks efficiently.

The volume of transactions per Site affects the performance of the Database Server. Adjust the
specification allowing for rapid Database growth and Reports that work with large result sets.

This specification is for a dedicated Database Server only, without additional Software (third-party or
ImproNet Modules).
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'ﬁ Ensure that you install all ImproNet Modules on dedicated PC’s.
L L]

Tagholders (Users)

Doors

Processors (A high perform-
ance model released in the

last 3 months)

Free Memory (For use by
each Software Module only)

Free Hard Disk Space (For
Database storage, backup and

archived copies)

Validated Operating Systems

1 Desktop
Processor

512 MB

80 GB

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional

1000 - 5 000
50-100

1 Desktop
Processor

768 MB

80 GB

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional

> 5000
>100

1 Desktop
Processor

1GB

80 GB

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional

Figure 2 — Standard Software Modules (Engine, Access (including Card Designer), QuickTag,

Visitor, Transaction Viewer, Alarms Client)

Tagholders (Users)

Doors

Processors (A high perform-
ance model released in the

last 3 months)

Free Memory (For use by
each Software Module only)

Free Hard Disk Space (For
Database storage, backup and

archived copies)

Display (Monitor and graphics

accelerator)

Validated Operating Systems

1 Desktop
Processor

768 MB

160 GB

1024 x 768
128 MB On-board
RAM

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional

1000 - 5 000
50-100

1 Desktop
Processor

1GB

160 GB

1024 x 768
128 MB On-board
RAM

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional

> 5000
>100

1 Desktop
Processor

2GB

160 GB

1024 x 768
128 MB On-board
RAM

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional

Figure 3 — Optional Client Software Modules (Graphics Designer, Graphics Runtime)
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Tagholders (Users) 0-1000 1000 - 5 000 > 5000

Doors 0-50 50-100 >100
Processors (A high perform- 1 Desktop 1 -2 Server 2 or more Server
ance model released in the Processor Processor(s) Processors

last 3 months)

Free Memory (For use by 1GB 2GB 4GB

each Software Module only)

Free Hard Disk Space (For 160 GB 160 GB 160 GB

Database storage, backup and
archived copies)

Validated Operating Systems Microsoft Windows Microsoft Windows Microsoft Windows

7 (Professional, 7 (Professional, 7 (Professional,
Enterprise or Enterprise or Enterprise or
Ultimate) Ultimate) Ultimate)

Microsoft Windows Microsoft Windows Microsoft Windows
Vista (Business or  Vista (Business or Vista (Business or

Ultimate) Ultimate) Ultimate)
Microsoft Windows Microsoft Windows Microsoft Windows
XP Professional XP Professional XP Professional

Figure 4 — Optional Server Software Modules (Impro Touch, Impro Vision)

% The number of third-party devices that are used by each optional Server affects the performance of the
System. Adjust the specification to allow the optional Servers to run at an optimal level.

% The number of client connections to each optional Server affects the performance of the System.

e There are known isolated cases of ImproNet not installing correctly on some Dell PC’s
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ImproNet Applications

The ImproNet Software Suite consists of a collection of Modules and Utilities.

The Modules form the core of the ImproNet Suite and provide control for everyday and
important functions. The Utilities provide support for advanced configuration and system
maintenance. This section provides a brief description of the ImproNet Modules and Utilities.

ImproNet Modules

It is possible to run the entire ImproNet Software Suite on a single PC. However, the Suite is
designed to operate on multiple PC’s in a Client-Server configuration. Therefore, to ensure
correct functioning, it is essential to have dedicated PC’s as specified in this Manual.

The configurable aspect of the ImproNet Modules enables efficient operation in LAN and WAN
infrastructures; each ImproNet Module performs a specific function.

ImproNet Access is the configuration module for ImproNet. It performs a number of important
functions including:

e Site and Host configuration.

e Hardware configuration — enables an installer to define and configure ImproX hardware
such as Terminals and Controllers.

e Tagholder Access Group configuration. The key element of access control — a Tagholder
Access Group is a combination of when (Access Time Patterns) and where (Areas)
Tagholders have access.

e The Live Video Image Capture feature enables capture of photographs of Tagholders using
live video from a web camera. Photographs captured in this way are inserted into the
stored Tagholder data and displayed in the Add Tagholder or Edit Tagholder screens for
that Tagholder.

e Photographs (in suitable formats) can also be loaded from files and inserted in the same
way.

e Batch card printing is a feature of this Module.

ImproNet Engine is the communications Module. It is required to do the following:

e Monitor the Database for edits made by ImproNet client applications such as ImproNet
Access, or QuickTag. Edits or changes are communicated to the ImproX Controllers.

e Polls the ImproX Controllers for transactions, then logs the transactions to the ImproNet
Database.
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¢ Runs the ImproNet Reports web server.

Engine must be running for Web Reports to run.

e Open socket connection ports for Modules such as ImproNet Graphics, which make a direct
connection to the Engine.

The web-based QuickTag Module is intended for use for example, by an operator using a PC at
a location remote from the System’s Access Host PC. This Module requires no extra ImproNet
software installation, simply installing Java Runtime Environment V1.60 and above allows any
member of your staff access to the Module.

The Module’s basic function is enrolling Tags so employee Tagholders and visitor Tagholders
may access selected areas at named times. As this is an enroliment Module, each PC running
the web-based QuickTag Module must connect to a Registration Reader.

The benefit of running this now entirely web-based Module, is less bandwidth usage promoting
improved network speed.

You may use the web-based QuickTag Module with Windows® Internet Explorer 7 (and above)
or alternatively Firefox 2 (and above).

The QuickTag Module is intended for use for example, by an operator using a PC at a location
that is remote from the System’s Access Host PC. This Module could typically be installed on a
PC in the Reception Area. The QuickTag Module is a rapid Tagholder/Tag entry Module for
enrolling both Employee and Visitor Tagholders into the Access Control System. This Module’s
basic function is to add Tags so Employees and persons visiting the company may have access
to selected areas at named times.

This Module also allows the Supervisor to disable certain editing features, thus improving the
security of this Module. By disabling these features, the operator has limited access and
therefore cannot change any sensitive setting in the System. Each button within the application
can be disabled.

The Live Video Image Capture feature enables capture of photographs of Tagholders using live
video from a web camera. Photographs captured in this way are inserted into the stored
Tagholders data and displayed in the Add Tagholder or Edit Tagholder screens for that
Tagholder. Photographs (in suitable formats) can also be loaded from files and inserted in the
same way.

The Visitor Module is designed to be used, for example, by an operator using a PC remote from
the Systems Access Host PC. This Module could typically be installed on a PC in the Reception
Area. The Visitor Module is a rapid Tagholder/Tag Entry Module for enrolling Visitors into the
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Access System. It is intended to be a front-desk, Reception area, application. This Module’s
basic role is to add Tags so persons visiting the company may have access to selected areas at
specified times.

This Module also has the facility of setting up Visitors’ Tags so that they cannot gain access to a
door unless a Host Employee first presents a Tag, after which the Visitor’s Tag should be
presented within ten seconds. This facility enhances the security of the company by not
allowing Visitors to walk freely into sensitive non-Visitor areas.

Used to create graphical plan representations of Sites, buildings, offices, car parks, and so on
within a Site. Graphics Designer permits the arranging of icons that represent buildings on a
Site map, and icons that represent ImproX hardware units on Floor Plans within those buildings.
We suggest that Graphics Designer be installed on a secure PC to limit the possibility of the
setup being tampered with.

This Module provides real-time graphical monitoring of the Site. This Module can be used to
display alarms from related systems such as Ziton or CaddX, and to acknowledge these alarms.
Initial set-up is made via the Graphics Designer Module. At Runtime the operator chooses
which Ground Plan or Floor Plan to display. Thereafter the operating actions are limited to
responding to any alarm displays, finding the last known position of a Tagholder, displaying
transactions and so on.

The Card Designer Module allows the user to design templates for use with Credit Card Tags.
These templates can then be used to print information on to these tags, such as company
name, Tagholder’s name, ID number, employee number, department, barcode, etc, as well as a
photograph of the Tagholder. The related batch card printing is a feature of the Access Module.

The Tracker Module keeps you advised as to the whereabouts of selected Tagholders
(maximum 10 Tagholders per site) as they move about the Site. Alternatively, you may use the
Tracker Module to monitor events at a selected Reader (maximum 10 Readers per Site). Both
these facilities allow for better end user site management, by displaying the latest 20
transactions for today only, in time order per your group (Tagholders or Readers) selected.

In instances where a single Tagholder (Reader) returns more transactions than others it may happen
‘ that some Tagholders (Readers) do not appear in the list of transactions. It must be emphasized that it
is the most recent 20 transactions for the group, not the most recent for each individual Tagholder.
Achieve best results with this Module by narrowing your range for monitoring to your exact
requirements.

On opening, the Tracker Module remains discreetly minimized as an icon in the System Tray
(Notifications Area). As Tracker receives Tagholder transactions or events from Monitored
Readers, notification pop-up windows display in the Notification area.
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By default the Tracker Module refreshes every 10 seconds, this is the recommended setting.
The refresh rate is, however, user configurable where you need a faster or slower refresh rate.

This Module provides real time monitoring of alarm transactions and acknowledging of alarms.

The Transaction Viewer client Module gives a live real-time view of all types of transactions in
the System. It displays the names of the access points (Locations) and details of the persons
who have entered or exited those Locations. The process can be set to monitor the whole Site,
or just a selected Zone or access point. The Module supports Tagholder image display as well.
The Transaction Viewer client process may be run on any machine on the network and more
than one Module can run simultaneously.

The Custom Access Module works in conjunction with the Access Module. Where the Access
Module allows access to Tagholders based on Access Time Patterns and Tagholder Access
Groups the Custom Access Module uses its own set of rules for granting or denying access.

As a third-party validation system, the Custom Access Module connects via TCPIP Client
Socket connection to the started Engine Module. The Custom Access Module listens for all
third-party transactions coming from all Engines’ Sites. Based on the Custom Access Module’s
own set of user defined rules, the Module allows or denies the transaction.

This Module interfaces the third-party Ziton Fire Alarms system to ImproNet. The Impro Ziton
Server permits alarms from one or more Ziton Fire Alarm Panels to be displayed on, and
acknowledged from, the associated Floor Plan in the Graphics Runtime Module.

This Module interfaces the third-party CaddX Alarm system to ImproNet. The CaddX Server
Module displays alarms from CaddX Alarm Panels. Acknowledgement of alarms takes place
from graphics Floor Plans in the Graphics Runtime Module.

The DVR Server Module controls the operation of a related iNet DVR, or Vista CCTV
surveillance system. This Module lets the ImproNet operator select cameras, zoom, pan, and
perform other functions in the CCTV system using the ImproNet Graphics Runtime Module.

The Ganz Server Module allows integration of Ganz CCTV surveillance systems with the
ImproNet Software.
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The ImproVision Integration Module is a rule-action based Module. This essentially means a
matched rule must trigger for execution of up to 5 actions. Born as a Digital Video Recorder
based system, for interfacing Digital Video Recorders direct to the ImproNet’'s Graphics
Designer and Graphics Runtime Modules, ImproVision’s interface capabilities now include other
third-party devices (including Lift Servers and Alarm Panels).

ImproVision’s digital video recording and monitoring integration facilities include:

e Integration with Mirasys V/N Series Digital Video Recording (DVR) equipment.
e Integration with Dedicated Micros Digital Video Recording (DVR) equipment.

Embedded in the ImproNet Software, the Biometric Server Module integrates selected biometric
readers into an ImproNet System. This Module uses a centralized Database, and permits the
user to add, edit or delete bio-templates. This Server is part of the Impro Touch concept.

ImproNet Utilities

The Archive Utility enables you to create copies of the ImproNet Database on specified dates.
You can use these Database copies to generate transaction reports for a particular historical
period. Running Archive also decreases the size of the ImproNet Database.

This Utility enables automatic updating of the ImproNet Database. The Ultility checks for
available update scripts and processes them automatically.

IBConsole is a third-party database configuration and administration tool. You can use
IBConsole to perform advanced configuration and administration tasks on the ImproNet
Database.

This Utility is used to import comma separated value (CSV) files into the ImproNet Database.
You can use it to import data such as employee records from other applications, to the ImproNet
Database.

Importing CSV files into the ImproNet Database can result in duplicate records. The Find
Duplicates Utility enables you to search the Database for, and delete duplicate records.

12
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The IXP200 Conversion Utility facilitates conversion of an IXP200 Database to an ImproNet
Database.

This Utility converts user data only. Ensure that you reconfigure Site information in ImproNet.

Pump transfers user-defined data from the existing ImproNet Database to a new empty
database when ImproNet is upgraded to a new version.

This Utility facilitates changing the field names in the ImproNet Database to words of another
language. The Translate Utility requires you to manually enter replacement text.

The Unlock Utility enables you to activate applications that are otherwise disabled. You do this
by entering a code called a Product Unlock Key into the Utility.

Communications between the Host PC and the ImproX EC uses Ethernet protocols. The
ImproX EC must be configured for the Ethernet protocol in use on the LAN/WAN, using the
Ethernet Device Configuration Utility software. The Ethernet security and operational settings
for the ImproX EC are also configured in the Ethernet Device Configuration Utility.

The Discovery Utility allows the following actions:

e Detection of Controllers (System Controllers) on the network.
o Detection of Terminals (Door Controllers) on the network.

e Configuration of network address settings.

¢ Configuration of the Controller’s settings.

e Configuration of the Terminal's settings.

The Firmware Upgrade Utility lets you perform the following actions:

e Identify Firmware versions of connected Hardware.

e Selection and configuration of Communications Port.

e You may Ping the connected Hardware (feedback informs you of whether Hardware is
connected and working as specified).

e Perform in-field Firmware Upgrades to connected Hardware.
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This Utility lets you add Controllers and Terminals not previously added in Access. You may
also edit selected Controller and Terminal properties (for example: Site SLA, Unit Type, Fixed
Address, Controller LA and Terminal LA) or delete Controllers and Terminals.

The Universal Data Exporter Utility lets you extract transaction (including time and attendance)
records from the ImproNet Database for use by third-party applications.

The Exporter Utility makes use of user defined templates (created in Design Mode) that specify
the data for extraction and the export format. Using the Run Mode, you have the choice of
exporting the records interactively or as scheduled (using Windows® Scheduler). Command
line arguments specify the Mode and other parameters.

14
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Peripheral Hardware

ImproNet uses various peripheral hardware devices to perform a software protection function.
Some ImproNet Modules search for these devices on start-up. If the required device is not
present, the Module does not run. Some devices also perform Tag enrollment and
communication functions.

| USB Enrollment Readers are compatible with ImproNet Software Suite V6.44 or later only.

Device Description

The ProxMate performs a Tag enrollment and software
protection function. The ProxMate connects directly to the
PC’s RS232 serial port or to the Host Interface that connects
to the PC. There are two versions of the ProxMate:

e INS900—bundled with the INS904 software package.
The following Software Modules run with the ProxMate:
Access, QuickTag, Visitor, Graphics Designer and
Graphics Runtime. An additional unlock code is required
if the ProxMate is required to run on the iNet DVR
integration.

e XPM912 Utility ProxMate—generally used when
ImproNet Modules are required to run on multiple PC’s.
The Utility ProxMate enables you to run the following
Modules: QuickTag, Visitor, Graphics Designer and
Graphics Runtime. The Utility ProxMate requires an
additional unlock code to run ImproNet Access.

The Host Interface carries out the following functions:

e Acts as an RS232 to RS485 converter.
o Performs a software protection function.
e Facilitates inter-controller communications.

The ImproX RH is a USB version of the Host Interface. Itis
used as an RS485 to USB converter and for Software
protection (Engine needs connection to an RH at start-up).
The ImproX RH facilitates inter controller Communications.
Connect the ImproX RH to an external battery backed-up
(10 to 30 V DC) power supply thus ensuring inter controller
communications is maintained during a power failure or PC
reboot.

The ImproX RH does not support the ProxMate; however you
may connect the ImproX RRA or ImproX RRM (supports the
enroliment of 125 kHz or MIFARE® Tags respectively).
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Device Description

The ImproX RS enables third-party readers such as Barcode
and Magstripe readers, to interface with the ImproNet System
as enrollment readers.

The RS also performs a software protection function for the
same Modules supported by the Utility ProxMate, that is
QuickTag, Visitors, Graphics Designer and Graphics Runtime.

The ImproX RR is an external Enroliment Reader that
connects direct to the USB Port of the PC. The ImproX RR
performs the following dual function:

e Authentication device—interfacing with the ACCESS
Software Module on the various Database platforms. And
interfacing only with the UTILITY Software Modules
across the Firebird and SQL Server Database platforms.

e Registration of 125 kHz Tags.

The ImproX RM is an external Enroliment Reader that
connects direct to the USB Port of the PC. The ImproX RM
performs the following dual function:

e Authentication device—interfacing with the ACCESS
Software Module on the various Database platforms. And
interfacing only with the UTILITY Software Modules
across the Firebird and SQL Server Database platforms.

e Registration of 13.56 MHz Tags

The ImproX RRA is an external Enrollment Reader that
connects to an ImproX RH or ImproX RS. The ImproX RRA
reads 125 kHz Tags.

The ImproX RRM is an external Enrollment Reader that
connects to an ImproX RH or ImproX RS. The ImproX RRM
reads MIFARE® 13.56 MHz Tags.

The ImproX B-SHO USB Fingerprint Enrollment Reader
and ImproX B-SHO BioMini USB Fingerprint Enrollment
Reader are external enrollment readers that connect direct to
the USB Port of the PC.

These Enrollment Readers allow for registration of
fingerprints for use by ImproX B-SHO Fingerprint Terminals.
For more information on the use of these products with the
ImproNet System, refer to Part 8 — Integration Modules.

Table 1 — Peripheral Hardware
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The ImproNet Suite is designed to run over a network in Client-Server mode. However, it can
also run successfully on a single PC.

Architecture

The following table outlines the estimated completion time (bandwidth usage) when uploading
information from the Database to the Controller using TCP/IP.

Engine Action | Connection Controller | Terminals per | Tag Transactions | Average | Bytes Sent Firebird SQL
Quantity | Controller Quantity | per Minute Mbps and Received Test Time | Test Time

Auto-ID
Auto-ID

Auto-ID

Full Upload
Full Upload
Full Upload
Full Upload
Full Upload
Full Upload

Full Upload

Engine Started
Engine Started
Engine Started

Engine Started

Full Upload
Full Upload
Full Upload
Full Upload
Full Upload

Engine - Controller
Engine - Controller

Engine - Controller

Engine - Controller
Engine - Controller
Engine - Controller
Engine - Controller
Engine - Controller
Engine - Controller

Engine - Controller

Engine - Controller
Engine - Controller
Engine - Controller

Engine - Controller

Engine - Database
Engine - Database
Engine - Database
Engine - Database

Engine - Database

10
10
10
10

10

10

1 NA

1 NA

1 1

1 1

1 1

1 500

1 5000

1 10 000
1 100 000
1 500

1 5000

1 10 000
1 100 000
1 5000

1 10 000
1 50 000
1 100 000
1 300 000

3 000
6 000
6 000

6 000

0.001
0.005
0.01

0.008
0.028
0.045
0.127
0.183
0.147
0.02

0.011
0.011
0.011

0.011

1.173
0.97

1.063
0.906
0.986

Figure 5 - Bandwidth Usage Matrix

data usage over a given time period.

2939
29 395
96 340

5967

43 205

112 400
525 860
4249 720
8 396 388
83 588 940

NA (Note 1)
NA (Note 1)
NA (Note 1)

NA (Note 1)

13717 304 (Note 2)
27 309 190 (Note 2)
134 751 419 (Note 2)
271177 044 (Note 2)

813 531 132 (Note 2)

Note 2—These Bytes Sent and Received figures refer to SQL Server.

00:00:18
00:00:43
00:01:16

00:00:06
00:00:12
00:00:19
00:00:35
00:03:45
00:08:43

01:11:47

00:01:00
00:01:00
00:01:00

00:01:00

00:05:52
00:08:43
00:32:03
01:11:47
05:12:23

00:00:17
00:00:43
00:01:10

00:00:05
00:00:11
00:00:15
00:00:30
00:01:38
00:02:32
00:18:00

00:01:00
00:01:00
00:01:00

00:01:00

00:01:33
00:03:45
00:16:54
00:39:54
01:55:56

BandwidthUsage.jpg

Note 1—This Bytes Sent and Received information is not required as the test only shows the average
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Client-Server architecture consists of users’ PC’s (Clients) connected via a network to a central
host (Server). In most situations, Client PC’s are workstations that access files or databases, or
applications running on one or more Servers. In ImproNet, the Engine and Database are the
Server components. The rest of the applications are Client components.

The following diagram shows the relationship between the ImproNet Database and ImproNet

Client applications.
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Socket connections enable communication between PC’s. Database connections enable
communication between PC’s and the ImproNet Database. Jaybird is an interface component
installed with the Firebird database; it facilitates database interaction.

An ImproNet compatible network requires CAT5 or CAT6 UTP cabling and a 100 Mbps or
faster, TCP/IP enabled Network Interface Cards (NICs).

The ImproX ECII is rated to 100 Mbps, however the Controller will work on a 1 000 Mbps (1 GB)
network.

If routers or switches are used, they must conform to the TCP/IP protocol operating at
100 Mbps or faster.

ImproNet Modules in a Network Environment

The ImproNet Suite is designed to run over a network in Client-Server architecture. However,
all Modules can run on a standalone PC if required. The following components are important
when running ImproNet over a LAN or WAN:

e ImproNet Database
e Firebird Database Server or SQL Server
e ImproNet Engine

By default, ImproNet uses a Firebird Database. Firebird installs with ImproNet during the
Software installation process. By default the Database installs at C:\ImproNet\Database.
Impronet.fdb is the name of the database file.

Firebird is an open-source product—it has no licensing fee. For more information refer to the following
websites: www.opensource.org and www.firebirdsgl.org.

Firebird Server is a Database Server program that facilitates connections between the
ImproNet Database and ImproNet Applications such as Engine and Access.

E Firebird Server must be installed in the same PC as the ImproNet Database.

SQL Server is a Database Server program that facilitates connections between the ImproNet
Database and ImproNet Applications such as Engine and Access.
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ImproNet Engine functions primarily as a Communication Server. It performs the following
functions:

e Retrieves transactions from ImproX Controllers.
e Monitors the ImproNet Database for changes.
e Communicates Database changes to the ImproX Controllers.

Some Client Applications, such as Graphics Runtime, Transaction Viewer, and Alarms,
process and report information in real-time. To do this, they use TCP/IP socket connections to
connect to the Engine. Socket connections are also used to send messages to ImproNet
Engine. For example, when Graphics Runtime initiates a Door Unlock command, it is sent to
the Engine via a socket connection. The Engine then sends the command to the Access
Control hardware. Table 2 displays the Socket Ports used by ImproNet.

Ports Port Number
Transaction 26663
Alarm 26661
Messaging 26665

Host Validation 26669

Door Status 26667
Firebird Server 3050

Table 2 — ImproNet Socket Ports

You can configure Socket Ports in ImproNet Access.

The following ImproNet Client Modules connect to the Engine, or the ImproNet Database, or to
both.

e Access

e QuickTag
e Visitor

e Alarms

e Transaction Viewer
e Graphics Designer
e Graphics Runtime

General Network Requirements

The following requirements are essential for ImproNet to operate over a network:

e Network hardware must support the TCP/IP protocol
e The network must support 100 Mbps bandwidth or greater

The ImproX ECII is rated to 100 Mbps, however the Controller will work on a 1 000 Mbps (1 GB)
network.
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Running ImproNet Applications across a LAN

Figure 7 illustrates the network configuration for running ImproNet across a Local Area Network

(LAN).
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Figure 7 — ImproNet Configuration across a LAN
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Running ImproNet Applications across a WAN

Figure 8 illustrates the network configuration for running ImproNet across a Wide Area Network

Config WAN jpg

Firebird URL* = jdbc:firebirdsql:192.168.0.9:C:/ImproNet/Database/Impronet.fdb
SQL Server URL* = jdbc:jtds:sqlserver://192.168.0.9/DB400

Figure 8 — ImproNet Configuration across a WAN

performance must be carefully assessed before ImproNet is implemented across it.
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Communication across a WAN is generally slower than across a LAN. Therefore, a WANs

An Engine, and the Controllers the Engine communicates with, needs a minimum throughput of
1 Mbps. For example, a WAN capable of 2 Mbps bandwidth, must assign at least 1 Mbps for
exclusive use by the Engine and Controllers.
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Properties Files

ImproNet Client applications store their connection settings in editable text files called
Properties Files. These files contain URLSs that specify the location of the Database Server. If
the URL is incorrect, the application will not function.

Properties Files are stored in the ImproNet root folder. The following applications have their
own Properties files:

e Access

e Archive
e Engine

e Graphics
e Pump

e Biometric
e Web Reports
e Web-base QuickTag

The files have the same name as their application. For example, the Properties file for
ImproNet Access is called Access.properties, and is stored in C:\Impronet.

Other ImproNet applications including QuickTag, Visitor, Alarms and Transaction Viewer use
the Access.properties file.

There is one Access.properties file per PC.

Configuring Modules for a Stand-Alone (Single PC) System

This section provides the requirements for installing all ImproNet Modules, including the
Database Server, on a single PC.

The ImproNet Suite installs by default to C:\Impronet. The URL in each Client Properties File
points to the following default Database location C:\Impronet\Databases\Impronet.fdb.

If you move the Database to another location on the PC, you must change the URL in each Properties

For security reasons, we recommend that you do not share the Database folder.

.E file to point to the new Database location.

The following code is the default format for the Database URL:
access.database.Interbase.URL=jdbc:firebirdsgl://localhost/C:/ImproNet/Database/Impronet.fdb
If you move the ImproNet Database, you must update this code to reflect the new location.
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For example, if you move the IMPRONET.FDB file to a folder called Sitel on drive D, change
the URL to access.database.Interbase.URL=jdbc:firebirdsql:/localhost/D:/Site1/Impronet.fdb.

If other ImproNet Applications are installed on the Database Server, the URLs in each Client
i Properties File must use a local path, not a network path.

Configuring Modules for a LAN (Firebird)

If ImproNet Modules are distributed across a LAN, Properties files must be edited to point to the
Database Server PC, and the location of the Database on the PC.

Figure 9 shows an example of the Engine.properties file when ImproNet is installed over a

network.
| Engine - Notepad =8 o<~
File Edit Format View Help
# Engine Configuration - A1l comments are preceded with # 2

# we do not recommend editing this file without knowledge of

# the meaning of the properties and its values. You may however,
# change the first two properties when applicable.

-

lengine.database.:nterbase.URL=jdbc:f1reb1rdsq1:192.1.3.1:(: ImproNet/Database/IMPRONET.FDB

epgiper~database~Interbase~ancoding=UNICODE—FS

engine. database. type=Interbase

engine. database. Interbase.driver=org.firebirdsql. jdbc.FBDriver
common. encoding. key=1c_ctype

engine.database.oracle. dbschema=5SYSDBA

=

# This property determines which site this Engine represents.

< m »

Figure 9 — Edited Engine Properties File
In Figure 9, the Database resides on a PC with an IP Address of 192.1.3.1. In a stand-alone

configuration, the default computer address is always Localhost. In a networked environment,
replace Localhost with the IP Address or Machine Name of the Database Server.

Configuring ImproNet for a Microsoft SQL Server 2000 Database

* 1 Microsoft SQL Server 2000 will NOT run on the Windows® Vista platform.
- J
E -

If using the Windows® XP platform ensure that you run Microsoft SQL Server 2000 with, at minimum,
“=@  Service Pack 4 installed.

1. Open the SQL Server Enterprise Manager from SQL Enterprise Manager>Console>
Microsoft SQL Servers.
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Figure 10 — SQL Server Enterprise Manager

Right-click on the Databases folder.

Select All Tasks.

Select the Attach Database option.

In the Attach Database dialog, click on the | button.

Nogakowbd

default path is C:\ImproNet\Database\sqlserver\DB400.MDF.

Connect to the local server via Console Root>SQL Server Group>Databases.

In the Browse for Existing File dialog, select the ImproNet Database file DB400.MDF. The

8. Click on the OK button. (The default log file DB400_LOG.LDF is automatically added to the

Attach Database window).
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Figure 11 — Attach Database Dialog

A dialog appears confirming that the Database attached successfully.
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Creating the SYSDBA User
Create a default log-in Username (SYSDBA) and Password (masterkey) as follows:

1. Open the Security folder.

2. Select the Logins option. (The right hand pane of the screen below lists the currently
configured users).

3. Right-click on the right side on the SQL Server Enterprise Manager window.

4. Select the New Login option on the menu.

Is SQL Server Enterprise Manager - [Console Root\WMicrosoft SQL Servers\SQL Server Group\127.0.0.1 (Windows NT)\Security\ ogins]

W Fe  Action View Took Window Heb

o O 7RB @ * AL O@ME

o Consale Rock Logrs 3 Rems
- gmrfmﬂxtkrvus | Narne | Type | Sarver Access | Defauk Database | Defauk Language
) Gﬁl;vgvoc:?:rm NT) Geun Tvadnnsratons WWIIONS Grrr, DO — et
- ;]' i E_Qu Sardad Pertrd Mmaster Engieh
- [U""’b’”‘ B sysdoa Standard Permt impronet Engleh
. u geonmt
* | master
o J mos [t ]
H=. e —1
e U ok Expoet List, ..
s | temodd View »
+ () Data Transformation Ser

Figure 12 — Server Enterprise Manager — New Login Dialog

5. Inthe SQL Server Login Properties — New Login dialog, General tab assign the Users
Name, in this instance we used SYSDBA.

6. Assign the Users Password, the default password is masterkey.

7. Select DB400 from the Database pull-down menu.

SQU Server Login Properties - New Login ﬁli

Generdl | Server Roles | Davabase Acces: |
& v [ =
Authentiostion

" Windows Authertication

| |

(o
P

% SOL Server Authericaton
Bm I .........

Defouls
Specdy the delauk language and database lor this logn

Database: | pB400 =l
Language: | <Detaa> |

[Tox ] coce | He |

Figure 13 — In the SQL Server Login Properties — New Login Window, General Tab

8. Inthe SQL Server Login Properties — New Login dialog, Server Roles tab check the
check-box alongside each of the Server Roles.
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Figure 14 — SQL Server Login Properties — New Login Window, Server Roles Tab

9. Inthe SQL Server Login Properties — New Login dialog, Database Access tab, ensure
that the SYSDBA user has access to the DB400 Database.
10. Click on the OK button completing the step.

Figure 15 shows an example the Engine.properties file when ImproNet is installed over a

network.

m_?] Engine - Notepad X
File Edit Format View Help

# Engine Configuration - A1l comments are preceded with # -
# 3

# we do not recommend editing this file without knowledge of £
# the meaning of the properties and its values. You may however,
# change the first two properties when applicable.

.database. Interbase.URL=jdbc:jtds:sqlserver://localhost/DB400

engine. database. type=Interbase
engine.database. Interbase.driver=org.firebirdsql. jdbc.FBDriver
common. encoding. key=lc_ctype

engine. database.oracle. dbschema=sYSDBA

# This property determines which site this Engine represents.

< | m ’

Figure 15 — Edited Engine Properties File

In a stand-alone configuration, the default computer address is always Localhost. Ina
networked environment, replace Localhost with the IP Address or Machine Name of the
Database Server.
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Configuring ImproNet for a Microsoft SQL Server 2005 (Standard
Edition) Database

o

Run Disk 1 of the Microsoft SQL Server 2005 Software.

At the Start dialog, under Install, select Server Components, Tools, Books Online and

Samples.

At the End User Licence Agreement dialog, select the | Accept the Licensing Terms and

Conditions checkbox.

Click the Next button.

At the Installing Prerequisites dialog, click the Install button.

On successful installation of the prerequisite components, click the Next button.

Microsoft SQL Server Installation Wizard

1.
2.

1.

Click the Next button.

At the System Configuration Check dialog, click the Next button.

In the Registration Information dialog, fill in the required details. These include:
-  Name

— Company

— Product Key

Click the Next button.

In the Components to Install dialog, select the components for installation.
Click the Next button.

In the Instance Name dialog, select the Default Instance radio button.

Click the Next button.

In the Service Account dialog, select the Use a Domain User Account radio button.

. Complete the Username, Password and Domain textboxes.

. From the Start Services at the End of Setup pane, select the SQL Server checkbox.
. Select the Analysis Services checkbox.

. Click the Next button.

. At the Authentication Mode dialog, select the Mixed Mode checkbox.

. Complete the Enter and Confirm Password textboxes.

. Click the Next button.

. At the Collation Settings dialog, click the Next button.

. At the Error and Usage Report Settings dialog, click the Next button.

. At the Ready to Install dialog, click the Install button.

. At the prompt, insert Disk 2 into the drive and click the OK button.

. When all Products show their Status as “Setup Finished”, click the Next button.

. At the Completing Microsoft SQL Server 2005 Setup dialog, click the Finish button.

After installation, you may want to install the latest service pack for Microsoft SQL Server 2005.

the on-screen prompts.

In Windows®, click Start>Programs>Microsoft SQL Server 2005>SQL Server
Management Studio.

Follow

28

August 2010





Part 2 — Software

2\ Connect to Server
Microsoft /"r' i Wmm Server System
SQL Server 2005

Server type: [Dmabase Engine v]
Server name: v
Authentication: [SQL Server Authentication v ]
Login: -
Password:
[] Remember password
[ Cancel ] [ Help ] [ Options >>

Figure 16 — Connect to Server Dialog

2. Inthe Connect to Server dialog, from the Server Name drop-down list, select the
appropriate Server Name.

3. Inthe Login textbox, type in sa.

4. In the Password textbox, enter the password you created in the section titled Microsoft
SQL Server Installation Wizard (page 28), point 15.

45 Microsoft SQL Server Management Studio E]
File Edit View Tools Window Community Help
DNewQuey ) BBDH D G BEEBRE S,
Object Explorer >3 Xx Summary - X
Connect~ 4 ] & WE -

5 [ PC (SQL Server9.0.1399 - sa)

# (3 Databases .
. S J Security
@ 3 Server Objects PC\Security 3 Item(s)

+ [ Replication
# [ Management )
% 3 Notification Services Name

# [ SQL Server Agent B Logins

3 Server Roles
[ Credentials

Ready
Figure 17 — Microsoft SQL Server Management Studio Dialog
5. Inthe Object Explorer Pane, select the Security folder.
6. Right-click over the Security folder and select the New menu option.
7. Select the Login menu option.

Login — New Dialog

1. Onthe General page, in the Login Name textbox, type in SYSDBA.

2. Select the SQL Server Authentication radio button.

3. Inthe Password and Confirm Password textboxes, type in a suitable password.

In this example we used the password masterkey.
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4.
5.
6.

7.

Deselect the Enforce Password Expiration checkbox.
Select the Server Roles page.
In the right-hand pane, select the checkbox alongside each of the Server Roles.

Ensure that the SYSDBA user has access to the DB400.MDF Database.

Click the OK button.

Attaching the Database

1.

> w

© N o o

In Windows®, click Start>Programs>Microsoft SQL Server 2005>SQL Server
Management Studio.

In the Connect to Server dialog, from the Server Name drop-down list, select the
appropriate Server Name.

In the Login textbox, type in SYSDBA.

In the Password textbox, enter the password you created in the section titled Login — New
Dialog (page 29), point 3.

In the Object Explorer Pane, select the Databases folder.

Right-click over the Databases folder and select the Attach menu option.

In the Attach Databases dialog, click the Add button.

In the Locate Database Files dialog, browse to the DB400.MDF Database.

G The default path is C:\ImproNet\Database\sqlserver\DB400.MDF-.

bd

9.

Click the OK button.

10. In the Attach Databases dialog, click the OK button.

From the Object Explorer pane, if you select the Databases folder, you should see the DB400
Database in the list on the right-hand side pane.

11. From the File drop-down menu, select Exit.

Properties Files

1.
2.
3.

In Windows®, click Start>My Documents.

Browse to C:\ImproNet\Database\sqlserver.

Select and Copy the following files:

— Access.properties

— Biometric.properties

— Engine.properties

— Graphics.properties

— Localization.xml

Browse to C:\ImproNet.

Paste the copied files, ensuring that you replace the existing Properties files.

30
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Configuring ImproNet Modules for a WAN

Running ImproNet across a WAN is similar to running ImproNet across a LAN. However, WANs
generally have slower performance. ImproNet has options to minimize the resources required
by a slower-than-usual architecture.

Figure 18 shows an extract from the Engine.properties file. Lines beginning with a # are
comments describing the settings. Edit the highlighted settings as required to compensate for
the Engine running across a WAN:

-

] Engine - Notepad =% {CR *<=
File Edit Format View Help
# -~

# up1oader.cKc1eDe1ay is the delay in-between uploader cycles
# Increase this to reduce network traffic on a wan eg. 60000 (1 minute)
# Note that changes to the controllers will be delayed by this amount when editing

l

et PO 10080 4 sla)
wotrauTc 15 ITO000—IT0U—SeCoNnGS7y |

éngine.comms.up1oader.cyc1eDe1ay = 10000

# uploader.interTable delay is the delay in Erocessjng each table in the uploader
# Increase this if you wish to reduce network traffic on a wan during an upload cycle eg. 1
O

pofaule o 1
x

l

F—otratT 5 o |

engine. comms.uploader.interTablepelay = 10

# Daily start and end times for uploader - it will upload only within these times
# Set start time greater than end time if you wish upload only at night eg. 2100 to 0600

i ugl‘du‘u s—0606—to 2200 -
engine. comms. uploader.dailystartTime = 0000 |

Ellylllt.LUINIII).U,J}UC\Q‘CI -ddl}y‘ElldTllllE — 2"000

¥

# interpollDbelay is the delay between successive polls

# Use this to poll less often to reduce network traffic over etherpads on a wan eg. 2000
# pefault is 200

engine.comms.poller.interpollDelay = 200

#

# Daily start and end times for the poller - it will poll only within these times
# Set start time greater than end time if you wish poll only at night eg. 2100 to 0600

#Pefautt—is0000—to 2360
engine.comms.poller.dailystartTime = 0000
: 131 PPN, IN—Sgr ] 2400

- )-PUIICI .Uﬂlly:l!u' s ="4=s'UvU

—

#
# The uploader database connection is reset periodically every so often A
# This releases memory resouces - default is reset once a day - should not need to change t

engine.uploader.databaseConnectionResetTime = 86400000
=

< " »

Figure 18 — Engine.properties WAN Settings

G You can also edit these settings via the ImproNet Engine Software.

Figure 8 on page 22 illustrates a possible ImproNet Configuration where a second site is
connected via a WAN. In this type of scenario, it is important to determine how much bandwidth
is available to the Engine Server. If resources are limited, we recommend editing the advanced
Engine settings to further reduce the bandwidth that Engine requires to operate efficiently.

Refer to Figure 8 on page 22—to connect the Engine 2 PC on Site 2 to the Database Server;
edit the Engine.properties file on Engine 2 to point to the Database Server.
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Because a second Engine (Site) has been added, you must update the Engine.properties file
on Engine 2 to reflect Site 2. You must do this before you execute an Auto-ID procedure.

In this example, change the System Site SLA from system.sitesla = 01000000 to
system.sitesla = 02000000.

Using Routers Configuration

The following factors affect bandwidth when a router is used:

e Number of hardware devices configured in ImproNet Access

e Number of Tagholders

e Existing WAN load usage

e Number of ImproNet client applications that access data via a router

WAN routers must enable pass-through communication on the port that the Database Server is
using for connection. This is essential if the router has a built-in firewall.

Firebird uses Port 3050 by default. Therefore, ensure that WAN routers have TCP/IP enabled
for network traffic sent to Port 3050.

Every ImproNet installation will have different bandwidth requirements. For example, an Engine
that uploads 200 Tags to a single Controller can do so through a 64 k ISDN line. However, an
Engine that has to upload 5 000 Tags to five Controllers needs at least a 768 k dedicated ISDN
line.

It is impossible to specify the exact requirement for a WAN. However, we recommend a
minimum WAN connection bandwidth of 1 Mbps. For optimal performance across a WAN, we
advise you to consider a connection with at least 2 Mbps of bandwidth.

Perform bandwidth-intense activities such as uploading Tag data to Controllers after-hours, thereby
reducing network load during normal hours.

Refer to Part 8 — Utilities for more information on the ImproX EC and ImproX EC" Controllers
configuration.

32
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System Concepts

System Architecture Concepts

An ImproNet Access Control System comprises the following elements:

e Sites

e Controllers
e Locations
e Zones

The ImproNet System Architecture is illustrated elsewhere in this Manual.

Sites

Each System consists of one or more Sites. Sites are independent of each other. Each Site
can have only one Host. The Host is the Engine Module for a particular Site.

e An IXP300 Site supports up to 16 IC Controllers. Each Controller supports up to 48
Terminals (Fixed Addresses).

e An IXP400 Site supports up to 64 EC Controllers. Each Controller supports up to 64
Terminals (Fixed Addresses).

e An IXP400i Site supports up to 64 EC" Controllers. Each Controller supports up to 64
Terminals (Fixed Addresses).

m It is possible to use a mixture of IC and EC Controllers on the same Site. However, a Site using
a mixture of IC and EC Controller types is limited to the parameters of the Controller with the
lowest limits. For example, a Site with an IC Controller will accept a maximum of 16 Controllers
and 8 000 Tags instead of the EC Controller’s limit of 160 000 Tags.

A location is a physical access control point. It comprises a group of Terminals servicing an
access control point such as a Door. A Location supports up to three Terminals for the following
functions.

e Door Entry
e Door Exit
e Door Relay Control
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A Zone is a group of Locations (access control points). Entry and exit to and from a Zone is
achievable via its Locations only. Generally, a Zone is a physically bounded area containing
one or more locations. A Zone can also contain other Zones within it. This enables an Operator
to configure settings such as Anti-Passback settings. These Zones are referred to as Nested
Zones.

|
a

Nested Zone

Zone Nested.jpg
Figure 19 — Nested Zone

Zone Grouping is when one Zone is linked to another Zone to form a Common Zone. This
enables Tagholders to enter via a Location in one Zone and exit via a Location in another Zone.

Adjacent Zoning is a form of Zone grouping. It is when two neighbouring Zones use a single
Location to go from the one Zone to the other Zone.

Interleading Door
Figure 20 — Adjacent Zoning

Zone Adjacent jpg

System Building Blocks

The ImproNet Software Suite is designed to run on Microsoft Windows® 2000, XP and Vista
(Business or Ultimate). These limitations are important for the efficiency and reliability of the
System.

Each Site requires a Host PC for control and supervision of the Site. Alternatively, multiple PC’s
can be used for the same function.

In this manual, the term Host PC refers to the computers that perform control and supervisory
functions, regardless of the number of PC’s used.

On a typical Site, the following functions are performed by the Host PC:

e Database Server—dedicated to the Site Database.
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e Site Engine—dedicated to processing communications between the Database Server and
the Controllers. It also performs a polling function from the Server to the Controllers.

e Client Workstation—dedicated to supervisory aspects. These include entering and
deleting data, viewing Graphics Runtime and Alarms, preparing Transaction reports, and
running Utilities. Note that some monitoring installations may need a dedicated PC to run
Graphics Runtime.

e CCTV—required when Cameras are installed as part of the monitoring system.

Additional, dedicated CCTV PC’s may be required depending on the number of cameras.

The CCTV DVR Server must be a dedicated PC.

There are two system buses in an ImproNet Access Control System:

e The Host Bus—the RS232 or RS485 bus that links the Host PC via the Host Interface Unit
(ImproX HI or ImproX RH), to the Controllers. EC and EC" Controllers can operate on a
LAN communications infrastructure. Each Site in a System requires its own Host Bus.

e The Terminal Bus—the RS485 bus that connects each Controller to its Terminals. There
is one Terminal Bus per Controller.

Some hardware units have an RS232 Serial Peripheral Port. They can be connected to a single
peripheral device.

The Host Interface unit converts RS232 to RS485. It serves as an interface between the Host
PC and the Controllers.

The RH is the USB equivalent of the Host Interface unit. It converts RS485 to USB. It serves as
an interface between a USB enabled Host PC and the Controllers.

Keypad, monitor, LAN connection
Tag Verfication (if separate PCs are
Reader - ProxMate used per module)
Access Database
Module

Operator
LAN connection
(if separate PC's
Host Bus via the are used per
Host Interface Unit Engine module)

Module

il

Hardware Access Sys Comm Path.jpg
Figure 21 — Access System Communications Paths
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Software Installation Procedure

ImproNet no longer supports Windows® 95, 98, or NT. ImproNet will, however, support Windows®
Server platforms (Windows® 2000 Advanced Server and Windows® 2003 Server) only when used with
a Microsoft SQL Server Database.

Validated Linux Support exists for ImproNet Engine, Access and the Database. The validated Linux
Operating Systems include: Fedora Core 7, Debian 4.0 and OpenSuSE10.

Log on to Windows® with Administrator privileges to install ImproNet.

New ImproNet Installation

The ImproNet Software Suite is supplied on an installation CD-ROM. Before you install it,
ensure you have read the following:

Refer to the section Minimum PC Specifications on page 5.

G Do not install any software until the TCP/IP protocol is installed, and the machine is assigned an
IP Address.

TCP/IP is required for single and multiple Host PC scenarios to provide IP Addresses. For a
single Host PC without a Network Interface Card (NIC) install a Virtual Network Adapter such as
the Microsoft Loopback Adapter or the Microsoft Virtual Private Networking (VPN) Adapter.
These are virtual software adapters only; no additional hardware is required. Install the TCP/IP
protocol using the Windows® Control Panel.
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The ImproNet Software CD auto-runs on
insert. If Firebird Server is already installed,
Insert CD into PC CD-ROM Drive it is detected. Ifit is not installed, you are
prompted to install it, or, to skip the step.

contains the roliowing

=N
4nproNet installation files \ If the ImproNet Database If the ImproNet Database
All Modules and Ultilities should reside on current should NOT reside on the
Firebird Server PC, install Firebird Server. current PC, DO NOT install
\  Java Runtime Environment Firebird Server. Proceed to
// next step.

/
/ Firmware files
Installed with the Firmware
Utility if selected during the
\ Installation process

~ y The main installation begins. The selected
Install Set (e.g. Full, Custom, etc.)
determines the applications that are

[ ImproX USB Device Driver ) installed.

N 4

/'
:\ImproNet Software Manuals )

) N The ImproNet Setup program informs you
f Readme (Rich Text Format) ) when the installation is complete.
~

Install Flowchart.jpg
Figure 22 — ImproNet Software Installation Flowchart

D Read the Release Notes on the Installation CD. The following items are specifically mentioned:
Removal of InterBase V6; Default Username and Password; Database Update, Coding and Error
Settings; Windows® XP Restore Feature; Controller and Firmware Versions and New Software
Features.

D If you have an earlier version of InterBase, InterServer, or InterClient installed on the PC, you MUST
uninstall them before running the Software Installation Wizard. New versions of these software
programs are installed. If the Installation program detects an earlier version, you are prompted to
remove the earlier version and start again.

The ImproNet Installation CD uses an automated, interactive Installation Wizard to guide you
through the installation process. The Wizard prompts you at various stages to select installation
options. This makes it possible to customize the ImproNet Software Suite.
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Install the ImproNet Software in the following sequence:

Database Sever—this is ESSENTIAL. Refer to the section, Installing the Database Server.
Applications—Modules and Utilities.

Database—Installed with the Engine Module.

USB Driver—Only if USB Enrollment Readers or Converters are used.

APwnpRE

Installing the Database Server

o

LJ

A Database Server is required to host the ImproNet Database. If the ImproNet Suite is installed
on to a single PC, the Database Server is installed automatically. However, if more than one PC
is used to host the ImproNet Software, you must install the Database Server manually.

You need not install Firebird if you are using SQL Server.

Firebird automatically prompts to install, if a previous version is not detected.

Any PC on the network can host the Database Server. ImproNet uses Firebird 1.5 as its
Database Server. To install Firebird 1.5 manually, proceed as follows:

Select a PC to host the Database Server.

Insert the ImproNet Installation CD in the PC’s CD-ROM drive.

Browse to the \database\firebird directory on the ImproNet Installation CD.
Double-click Firebird.exe.

In the Select Language Setup dialog, from the drop-down menu, select your preferred
language.

6. Click the OK button.

arwDd e

Firebird Installation Wizard

At the Welcome dialog, review and follow the on-screen instructions.

Click the Next button.

At the Licence Agreement dialog, select the | Accept the Agreement radio button.

Click the Next button.

Review the Information dialog, and then click the Next button.

In the Select Destination Location dialog, select the Destination Directory—we
recommend that you use the default location of C:\Program Files\Firebird\Firebird_1_5.
7. Click the Next button.

o gk wnhE
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ﬁ] Setup - Firebird Database Server 1.5 (o] @ ==
Select Components

Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

Full installation of Server and development tools. N7
[¥] Server components 3.2MB
Classic Server binary 1.3MB

@ Super Server binary 1.6 MB

[#] Developer and admin tools components 5.0 MB

Curmrent selection requires at least .2 MB of disk space.

[ < Back ][ Next > ][ Cancel

Figure 23 — Firebird Select Components

8. From the drop-down menu, select the Full Installation of Super Server and Development

Tools option.
9. At the Select Start Menu Folder screen click Next.

i

10.

ﬂB’ Setup - Firebird Database Server1.5 (==

Select Additional Tasks
Which addtional tasks should be pefomed?

e B
Al

Select the addttional tasks you would like Setup to perfform while installing Firebird
Database Server 1.5, then click Next.

[¥] Use the Guardian to control the server?
Run Firebird server as:
Run as an Application?

@ Run as a Service?

[¥] Start Firebird automatically everytime you boot up?

[ "Install Control Panel Applet?"

[¥] Copy Firebird client library to <system> directory?

[¥] Generate client library as GDS32.DLL for legacy app. support?

[ < Back ][ Next > ][ Cancel ]

Figure 24 — Firebird Select Additional Tasks

In Vista installations, ensure that you de-select the "Install Control Panel Applet?" option.

On the Select Additional Tasks screen:

Select the Use the Guardian to Control the Server? option.

Select Run as a Service? option.

Select the Start Firebird Automatically Everytime You Boot Up? option.

Select the Copy Firebird Client Library to <System> Directory? option.

Select the Generate Client Library as GDS32.DLL for Legacy app. Support? option.
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11. Click the Next button.

12. Click the Install button.

13. Review the Information dialog and then click the Next button.
14. Click the Finish button.

ImproNet Installation Procedure

To install the ImproNet Software Suite on a single Host PC proceed as follows:

1. Insert the ImproNet Installation CD into the CD-ROM drive.
2. Select the Install ImproNet Suite option.

If the CD does not start up automatically, browse the CD in Windows® Explorer and double-click
Setup.exe.

3. Select English as the language option.
4. Click the OK button.

If no Database Server is present, one is installed. Follow the onscreen instructions for this.

5. At the Introduction screen, click Next.

6. Atthe Licence Agreement screen, select the | Accept the Terms of the Licence
Agreement radio button.

7. Click the Next button.

8. At the Choose Install Folder screen, click Next.

““m ImproNet Suite

Install Set |Ful

Access

Engine

QuickTag

Visitors

Alarms

Transaction Viewer
Graphics Runtime
Graphics Designer

L Pre-lnzallation Summary

Description

| | The Access module is used to configure a site. Itis an all purpose
| | module that provides the most powerful functionality for managing
and maintaining a site.

Figure 25 — Install Set Menu

9. At the Choose Install Set screen, from the Install Set drop-down list, make your preferred
installation type selection.
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An Install Set is a collection of pre-selected applications suitable for specific scenarios.
G Customize an Install Set option by selecting or de-selecting applications from the list.

10. Click the Next button.
11. Click the Install button.
12. At the Install Complete dialog, click the Done button.

Installing the Access or Engine Modules Only

This Section describes the installation procedure for the Access and Engine Modules and the

Database Server only.

To Install the Access Module only, proceed as follows:

1. Insert the ImproNet Installation CD into the CD-ROM drive. If the CD does not start up

automatically, browse the CD in Windows® Explorer and double-click Setup.
2. The Install Anywhere screen displays and files are extracted.
Select English as the language option.
4. Click OK.

w

If a Database Server is present, it is detected. If no Database Server is present, one is installed.

Follow the onscreen instructions for this.

Click Next. The License Agreement screen displays.

Select the | Accept the Terms of the Licence Agreement option.
Click Next. The Choose Install Folder screen displays.

Click Next.

Select the Custom option from the Install Set menu.

10. Select the Access checkbox from the list.

11. Clear all other checkboxes.

12. Click Next.

©©~N oo

To Install the Engine Module only, proceed as follows:

1. Insert the ImproNet Installation CD into the CD-ROM drive. If the CD does not start up
automatically, browse to the CD in Windows® Explorer and double-click Setup.exe.

2. The Install Anywhere screen displays and files are extracted.
Select English as the language option.
4. Click OK.

w

If a Database Server is present, it is detected. If no Database Server is present, one is installed.

Follow the onscreen instructions for this.
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5. Click Next. The License Agreement screen displays.

6. Selectthe | Accept the Terms of the Licence Agreement option.
7. Click Next. The Choose Install Folder screen displays.

8. Click Next.

9. Select the Custom option from the Install Set menu.

10. Select the Engine checkbox from the list.

11. Clear all other checkboxes.

12. Click Next.

13. Click Install.

During the Engine Module installation, a blank Database is created in C:\ImproNet\Database.

The Installation Wizard prompts you to install Firebird database if there is no Database Server on the
PC. If the Database Server is installed on another PC, cancel the Database install set-up.

Next, proceed as follows:

1. Connect the ImproX hardware via the Host Interface to the RS232 Serial Port on the
Engine PC.

2. If the Database is not installed to C:\ImproNet\Database on the Engine PC, set the
Database Connection URL to the location of the Database. For further information on
Engine Properties configuration, refer to the Properties Files section on page 23.

The default database uses UNICODE-FSS encoding. 1SO 8859 1 (Western Europe) and
WIN1250 (Eastern Europe) are provided for archiving support and for installations that need
ImproNet Pump.

ImproNet uses a USB Registration Reader Interface to read Tags. Some Interface versions also
provide an RS485 communication link to the Controllers.

The ImproNet Installation CD includes a USB driver for the USB Registration Reader Interface.
You can find the USB driver in the following locations:

e USB_Device Driver directory on the CD
e The ImproNet folder on the Host PC

To install the driver, proceed as follows:

If there are old USB Drivers on the PC, delete them before installing the provided driver.

1. Plug the USB Registration Interface into a USB port on the PC. The Found New
Hardware Wizard displays.

42
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2. Follow the onscreen instructions. In some cases, two drivers install; one for the USB
Registration Reader and one for the COM port to USB Bridge. Therefore, the Wizard
pops up twice.

In Windows® XP, proceed as follows:

Loy

The second time the wizard pops up, select Install From a List or Specified Location.
Click Next.
3. Select Search for Best Driver in these Locations and select Include this Location.

n

The Location specified should be the USB_Device_Driver folder.

4. Click Next. Ignore any warning dialog screen, if displayed.
5. Click Finish.

On some PC'’s, the New Hardware Found wizard is displayed every time a USB Registration Reader
Interface with a new USB Serial Number (Fixed Address) is plugged in. If this happens, choose the
option to automatically install the unit. The New Hardware Found wizard will not display again.

Upgrading an Existing Installation

1. Backup the existing ImproNet Database to folder for safekeeping.

2. Copy all the Properties files and Localization.xml file, if ImproNet is running on a LAN or
WAN, to the safekeeping folder.

3. Make a backup copy of the Security.fdb file outside of the ImproNet folder. In a default
installation you will find the Security.fdb file at C:\Program Files\Firebird\Firebird
1.5\security.fdb.

4. Uninstall the existing ImproNet Modules.

5. Install the NEW ImproNet Modules.

6. Ensure that the Database Server is Firebird 1.5 or higher (but less than 2.0). If not,
uninstall the existing version and replace it with the newer version.

7. Move the backup Security.fdb file to the NEW Firebird installation folder.

8. Upgrade the ImproNet Database if necessary.

9. Perform a Pump on the ImproNet Database.

10. Upgrade the Controller and Terminal Firmware if necessary.

Ensure that you configure your ImproX EC and ImproX EC" Controllers correctly before proceeding
further with your ImproNet installation. Refer to Part 8 — Utilities for configuration information.
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Pre-configuration Procedure

RS485 Comms Infrastructure

When all ImproNet Software components are installed, you need to perform the Pre-
configuration Procedure. This procedure determines if the hardware communication
infrastructure is functioning correctly.

It is critical that there are no communication problems prior to Software configuration. Otherwise, the
System will not function.

The ImproNet hardware operates on a two-tier communications architecture that comprises:
e Host Communications—Connects to ImproX Controllers and the Host Interface, or ImproX

RH.
e Terminal Communications—Connects to ImproX Terminals.

When the ImproX hardware is physically connected and powered, perform the following steps to
determine if the hardware is communicating correctly:

Ensure that the Engine has a working connection to the ImproNet Database. Configure this connection
in the Engine.properties file. For more information, refer to page 23 for a single PC, page 24 for a
LAN, or page 28 for a WAN.
Auto-ID
You can perform an Auto-ID process at any time. During an Auto-1D, the Engine polls attached

Controllers and Terminals, identifying their type, and their Logical Address.

Hardware detected for the first time receives a Logical Address.
Ensure the Engine is stopped before executing the Auto-ID.

To open ImproNet Engine and run Auto-1D, proceed as follows:

1. InWindows®, click Start>Programs>ImproNet>Engine.
2. Click the | &*= | putton. The Auto-ID process starts.

When a Logical Address has been allocated, it is never changed. This ensures continuity in the

See Part 1 — Hardware, Installation Information (Fixed Addresses) for extra information on Fixed

. ImproNet Database.

Address arrangement when using the ImproX iTT (Antenna Ports 1 and 2).
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Ping the Hardware
After the Auto-ID is performed, use the ImproNet Firmware Upgrade Utility to ping the
hardware.

To open the Firmware Upgrade utility, proceed as follows:

e In Windows®, click Start>Program Files>ImproNet>Utils>Firmware Upgrade.

p \
ZA Firmware Upgrade E=n(EcE >3

File Config Help

[ Protocol f Firmware Upgrade h System Tools ] Misc J

~Comms Test
FF ‘

No. Of Cycles |1g ‘
Unit CLA o1 ot ‘

Figure 26 — Firmware Upgrade Utility

LAN Comms Infrastructure

Periodic hardware maintenance ensures that units run efficiently and that problems requiring
attention are noted.

Impro Technologies does not support on-site repairs. Should an ImproX unit fail, return it to your local
Impro Distributor. They will repair or replace the unit.

Cleaning Unit Housings
Wipe unit housings with a damp, lint-free cloth. Do not use detergents or solvents.
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Cleaning Inside Unit

E Do not use water, detergents, or other chemicals inside an ImproX unit.

Use a high-pressure air hose to clean inside ImproX units.

Ethernet Configuration Utility
Use the Ethernet Configuration Utility to find ImproX EC Controllers on the network and

assign Controller IP Addresses. To open the Ethernet Configuration Utility, proceed as follows:

In Windows®, click Start>Programs>ImproNet>Utils>Ethernet Configuration Utility.

—

& ETHERNET DEVICE CONFIGURATION UTILITY o |[@ )=

File Action Device Help
ImproX Ethernet Devices Found:

IP Address MAC Address Local Port Number Port Password

m|»

Figure 27 — Ethernet Configuration Utility

Discovery Utility
Use the Discovery Utility to find ImproX ECII Controllers and IP Terminals on the network and

assign IP Addresses. To open the Discovery Utility, proceed as follows:

In Windows®, click Start>Programs>ImproNet>Utils>Ethernet Discovery Utility.

p
s Discovery Utility (o[ |
File View Action Configuration Help
Devices detected on this subnet
MAC Address Device Name IP Address Static  Product Version LA

Figure 28 — Ethernet Discovery Utility

Firmware Upgrade Utility

The following functions in the Firmware Upgrade Utility can be used for maintenance and

fault-detection of ImproX hardware:

e Ping Test—indicates the installed ImproX hardware that is communicating on the
communications busses. The Ping Test detects the communications interface, Controllers
and Terminals. Refer to the Firmware Upgrade information in Part 8 of this manual for

operational details.

46 August 2010





Part 2 — Software

Comms Test—run to determine the quality of communications on the Controller (Host)
communications bus (Port 2), and Terminal communications bus (Port 1). To prevent
potential communications errors, tested units should return a pass of 100 percent. A pass
rate less than 100 percent indicates potential problems with the hardware or
communications media.

The Ping Test requests ImproX Controllers and Terminals to transmit their Fixed Address,
Product ID and Logical Address.

To execute a Ping test, proceed as follows:

n

Open the Firmware Upgrade Utility.

If not already selected, select the Protocol tab.

If an ImproX HI or ImproX RH communications interface device is used, select the RS232
option and enter the relevant Comms Port Number.

4 Firmware Upgrade

File Config Help

|_Protocol |" Firmware Upgrade [ System Tools | Misc

RS232/UsB
TCP[IP
@ UDP
UDP Multi Controller

Host IP 192.1.2.208
Host Port 10002
Local Port 10002
BaudRate 335400

Figure 29 — Protocol Settings Dialog
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4. Click the Ping button.
5. Ensure that all Terminals and Controllers are identified.

We recommend that a list of each Terminal and its physical location be updated during the hardware
installation process. This ensures an efficient software configuration process.

6. Open the ImproNet Firmware Upgrade Utility and run a Comms Test. Ensure a pass rate

of 100% is achieved.

Ensure that the communication infrastructure is working correctly before configuring ImproNet.
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Configuration Overview

ImproNet Access is the software application used to configure an ImproNet Access Control
System.

D Run the Auto-ID process in ImproNet Engine to find what hardware is installed and to assign
addresses to the hardware.

D Ensure that the Unit Location Chart is correctly filled in when installing the Controllers.

Using ImproNet Access

The following panels comprise the ImproNet Access interface:

e Menu Bar
¢ Navigator Pane
e Main Pane

4 Access [ole ==
= File @ Localize B2 Reports B2 Web Clients & Configuration ? Help
= @ System :
& Sites |
& Site Daylight Savings Time
B T
Site Number |01 Offset (seconds) o @
Access Time Patterns o ) - -
% Aress Site Name |Excel Technologies (Pty) Ltd (01000000) ‘ Start Date and Time |0000-00-00 @ pToo |

B rachoder access Groups |  sge Seed (Comms) [0 End Date and Time _|0000-00-00 | & [oo]foo]

| Tagholders
= g ’
Holidays Socket Server Port Numbers: Connection Type: Site Tag Mask

) Device Time Patt . Geees|  [Lanjwan L
evice Time Patterns Transaction Port |26663 | 1 J 4 This mask will only be applied during uploading. It is used for

Time Triggered Actions compatibility with older firmware versions. To affect enroliment the

| g >
<] . 126661 o Tag Masks per tag type should be configured from File >Preferences.
] actions Alarm Port 220 (7] Socket Authentication 8 ¢ ?

f— S
§ Inputs Messaging Port [26665 | ) ] Site Tag Mask |[FFFFFFFFFFFFF D
= ¢ — ["] Enforce Zone Routing
I_. QOutputs W
Host Validation Port | | .
IE Common Zones [v] Shared Site Validated Site (Facility) Codes
= Pecer 1=
B28| pessages Door StatusPort (26667 | 7] UpP Comms Valid Site Codes [ _Configure |
E g IP Mapping

Excel Technologies (Pty) Ltd (01000000) 010000 00 00 00

Figure 1 — ImproNet Access Interface

The Menu contains drop-down lists that let you navigate to different screens in ImproNet Access
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The Navigator provides an expanding hierarchical tree menu. It lets you view and navigate to
different items. The Navigation Tree consists of nodes that display components by connection.

Items selected in the Navigation Tree display their details in the Main Pane.

Common Interface Controls

The following types of controls let you interact with the ImproNet Access interface:

Open another screen, window or dialog when clicked on. They are usually different colours.
Examples include the following:

ERNEE@E R

Icons are similar in function to buttons except that Icons are located in the Navigation Tree.
Examples include the following:

IBE QS

Use Radio Buttons to select an option. Only one radio button in a group can be selected. Click
to enable or disable.

Controller Enabled No @ Yes

Use Checkboxes to select multiple options. Any number of checkboxes in a group can be
selected. Click to enable or disable.

V| Monday
[V] Tuesday
J/| Wednesday

V| Thursday
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Textboxes let you enter text such as an item name. Click the checkbox and type some text.

Controller Name ~ [00533FD4 ]

Same function as a textbox, except a text area displays multiple lines of text.

Notes:

Use Drop-down Lists to select an option from a list. Click the button with the arrow to display
the list. Then, click a list item to make your selection.

|Sim Tag (Sbytes) || Sim Tag (Sbytes)  +

ISO Animal
WriTag 2048 ‘
WriTag 128

ASCII, Barcode, Magstripe

Sagem Biometric

Personal Access Code

HID Tag -

m

Records are rows of information displayed in a grid format. Arecord is a collection of fields that
correspond to column names. In the following example, record number 1 is selected. It has the
following fields: No, Title, First Name, Last Name, Department and Employee No. Click a
record to select it.

No | Title First Name Last Name Department Employee No
1 - Dela Depa
2 2|Mr  |Andrew Young Manufacturing 2
3 3 |Miss ‘Sarah ‘Dumsfie!d ‘Manufacturing |3 |

This Manual displays screenshots of various screens in ImproNet Access. Some of the details
displayed in a screenshot may not be available in your copy of ImproNet Access. This is because
some details are dependent on the hardware installed.
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System Configuration Parameters

Table 1 displays important configuration parameters for the ImproNet System. Some

parameters have additional requirements—these are indicated by notes.

If a Site uses a combination of Controllers, it is limited by the lowest Controller’s parameters. Only the

number of transaction types that each Controller can buffer is independent.

For Systems with preinstalled ImproX EC’s or IC’s, on addition of the EC" ensure the Systems configured

for NO cross-controller communications (including Interleading Zone Routing).

Item ImproX IC Controller ImproX EC Controller ImproX EC!" Controller
(see Note 6) IXP300 IXP400 (see Note 5) IXP400i (see Note 5)
Total Number of Tags Up to 8 000 Up to 160 000 Up to 300 000

Total Buffered Transactions

9 000 (see Note 1)

Up to 500 000 (see Note 2)

Up to 1 000 000 (see Note 2)

Sites per System 255 255 255
Hosts per Site 1 1 1
Controllers per Site 16 64 64

Terminal Fixed Addresses per Controller

48 (see Note 3)

64 (see Note 3)

64 (see Note 3)

Terminal Fixed Addresses per Location 3 (see Note 3) 3 (see Note 3) 3 (see Note 3)
Locations per Zone 16 64 64

Zones per Controller 16 64 64

Actions Supported 10 000 10 000 50 000
Locations per Controller 16 64 (see Note 4) 64 (see Note 4)
Tags per Person 4 4 8

Tagholder Access Groups 256 1024 10 000

Operating Voltage

10VvDC-30VDC

10VvVDC-30VDC

10VvVDC-30VDC

Controller Communications Baud Rate 38 400 38 400 38 400
Terminal Communications Baud Rate 38 400 38 400 38 400

Digital Inputs (not used for Access Control) 4 None None

Onboard Relays 2 None None

Elevator Control 6 (see Note 7) 6 (see Note 7) 15 (see Note 8)

Table 1 — System Configuration Parameters

SysConfigParameters.jpg

Note 1—Up to 9 000 buffered transactions in the Controller Transaction Buffer at one time.
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Note 2—This amount is relative to the number of Tags in the ImproNet Database, and the number of
memory modules in the Controller.

Note 3—A Terminal with two Fixed Addresses, such as the ImproX iTT, is treated as two separate
Terminals. In the same way, a Terminal with 3 Fixed Addresses (that is the ImproX MfT), is treated as
three Terminals by the Software.

Note 4—In Anti-passback (APB) Mode, two Terminals per Location are required. Therefore, if all
locations are in Anti-passback (APB) Mode, the limit is 64 Locations per ImproX EC—assuming all
Terminals have a single Fixed Address.

Note 5—The ImproX EC'" Controller generally has the same features as the ImproX EC Controller.
However, the ImproX EC'" does support more advanced functionality not supported in the EC.

Note 6—All figures provided are the maximum. In some cases interdependence between parameters;
that is the maximum number of Zones per Controller depends on how many Terminals are used per
Location.

Note 7—When using IXP300 or IXP400, we recommend a maximum of 6 Lifts (Elevators). This
enables one Access Group per Tag for normal access control requirements. A maximum of 80 floors
per Lift (Elevator) is supported.

Note 8—When using IXP400i, we recommend a maximum of 15 Lifts (Elevators). A maximum of 80
floors per Lift (Elevator) is supported.

Fixed Addresses

Most Terminals (ImproXiTT, ImproX iTRT, ImproX MfT and the ImproX TA (with a Remote
connected)) have two Fixed Addresses.

Fixed Addresses limit how many physical units a device such as a Controller can connect to.

August 2010
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Engine Functions

Engine Menu Functions

ImproNet Engine has the following user-controlled functions:

e Engine Start
e Engine Stop
e Full Upload
e Auto-ID

e Advanced

-\

-
& Engine o &=
[ rile @ Localize ™ Tools & Configuration @ Help
@ Start ‘ ostop L @ Full Upload ‘ a Auto ID { Advanced
Uploading Location Data E
Uploading Zone Data
Uploading Access Time Pattern Data =
Uploading Device Time Pattern Data |
Uploading Output Device Data
Uploading Time Triggered Action Data
Uploading Long Message Data
Uploading Holiday Data
Uploading Tagholder Access Group Data
Uploading Tag Data i
>4
Offline Controllers | Controller History | Offline Terminals | Terminal History
| | |
| Queue: 0

Figure 2 — ImproNet Engine Started

D Run this only after you have performed an Auto-ID (setting up and configuring the Site using Access)
and a Full Upload.

Engine Start starts the Engine. Transactions are downloaded from the Controllers and logged
to the Database. In addition, changes are uploaded to the Controllers.

Stops all Engine processes and procedures.
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D During a Full Upload, the selected Site is on-line until the Upload process stops.

Uploads all data in the ImproNet Database to the Controllers. The Engine polls each Controller
three times to verify its presence before starting the upload. The engine stops when the upload
is complete.

T

£ & &

running Auto-ID.

Stop the Engine before executing Auto-ID.

If your Site consists of EC" Controllers (IXP400i), ensure that you run the Discovery Utility before

If your Site consists of EC Controllers (IXP400) connected via UDP comms, ensure that you run the
Ethernet Configuration Utility before running Auto-ID.

Auto-ID is a process that polls Controllers to identify their type and their Logical Address.
Similarly, other units such as Terminals are also polled and identified. Newly connected units
are assigned Logical Addresses.

E Perform a Full Upload when the Terminals and Controllers are initially configured, and each time that
major hardware changes are made to a Site.

a Engine

@ Start | o Stop

Detecting Terminals on Controller 03 .....

[ File @ Localize Y Tools & Configuration 9 Help

(&) Funupioad || ¢ Auto D

Fixed Address : 00519942 Product ID : 29

Fixed Address : 00519943 Product ID : 2A !

Fixed Address : 0053067E Product ID : 54 =

Fixed Address : 0053067F Product ID : 52

Fixed Address : 00530DC1 ProductID: 7A

Fixed Address : 00530DC2 ProductID: 79

Terminal Count on Controller 03is[ 6] 1)
a4

Offline Controllers I Controller History | Offline Terminals Terminal History

Queue: 0

Figure 3 — Auto-ID Complete

August 2010
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ImproNet (V7.40 and later) now uses a Comms Queue for uploading data to Controllers. The
Queue allows preparation of a list of messages for each Controller that upload as each
Controller becomes available. If a Controller is down, this does not affect uploading to the on-
line Controllers. The Queue acts independently for each device so when an off-line Controller
comes back on-line, the Controller soon synchronises with all the other Controllers already
updated.

Before V7.40, a change uploaded repeatedly until all Controllers received the message. This
caused problems on sites where it was difficult to keep all Controllers permanently on-line. A
communications error on a single Controller affects all the other Controllers.

The Engine displays a count of pending messages in the lower right-hand corner. If this count
is 0, then all uploads have been posted to all Controllers. If there are pending messages, they
process as Controllers become available. You may view a Queue List showing the number of
messages outstanding for each Controller, in Engine select Tools>Queue Status. If the
Engine’s running and the list is not decreasing, then the Engine is unable to communicate.

If for some reason, the messages are no longer needed to be sent to a particular Controller
(perhaps before performing a full upload); you may clear the Queue for that Controller by
selecting the row and selecting Clear.

The Advanced function provides a Command Prompt that lets you manually enter and execute
specific commands. The Command prompt is illustrated in Figure 4, and is recommended for
advanced users only. Some common commands include the following:

e Start AutolD—starts the Auto ID process.

e Start Download 01—downloads data from Controller 1 to the ImproNet Database.

e Start Upload 01 03 05—uploads data from the ImproNet Database to Controller 1,
Controller 3, and Controller 5.

e AlarmServer—starts the Alarms Server Software so that the Alarm Status of the System is
displayed.

e Estart—places the Site in Emergency Mode.

e Estop—reverts the Site from Emergency Mode to Normal Mode.

e APB Reset—resets the APB status of all Tags.

Command Prompt (=)

Type in a command you wish to execute.

The following commands are available : -

START [AUTOID] [UPLOAD] [FULLUPLOAD] [DOWNLOAD] [ALARMSERVER] [TIMESYNCH] - Starts the Engine
AUTOID - Auto ID's the bus

ALARMSERVER - Starts the Alarm Server

ESTART - Starts Emergency door open

ESTOP - Ends Emergency by locking doors

RESET-APB - Resets APB to neutral

Pa
(1)
—

Figure 4 — Advanced Screen Command Prompt
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This feature allows broadcast of real-time transaction data as a UDP comma separated packet
to an IP Address and Port Number named by you, the user. The purpose of this is to allow third
parties to pick up transactions and use the transactions as they wish (for example for Time
Attendance or Alarms). During broadcast (to either the Host PC or another named PC), the
transactions still go into the Database as usual.

Enable this feature as follows:
Engine.properties File
1. From C:\ImproNet, open the Engine.properties file.

2. Setthe engine.broadcast.udp.ip=<IP Address>:<Port> setting.

In place of the <IP Address> placeholder fill in the IP Address of the Host PC or other named PC

G picking up the transactions.

In place of the <Port> placeholder fill in the Port number of the Host PC or other named PC picking up
the transactions. Switch the UDP Broadcast feature off by setting the Port number to O.

3. From the File drop-down menu select Save.
4. From the File drop-down menu select Exit.

Start Engine

1. InWindows®, click Start>Programs>ImproNet>Engine.

2. Click on the | @ | putton.

The format of the broadcast transactions is a list of comma separated values, in this order:
Site Number,yyyy-mm-dd,hh:mm:ss,Transaction Sequence Number, Transaction Event
Number, Terminal Super Logical Address, Terminal Name,Tag Code,Tag Type,Tagholder

Name,Employee Number followed by a carriage return and new line.

G Where no value exists, integer values appear as 0 and string values appear as a space.

Engine Properties

To open ImproNet Engine, Engine Properties, proceed as follows:

1. InWindows®, click Start>Programs>ImproNet>Engine.
2. From the Menu Bar, select Configuration>Engine Properties.
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& Engine Properties

Database Type
Database Driver

Database URL

Encoding Key
Database Encoding
Logging Mode

[_] Auto Start on Startup
[Z’ WebServer on Start

[] suspend Unused Tags

[] Full Upload on First Pass
[_] Delete expired tags
SYSDBA Password

Web Server User
Web Server Password

Site (SLA)

B

[Interbase }

\org.ﬁrebirdsql Jjdbe FBDriver ‘

[acalhost: C:AmproNet/Database IMPRONET .FDBM;]

E.g. jdbc:interbase: JACCESS_CNTRL/C:/...

[unicooe .. [ v |

HNO Loaaina

[~]
AutoStartDetay (ms) [ ]
Inactivity Timeout (ms) \2266000 |

Inactivity Period (days) (60 i

[v] Redirect To File

[v/] Validation on Start  [_] UDP comms

01000000 |€.9. 01000000)

Figure

The Engine Properties dialog lets you view and change the following settings:

5 - Engine Properties

Settings described in this section are stored in the Engine.properties file.

Database Type—the name of the ImproNet Database type. The default is Interbase—the

name of the company that produced Firebird.

Database Driver—specifies the driver file for the ImproNet Database.
Database URL—specifies the location of the ImproNet Database. You can select mapped

network drives from the Browse dialog, click the | button to browse.

driver. In the Engine.properties
Table 2.

Encoding format Ic_ctype

Encoding Key—refers to the type of database driver used. Jaybird is the default database

file, the encoding key is Ic_ctype.

Database Encoding—specifies the applicable database-encoding format as displayed in

Encoding format charSet

1ISO8859_1 8859 1
WIN1250 Cp1250
UNICODE_FSS UTF_8

Table 2

— Database Encoding Format
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Logging Mode—used for diagnostic purposes when there are communication problems
between the Engine and Controllers.

Auto Start on Start-up—enables the Engine to Start when it is opened. By default, you
have to manually Start the Engine.

Auto Start Delay—specifies the amount of time to delay starting the Engine after it is
opened. For example, a setting of 5 000 ms delays the Engine starting by five seconds
after it is opened.

Web Server on start—sets the Web Server to start when the Engine is started.
Inactivity Timeout—sets the time-out delay for a connected Web Server session.
Suspend Unused Tags—suspends Tags not used for a period of time.

Inactivity Period (Days)—specified number of days (where the Tag is not used) before the
Tag is suspended.

Full Upload on First Pass—sets the Engine to perform a full upload on start-up.
Redirect to File—specifies that Error Messages are written to a Log file.

Delete Expired Tags—deletes expired Tags from the Database.

Validation on start—validate the ImproNet Database on start-up.

UDP Comms—enables the Engine to communicate on UDP Unicast (Ethernet enabled
Controllers only).

Web Server User and Web Server Password—enforces logon (entry of a User Name and
Password) when viewing Reports from a client PC.

Site SLA—the Site’s Logical Address.

Advanced Properties

The Advanced Properties window in ImproNet Engine enables you to fine-tune the timing
between ImproNet Engine, the ImproNet Database, and System Hardware.

To

1.
2.

We recommend that you do not change the Engine settings for a standard configuration. You should
only edit Engine settings to improve the efficiency of ImproNet across a WAN.

open ImproNet Engine Advanced Properties, proceed as follows:

In Windows®, click Start>Programs>ImproNet>Engine.
From the Menu Bar, select Configuration>Advanced Properties.

August 2010
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Advanced Properties
Controller Timeout 3000 (ms)
Controller slow poll drop time 180000 |(ms)
Challenge Timeout 350 (ms)
AutolD Time 1000 (ms)

AutolD all antennas ||

Host Interface Fast Poling [v/]

Terminal Bus Fast Poling [v]

Append Carriage Return to Fast Poling [v]

Transmit Intercontroller Broadcasts Twice [ ]

Relax APB to Level 1 when Controllers go offline [_|
Relax APB to Level 2 when Controllers go offline [_]

Terminal Bus Additional Timeout 0 _|(ms)
Controller Bus Additional Timeout 0 (ms)

Uploader Database Connection Reset Time 86400000 | (ms)

Uploader Cycle Delay (10000 |(ms) Uploader Inter Table Delay (ms)
Uploader Daily Start Time|0000 Uploader Daily End Time

(HHmm) (HHmm)

Poller Inter Poll Delay [200  |(ms)
Poller Daily Start Time |0000 Poller Daily End Time |2400 \

(HHmm) (HHmm)

B2 23] [hes

Figure 6 — Advanced Properties

The Advanced Properties dialog lets you view and change the following settings:

Time is measured in ms (milliseconds), unless stated otherwise. 1 000 ms = 1 second.

e Controller Timeout—the length of time that the Engine will wait for a reply from a
Controller. The default time is 3 000. Increase to 5 000 if Ethernet converters or radio
modems are used. Increase the value if Controller Dropped error messages display.

e Controller Slow Poll Drop Time—the amount of time that a Controller is dropped from the
poll sequence, if it times out. The default is 180 000 (3 minutes). After the drop time has
passed, polling continues normally.

e Challenge Timeout—amount of time allowed for detecting a Host Interface. If a Host
Interface is not detected within the Challenge Timeout time, the Not Authorised to Run
error message is displayed. The Default is 350. If a valid Host Interface is connected and
all connections are correct, you can extend the time to 800.

e AutolD Time—amount of time a Controller allows to Auto-ID its Terminals. The defaultis 1
000. Increase AutolD Time to 2 000 if there are Auto-ID problems over Ethernet, radio
modem, or WAN.

e AutolD All Antennas—forces the ImproX iTT to report back Fixed Addresses for both
Reader 1 and 2, even if you've only connected Reader 1.
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e Host Interface Fast Polling—enables fast polling of the Controllers by the Host Interface,
and facilitates inter-Controller communication. If Ethernet converters or radio modems are
used, you can disable fast polling. The default is true.

e Terminal Bus Fast Polling—enables fast polling. Default value = true.

e Append Carriage Return to Fast Polling—enables more efficient fast polling, when you
use a transmission device that terminates messages on a carriage return. Enable this
setting when you use serial to ethernet devices, radio modems and so on. Default value =
True.

e Transmit Inter-controller Broadcast Twice—broadcasts all Inter-controller
communications twice. Only enable this setting when the communications channel is less
reliable, dropping inter-controller messages. Note, however, that communications are less
efficient with this setting enabled.

e Relax APB to Level 1 when Controllers go Offline—if a Controller goes off-line, the
remaining Controllers remain on-line. Only the off-line Controller disables Anti-passback
(APB) for all Tags.

e Relax APB to Level 2 when Controllers go Offline—if a Controller goes off-line, the Host
Interface informs the remaining Controllers relaxing Anti-passback (APB) until ALL the
Controllers come back on-line. The original off-line Controller disables Anti-passback (APB)
for all Tags.

e Controller Bus Additional Timeout—increases the timeout duration for the Controllers
and Host Interface fast polling. The default is 0. We recommend that you use the default
value.

e Terminal Bus Additional Timeout—increases the timeout duration for Fast Polling
Terminals. Default value is 0. We recommend that you use the default value.

e Uploader Cycle Delay—sets the delay between upload cycles to the Controllers. Default is
10 000. If operating on a Wide Area Network (WAN), increase the Uploader Cycle Delay
to 60 000 (1 minute) to reduce network traffic.

e Uploader Inter Table Delay—time taken between processing Database tables in the
Uploader. Default value is 10. Increase to 1 000 to reduce bandwidth usage on a Wide
Area Network (WAN).

e Uploader Daily Start Time—sets the start time for the upload cycle. The default is 0000.
Change this value to specify starting an upload during specific periods. For example,
running an upload after-hours does not reduce network usage during office hours.

e Uploader Daily End Time—sets the end time for the upload cycle. The default is 2400
(midnight). If uploading is limited to after-hours, set the Uploader Daily End Time to 0600
— this ensures that upload cycles are stopped before the work day begins.

e Poller Inter Poll Delay—sets the time between successive polls. The default is 200.
Increase to 2 000 to reduce network traffic over Ethernet converters on a WAN.

e Poller Daily Start Time—specifies when the Engine starts polling Controllers. The default
is 0000.

e Poller Daily End Time—specifies when the Engine stops polling Controllers. The default is
2400.

e Uploader Database Connection Reset—lIlimits amount of PC memory used by the
Software. This value is reset periodically. We recommend that you do not change it. The
default is 86400000 (once a day).
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Import ECII

The Import ECIl window in ImproNet Engine enables you to import Fixed Addresses, Logical
Addresses, IP Addresses, Hardware and PC Ports of ImproX EC" Controllers into the ImproNet
System. Import ECII writes the values into the Database and creates the IP to Logical Address
mapping for the communications driver.

To open ImproNet Engine Import ECII, proceed as follows:

1. InWindows®, click Start>Programs>ImproNet>Engine.
2. From the Menu Bar, select Configuration>Import ECII.

Import ECII (=)
site 01000000 v \
Fle |

vI=

Figure 7 — Advanced Properties

The Import ECII option lets you view and change the following settings:

Displays the Site corresponding to the Engine. This drop-down list is only active through
Access.

Select the file you exported from the Ethernet Discovery Utility containing information on the
ImproX EC" Controller you want to import.

System Configuration Procedure

Perform the Configuration Procedure in the following order:

1. Sites

— HostPC

— Hardware auto-detection
2. Controller

— ldentify

— Name

— Configure
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10.
11.

— Assign Terminals to Zones and Locations
— Configure Zones and Locations
Terminals

— ldentify

— Name

— Configure

— Readers

— Inputs

— Outputs

— Parameters
Events and Actions
Access Time Patterns
Areas

Access Groups

— Time Patterns

— Areas

Tagholders

— Tags

— Assign Tags

Time Triggered Actions
— Actions

— Inputs

— Outputs

Common Zones
Messages

Part 3 — General Configuration
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Sites

To set up a Site, you need to configure the Host PC, Controllers, Terminals and Zones and
Locations.

To open ImproNet Access, proceed as follows:

n

o

In Windows®, click Start>Programs>ImproNet>Access.

Enter your Username (SYSDBA) and Password (masterkey).

In the Navigator Pane, click the ¥ icon to create a new Site. A New Site node is added to
the tree.

Click the 4 icon. The new Site’s details display in the Main Pane.

The Host node expands displaying the Host PC icon. Click the Elicon.

In the Main Pane, enter the Host PC details.

You can delete Sites, Controllers, Terminals, Zones, and Locations only, from the Navigator tree. Other
node types cannot be deleted. When deleting a unit, you must first delete its child components. That is,
to delete a Controller, you must first delete its Terminals, Zones, and Locations. Note, however, when
deleting a Site the Access Module prompts you for confirmation on whether it must also delete the Sites
child components. Delete a unit by simply selecting the unit and pressing Delete on your keyboard.

ImproNet Access includes user-configurable data that is shared by other Modules; Deleting this
data can result in other Modules functioning incorrectly. The following data is shared: Device
Time Patterns (determine when a device is physically operational. A Device Time Pattern (DTP)
determines when an electrical function or mechanical state on a hardware device is active. Device
Time Patterns must be active for the same duration as all Access Time Pattern, and Tagholder Time
Patterns that use a relevant device), Access Time Patterns (determine when Zones and Locations are
accessible. An Access Time Pattern (ATP) determines when a Tagholder has access to an Area. When
an Access Time Pattern and an Area are linked, they form an Access Description), Tagholder Access
Groups and Areas. Do not delete Tagholder Access Groups or Areas unless you are sure that
they are not required by other Site components.

If ImproNet Engine and ImproNet Access are on different Host PCs, you must change the
Engine.properties file.

Before you can use ImproNet Access to configure hardware, you must run the Auto-ID function
in the ImproNet Engine to detect the hardware. To open ImproNet Engine and run Auto-ID,
proceed as follows:

1.
2.

In Windows®, click Start>Programs>ImproNet>Engine.
Click the | &*== | button.

22
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When hardware units are detected, they are added to the ImproNet Database and become
available in the ImproNet Access tree. Controllers are assigned default names that contain their
logical addresses. Each Controller has a node displaying its unassigned Terminals.

Site Configuration

F=1foR )
Configuration ? Help
4
4
Site Daylight Savings Time
) — — =
Site Number ot | Offset (seconds) [0 | _@]
Site Name [Excel Technologies (Pty) Ltd (01000000) | Start Date and Time [0000-00-00 | &) [oolfoo]
Site Seed (Comms) | | End Date and Tme |0000-00-00 | &) [oo]foo]
Socket Server Port Numbers: Connection Type: Site Tag Mask
Transaction Port 26663 ‘@!VL'J

This mask will only be applied during uploading. It is used for
compatibility with older firmware versions. To affect enrollment the

[26661 | Tag Masks per tag type should be configured from File >Preferences.
gl Po 2220 (7] Socket Authentication < g <

Messaonaport 26665 | Site Tag Mask |FFFFFFFFFFFFF | EJ
9ng e Enforce Zone Routing o - )
Host Validation Port 26669 |
i i V| Shared Site Validated Site (Facility) Codes
-, |
Door Status Port 26667 | 7| UDP Comms valid Site Codes

Figure 8 — Main Pane Showing Site Configuration Details

1. Select a Site in the Navigator Pane.
2. On the Main Pane, in the Site group, complete the following fields:
— Site Number—automatically assigned Site number.
— Site Name—enter a name for the Site.
— Site Seed (Comms)—used to encrypt communications.
3. Inthe Daylight Savings Time group, configure the following settings:
— If applicable, click the k-2l button and enter a daylight savings Offset (seconds).
— Enter the Start Date and Time.
— Enter the End Date and Time.

E The Daylight Savings Time setting only works if the PC’s Operating System has the Daylight
Savings Offset feature enabled.

4. Leave the Socket Server Port Numbers group unchanged.

Leave the Connection Type group unchanged.

6. If you would like Tagholders to access Zones in a specific sequence, select the Enforce
Zone Routing checkbox. Refer to page 29 for more information.

7. Indicate whether your Site is a Shared Site.

o
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8. Select the UDP Comms checkbox if you want to map the IP Address to the Logical
Address. Once selected, refresh the Site and the IP Mapping table appears.

Activating the Site Tag Mask checkbox reduces the number of bits the Controller checks when

validating a Tag Code. You may configure the Controller to ignore certain bits.

9. Inthe Site Tag Mask group, configure the following settings:
a. Select the Site Tag Mask checkbox, thus activating the feature.

Click the = button.

~®oo00C

Click the 4 button.

At the Warning dialog, click the Yes button.

Complete the available fields as necessary.
Select whether to Remove Bits with Zero Mask from Tag Code.

For Validated Site (Facility) Code Group Options, you may set up to 64 Site Codes per Site.
For your convenience, Site Codes may be copied between sites using the Copy Selected
Codes (All Sites) and Copy Selected Codes (Selected Site) buttons. Configure a list of
accepted Site codes (affects HID® Tags only):

10. From the Validated Site (Facility) Codes group, click the Configure button.

7~
4b Site Code Configuration

=

&3

™

11. Click the button.

Figure 9 — Site Code Configuration

12. In the Site Code textbox, enter a suitable code.
13. Select either the Append to Existing Codes or Overwrite Existing Codes radio button.

14. Click the 4 button.
15. After updating the Main

Pane, click the E4l button.

24
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To add a new Site, proceed as follows:

1. Inthe Navigator Pane, click the 4 icon.
2. Inthe Main Pane, click the button. The new Site is added to the Navigator tree.

To delete a Site, proceed as follows:

In the Navigator Pane, click the 4 icon.

In the Main Pane, select the row containing the Site to delete.
Click the B button.

Enter the ImproNet Access password confirming the action.

A wnhpE

Set Up the Host PC

By default ImproNet Engine enters the Host PC’s IP address and Computer Name (network
name) on opening. View the Host information, by selecting the Host icon.

For Sites using UDP Comms, you must enter the Port Number of the Host PC. We suggest that
you use the number 10002.

About Hardware Configuration

Each hardware unit is allocated a unique Fixed Address when it is built. ImproNet Engine
allocates a Logical Address to the unit for communication purposes.

A Unit Location Chart is provided with every Controller. Ensure the following information is
recorded on the Unit Location Chart when a new hardware unit is received:

o Fixed Address—supplied on a label included with the unit.
e A unigue description of the unit's physical Location.
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Controller

Controller Configuration

bd

1. Inthe Navigator Pane, select a Controller by clicking the icon.
2. Change the default Controller Name to the name specified on the Unit Location Chart.

Where you have ImproX iTT or iTRT Ethernet Terminals connected to your ImproX ECII Controller
(Firmware V7.34 or above), set the Diagnostics Reporting Interval (minutes). That is how often the
Controller calculates the diagnostic statistics. The minimum value is 1 minute and the maximum 60
minutes (1 hour). This setting does not indicate how often the communications diagnostic transaction
goes through. Rather the Controller recalculates the diagnostic transactions and compares the latest
value to its last calculation. If there is a notable difference, the Controller sends a new transaction.
Refer to Part 4 — Reports for information on the Communications Diagnostic Report.

3. Click the Edit Controller Parameters button.

4. Inthe Enable Tag Types section, select the types of Tags to be used. If HID Tags are used,
enable them here.

5. Inthe Terminal Port Baud Rate section, leave the default setting of 38 400.

6. Click the button to accept.

Controller UDP Broadcast Configuration

The IXP400i Controller can broadcast transactions as they happen to a defined list of IP
Addresses. The Access Module lets you configure the IP Address that the Controller broadcasts
transactions to. Once this information uploads to the Controller, the Controller sends an ASCII
string for each transaction to the IP Addresses (maximum 4) as defined in Access. Thisis a
Controller specific setting. The format of the broadcast message is: TransType=<either Access
or Status>,DateTime=<Seconds since 1970>,EventCode=<Event Code>,TagType=<Tag
Type>,TagCode=<Tag Code>,ReasonCode=<Reason Code>,ControllerLA=<Controller
Logical Adress>, TerminalLA=<Terminal Logical Address>,Location=<Location>,Zone=<Zone>

If a field is not applicable it lists with a value of zero.

This feature gives users direct access to transactions as they happen on the Controller, users
are therefore not forced to rely on the Engine being on-line all the time.

1. Inthe Controller’s Main Pane, alongside Controller Broadcast, click the Configure button.
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s ~
& Controller Broadcast @
IP Address | Port
IP Address Port
IP Address Port
IP Address Port
&3

Figure 10 — Controller Broadcast Dialog

2. Inthe IP Address textbox, enter the IP Address for the device receiving the broadcasted
data.

3. Inthe Port textbox (located alongside the IP Address you entered previously), enter the Port
number of the device receiving the broadcasted data.

4. Repeat steps 0 and 3 if you wish to configure UDP Broadcasting for additional devices.

5. Click the button.

1. On the Controller’s Main Pane, indicate whether the Controller is installed on a LAN or WAN
by selecting the WAN checkbox.

Access does not allow editing of the IP Address and Port Numbers where the Controller resides on a
LAN. Where the WAN checkbox is selected, the IP Address and Port Number references refer to the
Router’s IP Address and Port Number. Change the Controller’s IP Address and Port Number using the
Discovery Utility. Refer to Part 8 — Utilities for more information.

2. If not already selected, enable the Controller by selecting the Controller Enabled
checkbox. -
3. Click the & putton.

Terminal Assignment

The first step in configuring a Controller is to assign its Terminals to Zones and Locations.
Terminals must be manually assigned to a Controller before they can be configured for Zones
and Locations. Unassigned Terminals are terminals that the Auto-ID process has identified, but
not assigned to a Location. To assign Terminals to a Controller, proceed as follows:

1. Inthe Navigator Pane, select a Controller, an Unassigned Terminals node is displayed.

Unasszigned Terminals
TTR:004CCETF

Figure 11 — Unassigned Terminals
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2. Double-click the icon to expand the Unassigned Terminals node.
3. Drag-and-drop unassigned Terminals onto a Controller. A new Zone containing a Location
is created. Terminals display in the Location.

Contraller: Q04CCACE
|J:_|‘II Lone: Lone 01
|J:_|_ I Location: Location 01
U=l 77H:004CCES0

Figure 12 — Zones and Locations

If you placed a Terminal in the wrong Location, drag-and-drop it to another Location.

e To add another Terminal to an existing Location, drag-and-drop an unassigned Terminal to
that Location.

e To create a new Location within an existing Zone, drag-and-drop an unassigned Terminal to
the existing Zone.

There is a limit of three Fixed Addresses per Location.
A Terminal can be assigned to one Controller only.

Name each Terminal and Location according to the Unit Location Chart.

</ m

Locations in the same physically bounded vicinity are grouped into Zones. The total number of
Zones per Controller is dependent on the number of Locations per Zone.

Configure Zones
To configure Zones, proceed as follows:

1. Inthe Navigator Pane, click a BB icon to select a zone. The zone’s settings display in the
Main Pane.
2. Enter a name for the Zone in the Zone Name textbox.
3. Setthe Anti-Passback (APB) mode.
— None—APB off.
— Relaxed—once a Tagholder has entered a Zone, they must exit the Zone using their
Tag before they can re-enter. However, Tagholders can use their Tags for multiple,
consecutive exits in this mode.
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— Strict—APB Zone rules are enforced for in and out directions. A Tagholder cannot
enter or exit a Zone consecutively.

4. Supervisor Group for this Zone—specifies the Supervisor group that must have entered a
Zone before a non-supervisor Tagholder is permitted access to that Zone. The default value
for this option is none (no value).

5. Fully Nested within Zone—select an option from this drop-down list if the Zone is
physically contained within another Zone. This option is useful for Zone Routing.

6. Part of Common Zone—select an option if the Zone is part of a Common Zone. Due to
Controller restrictions, you may only assigh one Zone as a Common Zone per Controller.

7. Relaxed Exit Conditions for this Zone—enables a Tagholder to exit a Zone even if the
Access Time Pattern for the Zone has expired. The default value is Yes.

8. Zone Broadcast—used where the Registration Interface communicates with the Controller
via RS485 and on large Sites, where Interleading Zone Routing works ineffectively. The
default is No.

9. Anti-Passback Lockout Entry or Exit Delay—enter a time in minutes to enforce APB.
Only available if Relaxed or Strict APB mode is selected. Refer to point 3 above for APB
details.

10. Limit Tags Inside the Zone to—enter the maximum number of Tags permitted in the Zone
at the same time. Only available if Strict APB mode is selected.

11. Alarm Zone—sets the Zone as an alarm arming Zone. Activating the checkbox, allows
arming and disarming of the Zone.

When you select the Alarm Zone checkbox, Access creates a number of extra default Actions required
by the Alarm Arming feature.

Configure Locations

A Location is a physical point of access. Examples include doors, turnstiles, vehicle gates, and
Time and Attendance points. A Location can have a maximum of three Terminals, but can also
host a non-scanner Terminal such as the 116 16 Channel Input Terminal.

To configure Locations, proceed as follows:

1. Inthe Navigator Pane, select a Location (). The Location’s settings display in the Main
Pane.

2. Enter a descriptive Location Name.

3. Ifthe Location is a Time and Attendance point, select the Time and Attendance option from
the Location Type drop-down list.

4. |If the Location accesses an Interleading Zone, select it from the Interleading Zone drop-
down list.

5. Click Enforce Interleading Zone Routing if required.

6. To specify Multiple Tag Access, select the 2 Tags option. This option is a security feature
that requires two Tagholders to access a Zone.

Zone Routing
Zone Routing ensures that a Tagholder accesses Zones in a specified sequence.

To set up Zone Routing, proceed as follows:

1. Inthe Navigator Pane, select a Site.
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2. Inthe Main Pane, select the Enforce Zone Routing option.

In the Navigator Pane, select a nested Zone.

4. Inthe Main Pane, select a Zone from the Fully Nested Within Zone drop-down list to
specify the selected outer Zone.

w

Nested Zone must be configured on the same Controller.
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Terminals

General Terminal Configuration

The Terminals screen enables you to configure a Terminal and set-up its Actions, Inputs, and
Outputs. To configure a Terminal, proceed as follows:

1. Inthe Navigator Pane, click a Terminal to select it. The Terminal tab displays.
2. Enter a descriptive Terminal Name.
3. Select whether the Reader is an Entry or Exit Reader.

This step determines the default Actions assigned to the Reader.

LJ

E Where you have an ImproX iTT or iTRT Terminal selected, the Terminal tab displays the Terminal’s IP
Address with a Ping button alongside. After clicking the Ping button the ImproNet Software confirms

the Hardware’s connected and working.

4. Click the button to save the settings.

4 Access [elelE
= File @ Localize 22 Reports 2 Web Clients & Configuration ? Help
=& System }: Terminal | Terminal Modes | Inputs | Outputs | Actions |

= Im Sites
e M Excel Technologies (Pty) Ltd (01000000)
& Hosts
&8 Host: Host pC
= E Controller: 6E00010A

Terminal Name 1Reception IN

Fixed Address

= . Logical Address |01010106
= Zone: Manufacturing

& Location: Manufacturing Terminal Type  |Twin Reader Keypad Terminal
Manufacturing IN
e lI Zone: Reception Position P Ey O B
= l Location: Reception - Front Door
¥ Reception OUT Enabled V]
3 Parameters |[ Edit Terminal Parameters ]l
Access Time Patterns
% Areas Input Configuration

Tagholder Access Groups

Common Zones
Messages
E g IP Mapping

Reception IN 010101 06 00 017

1 General Input 1 Not Used

-] Tagholders 2|General Input 2 Not Used
=
g vl On Vald T Onnvald T

alid Ta nval

Device Time Patterns g i
E) Time Triggered Actions LED: [LED - Allowed In LED: 35 |[LED - Denied In
Actions Buzzer: Buzzer - Allowed In @ Buzzer:
BE o Rely:

=
I Outputs Door Timer: Door Timer - Allowed In

Figure 13 — Terminal Tab
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. Terminal Parameters are different for each Terminal type. This section provides information on the
most common parameters only.

1. Click the Edit Terminal Parameters button.

Select a Buzzer Volume.

3. Enter the value for Same Tag Timeout in milliseconds—this is the minimum time that must
elapse before the same Tag can be re-read at the Terminal.

4. Select a Tag Validation option:

— Controller Validation—the Tag is authenticated by the Controller. This is the default
setting.

— Host Validation—the Tag is authenticated by the Host PC. With this option, the
Reader does not respond if the Host PC is off-line.

— Terminal Validation when Controller Offline—option enabled by default. This feature
is specific to the ImproX MfT, iTT and iTRT Terminals. The Tag is authenticated by the
Terminal when the Controller is off-line.

5. Enter Random Search values if required.
6. Click the 2| button to save the settings.

n

. The Host Validation option should only be enabled if third-party software is being used and requires
validation.

You can use Special Codes to manually activate specific Actions, such as opening a door or
sounding a siren.

Terminal is configured for Personal Access Code (PAC) Mode.

. Special Codes are only available on Terminals with a Keypad. However, they are not available if the
G Restrict Special Codes to specific Tagholders.

In the Edit Terminal Parameters dialog, under Keypad Transaction Reporting select
Activate Special Key Codes thus enabling this feature.

The Special Code format has a maximum of five digits in the following configurations:

e Three digits and a hash. For example, 123#.
e Four digits and a hash. For example, 1234#.
e Five digits up to the number 65535.

Duress Codes generate an Alarm action when entered on a Keypad Terminal. You can allocate
them to Tagholders who have a PIN-code. The Duress Code format is one digit higher or lower
than the Tagholder’s PIN-code. For example, if the PIN-code is 12345, the Duress Code is
12344 or 12346.
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Terminal Mode Configuration

f )
J

Device Time Patterns must be set-up before Terminal Modes can be configured.

Terminal Mode specifies the state of a Terminal during a selected Time Pattern. The following
Terminal Modes and access conditions are available:

e Tag Mode—the Terminal requires a valid Tag to be accessible. This is the default mode.

e Locked Mode—the Terminal is Locked and access is denied, even to valid Tags.

e Unlocked Mode—the Terminal is Unlocked.

e Tag + PIN—the Terminal requires a Valid Tag and a PIN-code to be accessible.

e Tag + Reason Code—the Terminal requires a Valid Tag and a Reason Code to be
accessible.

e Tag + PIN + Reason Code—the Terminal requires a Valid Tag and a PIN-code and a
Reason Code to be accessible.

e PAC—the Terminal requires a valid Personal Access Code (PAC) or Tag to be accessible.

To configure Terminal Modes, proceed as follows:

In the Main Pane, select the Terminal Mode tab.

Select the Default Terminal Mode from the drop-down list.

Click the button to create a new Terminal Mode.

Click the button alongside the Select Device Time Pattern field.

Select an existing Device Time Pattern record.

Click the 2] button.

Select a corresponding Terminal Mode from the Select Terminal Mode drop-down list.
Select the Report checkbox to enable reporting of all access actions.

Click the 2] button.

© N TN RE

A Access E@@

= File @ Localize B2 Reports B2 Web Clients & Configuration @ Help

= @ System : Terminal ~ Terminal Modes |Inputs | Outputs | Actions |

= I!ﬁ Sites Default Terminal Mode
= [!‘;x:] Excel Technologies (Pty) Ltd (01000000) [TagMode v] 7] Report
= Hosts
= Host: Host PC
= E Controller: 6E00010A

[:] Device Time Pattern
1
2
3

Iv]
Marketing and Administration v Tag Mode
v

* Zone: Manufacturing
- Manufacturing Tag + PIN Mode

Zone: Reception

Location: Reception - Front Door
=8 Reception OUT
=8 Reception IN

Access Time Patterns

Figure 14 — Terminal Mode Configuration

E ImproNet supports up to 128 Device Time Patterns. Each Terminal can have up to eight Device Time
Patterns.
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Inputs

The Inputs tab lets you configure the inputs on the ImproX 116, ImproX TA, ImproXiTT,
ImproX iTRT and ImproX MfT Terminals. However, Inputs can also be edited and assigned,
directly from the Terminals tab. Figure 15 shows the area of the Terminal tab where you can
edit Inputs and assign Actions. Configure Inputs for the following:

e Request to Enter / Exit buttons

e Door Open / Door Forced sensing
¢ Inhibit Scanner function

e Alarm monitoring

‘ Access
[ File @ Localize B2 Reports B2 Web Clients & Configuration @ Help

[E=8ECR 5

& M Sites
e h Excel Technologies (Pty) Ltd (01000000)
& ﬂ Hosts
e Host: Host PC
& E Controller: 6E00010A

=& System : {Terminal | Terminal Modes | Inputs | Outputs | Actions |

Terminal Name IReception N

Fced address
ool addess

@ Zone: Manufacturing
e Zone: Reception Terminal Type IT win Reader Keypad Terminal
= Location: Reception - Front Door [ i
+[I=8 Reception OUT Position @ Enay @ Exk
- [=8 Reception IN
{ Access Time Patterns Enabled (V]
% Areas Parameters |[ Edit Termi
= erminal Parameters ]]
Tagholder Access Groups
Tagholders Input Configuration
Holidays 1 General Input 1 Not Used
Device Time Patterns 2|General Input 2 Not Used
Time Triggered Actions onvald Tag O T
i Actions
E s (e N (T
B ouous e e [33 e -Denedn |
Common Zones Relay:
oo T
3 E g IP Mapping

Reception IN 010101 06 00 01

Figure 15 — Terminal Input Configuration

The following example demonstrates how to create an RTE configuration from the Terminal tab:

' Input Configuration

1 General Input 1

2 |General Input 2

Mot Used
Mot Used

Figure 16 — Input Configuration Field

1. Inthe Input Configuration field, double-click a General Input that is Not Used.

34
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| £ Input Device (5]

Input Name

RTE
Additional Information

Input Function

{&eqqest to Enter/Exit Button | « [

’[ Enable Time Pattern ]l

’[ Input Parameters ]I

Figure 17 — Input Device Dialog

2. Inthe Input Device dialog, in the Input Name textbox, enter RTE.
3. From the Input Function drop-down list, select the Request to Enter/Exit Button option.
4. Click the button to save.

To configure Terminal Inputs, proceed as follows:

1. Inthe Main Pane, select the Input tab.
2. Select an Input row.
3. Click the & putton.

4 Input Device [25m]
Input Name

{General Input 2

Additional Information

Input Function

| Request to Enter/Exit Button - |

’[ Enable Time Pattern ]|

“ Input Parameters ]I

Figure 18 — Input Device Dialog

4. Enter an Input Name, or use the default name.
5. Select an Input Function from the drop-down list.
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The following options are available:

Not Used—select if the input is unused.

Request to Enter/Exit Button—select if the input is connected to a Request To Enter
or Exit (RTE) button.

Door Open Sensor—select if the input is connected to a Door Open Sensor (DOS).
Alarm Input—select this option if the Input is connected to a third-party alarm system.
Inhibit Scanner—disables a Tag Reader from reading Tags.

Emergency—switches on Emergency Mode.

Lockdown—switches on Lockdown Mode.

Alarm Armed—arms or disarms the Zone.

Alarm System Ready—puts the Zone into Ready Mode.

Time Patterns determine when a Terminal Input is active. To configure Time Patterns, proceed
as follows:

o0k wbhPE

e ™

4 Input Time Pattern (3]

Input Time Pattern
1

4+ X — B

Figure 19 — Input Time Pattern Dialog

On the Input Device window, click the Enable Time Pattern button.
Click on the or button.

In the Device Time Patterns dialog, select the record.

Click on the 2
Click the button.

button.

The Input Parameter setting provides options for the selected Input Function. Proceed as
follows to configure Input Parameters:

1. On the Input Device window, click the Input Parameters button.

For the Request to Enter/Exit Button Input Function, the following options are available:

36
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oy

& Input Parameters @

Open Door on Request

@) Closed Contact

VX

Figure 20 — Request to Enter/Exit Input Parameters

— Open Contact—the Door opens when the Input receives an open-contact signal.
— Closed Contact—the Door opens when the Input receives a closed-contact signal.

For the Door Open Sensor Input Function, the following options are available:

4 Input Parameters (=)
Door Open Contact
@ Door Open is Open Contact

Door Open is Closed Contact

Door Open Sensing with End of Line Detection

Logical Address of Terminal Monitored

1 | &

M X

Figure 21 — Door Open Sensor Input Parameters

— Door Open is Open Contact—the Input reports that the Door is open when an open-
contact signal is received.
— Door Open is Closed Contact—the Input reports that the Door is open when a closed-
contact signal is received.
— Door Open Sensing with End of Line Detection—enables the End-of-line Sensing
option.
e Click the button to select the Logical Address of the Terminal Monitored.

The Inhibit Scanner Input Function disables a Tag Reader from reading Tags. For IXP400i
Sites, using ImproNet V7.60 onwards, the Input Parameters dialog gives the added functionality
of setting the inhibit function across MULTIPLE Tag Readers.

E The ability to inhibit multiple units, as shown in Figure 22, is only available on sites using EC"
Controllers (IXP400i Sites). In configurations using AC’s, IC’s or EC’s (IXP300 and IXP400 Sites) the
dialog only lets you inhibit a single unit.
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E

bd
=

The following Inhibit Scanner options are available:

Inhibit Scanner Contact
Inhibit on Open Contact—the Reader does not read Tags if the Input detects a Door
open-contact signal.

Inhibit on Closed Contact—the Reader does not read Tags if the Input detects a Door
closed-contact signal.

Scanner Selection Section

A Input Parameters

~Inhibit Scanner Contact
() Inhibit on Open Contact

@ Inhibit on Closed Contack

Logical Address of Scanner to Inhibit
l 6 |
Logical Address of Scanner to Inhibit

Logical Address of Scanner to Inhibit

[ |

Logical Address of Scanner to Inhibit

Logical Address of Scanner to Inhibit
( l

Logical Address of Scanner to Inhibit

[ l

Logical Address of Scanner to Inhibit

{ I

Logical Address of Scanner to Inhibit
[ |

Logical Address of Scanner to Inhibit

{ |

Logical Address of Scanner to Inhibit

l |

VX

Figure 22 — Inhibit Scanner Input Parameters

For the first Logical Address of Scanner to Inhibit textbox, activating the Inhibit Scanner
feature selects, by default, the Terminal being edited. If selecting a Terminal (other than the

default) click the button to select the Logical Address to Inhibit.

For the remaining Logical Address of Scanner to Inhibit textboxes, click the button to select the

Logical Address to Inhibit.

The text fields remain blank until you select a Terminal’s Logical Address.
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Selecting the same Logical Address more than once only saves the Logical Address once.

For the Alarm Input Function, the following options are available:

= —u
zﬁ Input Parameters @
| ~alarm Contact
| Alarm on Open Contact

@ Alarm on Closed Contact

Alarm on Change of Contact

\
1 Alarm on End of Line Detection

X4

Figure 23 — Alarm Input Parameters

— Alarm on Open Contact—an Alarm event is generated if the Input receives an open-
contact signal.

— Alarm on Closed Contact—an Alarm event is generated if the Input receives a closed-
contact signal.

— Alarm on Change of Contact—an Alarm event is generated if the Input receives a
change-in-contact-state signal.

— Alarm on End of Line Detection—an Alarm event is generated if the Input receives an
End-of-line-detection contact signal. This option is recommended for the ImproX 116
Terminal.

2. Click the 4l button to accept.

E Ensure that you click the ¥ button when you exit the Input Device window.

End-of-line Sensing on the ImproX iTT and iTRT is only possible if Door Open Sensing is
configured. Only Inputs 1 and 3 on the ImproX iTT and iTRT have end-of-line sensing
functionality. Configure the Input as a Door Open Sensor, and select Door Open Sensing
with End of Line Detection from the input parameters list.
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4 Input Device
Input Name

[General Input 1

Additional Information

Input Function

| Door Open Sensor v

| Enable Time Pattern |

[ Input Parameters ]

Figure 24 — Input Device Dialog

A Input Parameters

rDoor Open Contact
(") Door Open is Open Contact

(") Door Open is Closed Contact

@ Door Open Sensing with End of Line Detectior

Logical Address of Terminal Monitored

! |

Figure 25 — Input Parameters Dialog

Outputs

The Outputs tab enables you to configure a Terminal’s LED and Relay states for different

Terminal Modes.

We recommend setting different LED states for different Terminal Modes, as this will help Tagholders

identify Terminal Mode changes.
To configure Terminal Outputs, proceed as follows:

1. Inthe Main Pane, select the Output tab.
2. Select an Output row.

40
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3. Click the & button.

The content in the Output Device dialog is one of the following depending on the function of the
selected output device.

e General Relay
e Status LED

If the output device is a General Relay, select a Relay Contact State for each of the following:

e Relay during Locked Mode

e Relay during Unlocked Mode

e Relay during Tag Mode

e Relay during Emergency Mode
e Relay during Lockdown Mode

Click either the associated Mode’s Query button or the Configure Outputs button to edit the
available Relay Contact States. The following Relay Contact States are available:

e Do NOT Drive Relay in this Mode
e Drive Relay in this Mode

If the output device is a Status LED, select a Status LED State for each of the following:

e Status LED during Locked Mode

e Status LED during Unlocked Mode

e Status LED during Tag Mode

e Status LED during Emergency Mode
e Status LED during Lockdown Mode

Click either the associated Mode’s Query button or the Configure Outputs button to edit the
available Status LED States. The Status LED States appear as shown in Figure 26.
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F - =™

4 Output Parameters  [wdm)

Status LED State
Off

Flashing Red
Flashing Green
Red Strobe Green
Green Strobe Red

Figure 26 — Output Parameters Dialog

Actions

ImproNet enables you to define Actions for Terminals and in some cases, Controllers. Actions
are instructions stored in a Controller’s memory, and are triggered by Events or by the Time
Triggered Actions function. The following are examples of common Actions:

e Driving a Relay

e Sounding a Buzzer

e Changing LED state

e Displaying LCD message

When a Terminal is assigned to a Location, default actions for the Terminal are created.
Figure 27 displays the default actions created for the On Valid Tag event, and for the On
Invalid Tag. These Actions are executed when a Tag is presented at the Terminal.

On Valid Tag On Invalid Tag
LED: | 4 ||LED - Allowed In |[)] | eo: [ 5 ||ED - Deniedn
Buzzer: [ 2 J[Bgz;gr - Allowed In ] Buzzer: [ 3 J{Buzzer - Denied In
Relay: [ 1 ] [Relay - Allowed In ‘ @
Door Timer: { 6 HDoor Timer - Allowed In ] @

Figure 27 — Default Terminal Actions

The On Valid Tag event encompasses all valid Tag Events. Therefore, the On Valid Tag
section on the Terminal tab enables you to configure actions to all valid Tag Events in a bulk
procedure. Similarly, the On Invalid Tag event encompasses all invalid Tag Events. Therefore,
the On Invalid Tag section on the Terminal tab enables you to configure actions to all invalid

Tag Events in a bulk procedure.
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To customize the settings of the default actions, proceed as follows:
1. On the Terminal tab, click the £ button next to the Action that you want to edit.
2. Change the settings as necessary.

3. Click the button to accept.

The Actions tab lists all Actions currently assigned to the selected Terminal and enables you to assign
additional actions to the On Valid Tag and On Invalid Tag events.

System Events are activated by a Controller when a particular procedure or process is
performed.

For example, when a Reader detects a Tag, the Tag is validated by the Controller, and the Event
Allowed_Normal_In or Allowed_Normal_Out is activated. In this example, the actual Event

depends on whether the Reader is an Entry or Exit Reader.

When an Event is generated, the Controller executes the Actions linked to the Event.

Active System Events

The Active System Events Editor enables you to link Actions to Allowed Events and Denied
Events. You can have up to five of the following Action types per Event:

An Action is not created for a Terminal if the hardware does not support the Action.

Action Optional  Description

Buzzer X Created by default when you specify a
Terminal as an Entry or Exit Reader.

Status LED X Created by default when you specify a
Terminal as an Entry or Exit Reader.

Buzzer—Armed Out of Sequence X Created by default when you set up

Buzzer—Failed to Arm X Alarm Arming (see Part 5 — Advanced

Buzzer—Failed to Arm All Zones X Configuration for more information).

Buzzer—No Arm Authority X

Buzzer—Zone Already Armed X

Buzzer—Zone Armed X

Buzzer—Zone Not Ready X

LED—Armed Out of Sequence X

LED—Failed to Arm X

LED—Failed to Arm All Zones X

LED—No Arm Authority X Created by default when you set up

LED—Zone Already Armed X Alarm Arming (see Part 5 — Advanced

LED—Zone Armed X Configuration for more information).

LED—Zone Not Ready X

Buzzer—Already Disarmed X
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Action Optional  Description

Buzzer—Disarm Failed X

Buzzer—Disarmed Emergency Unlock X

Buzzer—Disarmed out of Sequence X

Buzzer—No Disarm Authority X

Buzzer—Zone Disarmed X

LED—Already Disarmed X

LED—Disarm Failed X

LED—Disarmed Emergency Unlock X

LED—Disarmed out of Sequence X

LED—No Disarm Authority X

LED—Zone Disarmed X

Relay X Created by default when you specify a
Terminal as an Entry or Exit Reader.

LCD v An LCD Action displays a user-
configurable text message on a
Terminal or Controller with an LCD.

Emergency Mode v Emergency Mode Actions are only
executed on Controllers and Terminals
that have been configured for
Emergency Mode.

Door Open Timer v The Door Open Timer Action is created
by default for the ImproX TA, iTT and
iTRT Terminals. However, it is not
enabled until a Terminal Input is
configured as a Door Open Sensor
(DOS).

A Door Open Timer Action prevents a

Door Forced Alarm Event from being

activated if a Door is opened under the

following conditions:

— Avalid Tag Event precedes the
Door opening

— Avalid RTE Event precedes the
Door opening

Multiple Actions v A Multiple Action groups up to five other
Actions together so that they execute as
a single Action. Multiple Actions are
useful for Lift (Elevator) Control.

Reset Digital Inputs v Resets Digital Inputs.

Raise System Event v Raise Event triggering Action.

Reset Zone Count v Resets the Zone count (count of
Tagholders in the Zone).

Arm Alarm System Relay X The Relay for use in arming the alarm
system for the specified Zone.

X

Disarm Alarm System Relay

The relay for use in disarming the alarm
system for the specified Zone.

44
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Action Optional  Description

Send SMS v Used for sending an outgoing SMS to
the phone number(s) specified in the
message.

Table 3 — Actions

On the Actions tab, click the Active System Events button. The Active System Events Editor
enables you to assign up to five Actions to the On Valid Tag and On Invalid Tag events.
Available Actions are listed in sequence. If the middle block of an Action is empty, the action is
unused.

~

A Active System Events Editor

Actions For Allowed Events

First Action 1| ‘Relay - Allowed In

Second Action 2I !Buzzer - Allowed In

| |
| |

Third Action ; 4] [LED - Allowed In ’ [T]
| |

Fourth Action 6| Door Timer - Allowed In 4

Fifth Action 0} S
Actions For Denied Events

First Action 3I ]Buzzer - Denied In l 1

|

Second Action l[ 5] {LED - Denied In [T]
|
|

Third Action 0] ] ﬁ
Fourth Action 0] ] ‘ ]
Fifth Action 0] ] ‘ ,ﬁ

J 2@ [ Advanced ]

Figure 28 — Active Systems Event Editor

To assign new Actions to an Event, proceed as follows:

1. Click the number button to the right of an unused Action.
2. Click an Action to select it.
3. Click the button.
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The Active Systems Events window enables you to assign up to five Actions to any system
Event. To access this facility, click the Advanced button on the Active Systems Event Editor
dialog, and select an Event from the Active System Event drop-down list.

-
4 Active System Events Editor 2
Active System Event
| ilowed Normal OuE ]
First Action 7| |Relay - Allowed Out 1
Second Action 8| |Buzzer - Allowed Out [Z]
Third Action 10| |LED - Allowed Out E]
Fourth Action 12| |Door Timer - Allowed Out [I]
Fifth Action 0 )

Figure 29 — Advanced Active Systems Events Editor Dialog
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Access Time Patterns

Access Time Patterns specify times when access is permitted. Tagholders Access Groups are
assigned one or more Access Time Pattern. When an Access Time Pattern and an Area are
linked, they form an Access Description.

Terminal Modes override Access Time Patterns. For example, if a Tagholder has access from 6 am to
6 pm, but the Terminal is locked from 5:30 pm, the Tagholder will be denied in after 5:30 pm.

Access Time Patterns regulate Tagholder access times, and have no start and end dates. Device Time
Patterns regulate Terminal operation times.

Configure Access Time Patterns

To configure an Access Time Pattern, proceed as follows:

1. Inthe Navigator Pane, click the ki icon. Inthe Main Pane, the Default Access Time
Pattern displays.
2. Do one of the following:
— Select an Access Time Pattern, and click the button. The Edit Access Time
Pattern dialog displays.
— Click the button to create a new Access Time Pattern.

e ™

4 Editing Access Time Pattern...
Description Default Access Time Pattern|
Start Time 00 |:|oo |
Duration 124 |: (00 |
7| Monday /| Friday
V| Tuesday V| Saturday
V| Wednesday V| Sunday
V| Thursday V| Holiday

Figure 30 — Edit Access Time Pattern Dialog

3. Enter a Description for the Access Time Pattern.
4. Enter a Start Time—this is the time of day when the Access Time Pattern becomes active.
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5. Enter the Duration in hours and minutes—this is how long after the start time, the Access
Time Pattern is active.

6. Select the days of the week when the Access Time Pattern is enabled.

7. Create as many Access Time Patterns as necessary.

G If a lockout period between regular access periods is required, you need to create two Access Time
Patterns. For example, to disable access during a lunch hour, you need to create an Access Time
Pattern that ends when lunch starts, and another Access Time Pattern that starts when lunch ends.
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An Area consists of a number of Locations grouped together to form a logical unit. An Area is
not a physically bounded building or place; it is a collection of Locations that a group of

Tagholders has access to.

The purpose of an Area is to group Locations with the same access requirements together. This
enables you to assign the same access rights to multiple locations at the same time. Figure 31,
illustrates the concept of Areas. In the schematic, Locations are assigned to the Management,
Factory Workers, or Design Staff Areas. Note that a single Location can be assigned to more

than one Area.

Stores

North Gate

QEQ

D Management
‘ Factory Workers
o Design Staff

Canteen

Design Department

Administration

w2

Area Schematic.jpg
South Gate

Figure 31 — Area Schematic

To select an existing Area, proceed as follows:

1. Inthe Navigator Pane, click the B icon.
2. Select an Area from the Area Name drop-down list.

An Area that has no Locations assigned to it displays the E‘.’:.’!l icon only. A configured area displays a
tree of locations. If a Location is visible, then it is assigned to the selected Area.

August 2010

49





Part 3 — General Configuration

To create an Area, proceed as follows:

1. Inthe Navigator Pane, click the B icon.
2. Inthe Main Pane, click the button.
3. Enter an Area Name and Area Description.

To delete an Area, proceed as follows:

In the Navigator Pane, click the B icon.

Select an Area from the Area Name drop-down list.
click the & button.

Click the B button. A confirmation dialog displays.
Click Yes.

a s LD PRE

To assign Locations to an Area, proceed as follows:

In the Navigator Pane, click the B icon.
Select an Area from the Area Name drop-down list.
Click the & button.

P

down the Ctrl key while you click.

[ Excel Technologies (Pty) Ltd {(01000000)
E 00533FD4

& II Manufacturing

Manufacturing - Front Door

S II Reception

Reception - Front Door

Figure 32 — Assign Locations to Areas

v button to save.

In the Edit window, select a Location by clicking it—Select multiple Locations by holding
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Access Groups

Each Tagholder in a Site is assigned to at least one Tagholder Access Group. The purpose of
Access Groups is to allocate Tagholder access permissions in bulk. This saves you the trouble
of configuring Tagholders one-at-a-time.

Item ImproX IC ImproX EC ImproX EC!
IXP300 IXP400 IXP400i

Tagholder Access

Groups per Site 256 1024 10 000

Access Descriptions per 4 3 3

Tagholder Access Group

Tagholder Access

Groups per Tag 3 3 10

AGSysConfigParameters.jpg
Figure 33 — System Configuration Parameters

An Access Description defines the Time and the Area where access is permitted.

Tagholder Access Group

Access Description 1

[ Access Time Pattern } [ Area ]

Access Description 2

( Access Time Pattern ] [ Area ]

Access Description 3

[ Access Time Pattern ] [ Area ]

Access Pattern Breakdown.jpg

Figure 34 — Tagholder Access Group Breakdown
There are two types of Tagholder Access Groups:

e General—used for permanent staff.
e Visitor—used for visitors.
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Configure Tagholder Access Groups

The Tagholder Access Group screen displays available Access Groups in the left-hand panel,
and their Access Descriptions in the right-hand panel.

To select an existing Tagholder Access Group, proceed as follows:

1. Inthe Navigator Pane, click the icon.
2. Select a Tagholder Access Group from the General tab in the left-hand panel. Alternatively,
click the Visitors tab and select a Visitors Access Group.

The selected Access Group’s Access Descriptions are displayed in the right-hand panel of the
Tagholder Access Group screen

To create a Tagholder Access Group, proceed as follows:

In the Navigator Pane, click the icon.

In the Main Pane, click the button.

Enter a name in the Tagholder Access Group Name textbox.
Click the button to save.

AP wnhpRE

Remove all Tags assigned to the Tagholder Access Group before you delete the Group.
Remove all Access Descriptions from the Tagholder Access Group before you delete the Group.

To delete a Tagholder Access Group, proceed as follows:

In the Navigator Pane, click the icon.

Select a Tagholder Access Group.

Click the B button. A confirmation dialog displays.
Click Yes.

AP wnNPRE

To edit a Tagholder Access Group, proceed as follows:

1. Inthe Navigator Pane, click the icon.
2. Select a Tagholder Access Group.

. X
3. Click the & button.
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Configure Access Descriptions

The Access Descriptions dialog has three tabs—one for each Access Description per Access
Group. The Access Description 1 tab is displayed by default.

7~ ™\
A Access Descriptions (=3
Tagholder access group Name [Default Employee Group| J
No 3 |

[7] Suspended

| Access Description 1 | I

Access Time Pattern l ] Select

Inren | l[ Select ]

+ I

Figure 35 — Access Descriptions Dialog

1. Click the top Select button to assign an Access Time Pattern to the Access Description.
The Access Time Patterns dialog displays.

2. Click a Time Pattern Name to select it.

3. Click the 4l button to accept.

4. Alongside the Area textbox, click the Select button.
5. Click a Time Pattern Name to select it.

6. Click the 2] button to accept.

E Three Access Descriptions are available per Access Group. However, you only need to configure one
of them to save an Access Group.

Click the Advanced Settings button on the Access Descriptions. Additional settings are
displayed on the following tabs:

e Reporting—click the checkbox to log all transactions for the selected Access Description.
e Start & Expiry Date—click the edit buttons and enter dates to control when the Access
Description is active.
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e Supervisor Unlock—select the Supervisor who is required to be inside the Area before
other Tagholders are permitted entry.

The Supervisor Unlock facility is only applicable to Areas comprising a single zone set to Strict Anti-
passback.

e Actions—click the Select buttons to assign actions for when Tagholders are entering
(Coming In), or exiting (Going Out) the Area specified in the Access Description.

e Alarm Arming—(only available on Employee Tagholder Access Groups, when unlocked for
Alarm Arming) select from the following options:
— Allow Access for this Area—allows the user access to the Area.

G If Allow Access for this Area is deselected, and the Allow Arming and Allow Disarming options
selected, the user could for example arm and disarm the System, but not physically enter the Zone.

— Allow Arming of Alarm System for this Area—selecting this option gives the user
permission to arm the Zone.

— Allow Disarming of alarm System for this Area—selecting this option gives the user
permission to disarm the Zone.

Visitor Access Groups are displayed on the Visitors tab on the Tagholder Access Groups
screen. They operate the same as other Access Groups. Note that Visitor Tags can be
assigned to Visitor Access Groups only.

54 August 2010





Part 3 — General Configuration

Tagholders — Assign Access to Tags

A Tagholder is any person who uses a Tag to access a Site. Visitors are Tagholders with
restricted access rights. Before you can assign access to a Tag, you must first assign the Tag to
a Tagholder. The Tagholder screen enables you to do the following:

e Add Tagholders to a Site

o Edit existing Tagholder information
e Search for Tagholders

e Read Tags

In sites with low bandwidth requirements, or where you need to load Tagholders quickly, we
recommend using pagination. Refer to page 73 for instructions on activating this setting.

Add or Edit a Tagholder

To add or edit a Tagholder, proceed as follows:

1. Inthe Navigator Pane, click the iB icon.

2. Inthe Main Pane, do one of the following:
— Click the button to add a Tagholder.
— Click the & button to edit a Tagholder.

Quick Search for Tagholder

To search for a Tagholder, proceed as follows:

In the Navigator Pane, click the iB icon.

Select the search criteria from the on Column drop-down-list.
Enter the search text into the Find textbox.

If you have pagination enabled, click the ¥ button.

AP wnNPRE

Configure Tagholder Details

The Edit Tagholder dialog enables you to create or edit a Tagholder’s information and assign
Tags. Only the First Name and Last Name fields are required. However, we recommend
entering as much information as possible.

To create or edit a Tagholder, proceed as follows:

1. Enter the Tagholder’s First Name and Last Name.
2. Complete other personal information as necessary.
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3. Select the Current checkbox to enable the Tagholder (selected by default). If this Current
checkbox is unchecked, the Tagholder is inactive in the system.

4. Use the Notes text area to enter other information about the Tagholder.

5. Enter a PIN-code of up to 5 digits if the Tagholder is required to use keypad-type Readers.

4 Edit Tagholder
Title I
First Name Paul 1L
Middle Name [ est
Last Name Ismith
Suffix [
D [+
PIN ‘
Gender F
oM

Current @]

Employee No ll Department }Sdes

Eincloyer o { 1 User Profie [jal

Position ISaIes Executive Tagholder Type | Access Only v |

> | } If ” =

New Tag M New Tag ( New Tag M New Tag M Departments M Custom Fields H -
New Tag H[ New Tag { New Tag M New Tag ]|

~

Figure 36 — Edit Tagholder Dialog

Select the Tagholder’s Department from the Department drop-down list. To add new values or
to edit the Department list, proceed as follows:

1. Click the Departments button. The Department Editor dialog displays.

-
A Department Editor

Departments:

lasvanl

Default Department
Manufacturing
Sales

+ |

&3

Figure 37 — Department Editor Dialog
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2. Do one of the following:
— Click the button to add a new Department.
Click the 22 button to display Tagholders belonging to the selected Department.
— Select a Department and click the & button to edit it.
Select a Department and click the B button to delete it.

This feature lets you create any extra fields you may need. For example, there is no field in
Access where you may enter the Tagholders home address or telephone number.

Add Custom Fields

In the Edit Tagholders dialog, click on the Custom Fields button.

In the Custom Fields dialog, click on the Advanced button.

Click the button.

In the Field Name field, type in a name for your custom field.

In the Field Description field, type in a description of your custom field.

Click the Required Field checkbox, if this field’s information is required for every Tagholder
entry.

Click the 2l button to accept.

8. Click on the button.

© gk b

N

Now when you click on the Custom Fields button, the Custom Fields dialog displays your newly
created fields.

Edit Custom Fields

1. Inthe Field Creator dialog, double click on the fields name.
2. Edit the details as necessary.

3. Click the 2 button to accept.

4. Click on the button.

Once a single Third-party Application is assigned, pressing this button launches a third-party
application from Access.

This button only appears in the Edit Tagholder dialog.

In the Edit Tagholder dialog, click on the Q button.

In the Third-party App dialog, select the - button alongside the Path field.
Choose the exe or bat file you wish to run.

Click the Open button.

Click the 4 button to accept.

a s e

The path entered above is stored in the Access Properties file. If you want to change the path,
either edit the Properties file or, in the Edit Tagholder dialog, hold down the Ctrl key and click on
the =] button.
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User Profiles are configured when Operator Security is required.

A Tagholder can have 4 Tags assigned to them in IXP300 or IXP400 Systems and 8 Tags
assigned in IXP400i Systems.

To assign Tags to a Tagholder, proceed as follows:

1. On the Edit Tagholder dialog, click any of the New Tag buttons.
2. On the Tag Details dialog, select one of the following Tag Options:

Normal—normal employee.

Suspend—Tag is suspended from all access on the Site.

Blacklist—Tagholder is blacklisted and denied access to the Site.

Special Event 1—Tag raises an Event when presented to the Reader — in this case
Special Event 1. The Event can be linked to a specific Action.

Special Event 2—Tag raises an Event when presented to the Reader — in this case
Special Event 2. The Event can be linked to a specific Action.

3. Configure the following:

APB Override—Tags are not subject to APB rules.
Report Always—All Transactions for the Tag are written to the Database.

4. Assign the Tagholder to a Site by selecting a value from the Site Assigned drop-down list.
5. Assign the Tagholder to one or more Tagholder Access Groups by selecting values from the
Group1 to 10 drop-down lists.

At least one Tagholder Access Group must be assigned for the Tag to have any access rights.

Repeat procedure for additional Tags if necessary.

1. Present a Tag to an Enrollment Reader and click the Read Tag button. The Tag Type is
usually detected automatically.

2. If the Tag Type is not displayed when the card is read, or if you are entering a Tag code
manually, select the Tag Type from the drop-down list.

When ImproNet detects a Tag, a Tag humber displays in the Tag Code textbox.

To create a Personal Access Code (PAC) only, select the Personal Access Code option from the Tag
Type drop-down list and enter the PAC in the Tag Code textbox.

Multiple Tags do not work in an Anti-Passback Zone; if you enter a Zone with one Tag, and exit the
Zone using a different Tag, APB is not enforced.
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1. If the Tagholder is temporary, click the Pick Start Date and Pick End Date buttons to select
a Start Date and Expiry Date. To select dates, proceed as follows:
— Select a Month and a Year using the and I arrow buttons
— Select a Day by clicking it. Alternatively, click Zero Date to set no date

2. Click the ¥4 button to accept.

When configuring a Tagholder, this facility allows you to select, from a library of Card Templates,
the template to be used as the default when printing Credit Card Tags for that Tagholder.

The procedure for Setting the Default Card Template is described in Part 6 — Modules, of this manual,

in the Card Designer chapter.

Batch Enrollment of Tags

The Batch Enrollment feature enables you to rapidly assign multiple Tags to a Site, without
entering Tagholder details.

Proceed as follows to open Batch Enrollment and start adding Tags:

1. Onthe ImproNet Access Menu, select Configuration>Batch Enrollment.

Z& Batch Enroliment (=3
Site ‘_Excel Technologies (Pty) Ltd (...; »
Select Department Default Department v
Employee (V|
Select Access Group Default Employee Group v

Start Tag Reference

Apply conversion to all tags [ ]

Tag Type Slim Tag (S bytes) v
Tag Code
@ Batch Mode Auto Read
Manual Read

Non-Read Tags

B4

Figure 38 — Batch Enrollment Dialog
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2. Select a Site to assign the Tags to.

Select a Department if necessary.

4. Select the Employee checkbox if the Tags are for employees. Or deselect the Employee
checkbox if the Tags are for Visitors.

5. Select an Access Group.

6. Enter a Start Tag Reference number if required. The Start Tag Reference number is any
number or identification that you can use to temporarily identify the Tags.

7. Select one of the following to start the Batch Enroliment process:
— Batch Mode Auto Read
— Manual Read
— Non-read Tags

w

This Mode enables you to scan a batch of Tags in quick succession.

Select the Batch Mode Auto Read option.

Click the Start button.

Present Tags to the Enrollment Reader one at a time.
Click the Stop button.

Once the Apply button becomes enabled, click Apply.

SERE S o

Manual Mode lets you scan a batch of Tags one at a time. It is useful if an Enroliment Reader is
not within reach of the Host PC.

Select the Manual Mode option.

Present a Tag to the Enroliment Reader.

Click the Read button. The Tag is read when its number displays in the Tag Code textbox.
Click the Add button.

Repeat steps 1 to 4 for additional Tags.

After you've scanned all the Tags, click Apply.

R A

This Mode enables you to add a batch of sequential Tag codes.

Select the Non-read Tags option.

In the Tag Start Code textbox, type in the Tag code for the first Tag in the sequence.
In the Tag End Code textbox, type in the Tag code for the last Tag in the sequence.
Once the Apply button becomes enabled, click Apply.

El A

G Use this feature when enrolling a group of Tags in sequence. For example where you have 5 Tags,
(1011, 1012, 1013, 1014 and 1015). Enter Tag code 1011 into the Tag Start Code textbox and Tag
code 1015 into the Tag End Code textbox.
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To convert a batch of Slim Tags to the ASCII Tag type, continue as follows:

First Tag

1. Select the Apply Conversion to all Tags checkbox.

2. Select the Manual Read radio button.

3. Present a Slim Tag to the Enrollment Reader and click the Read button.

4. From the Tag Type drop-down list, select the Ascii, Biometric, Magstripe option.
5. When the dialog pops up, select the required option from the following:

— Accept Full Tag Code

Convert Code to Slim Tag Without Customer Code (32 bits)
Convert Code to 32 bit Wiegand Without Site Code (24 bits)
Convert Code to 26 bit Wiegand Without Site Code (16 bits)
6. Click the Add button.

Remaining Tags

1. Select the Batch Mode Auto Read radio button.

2. Click the Start button.

3. Present each Tag individually to the Enroliment Reader.

At this stage you may present various Tag types to the Enrollment Reader. The “Convert Slim Tags to
ASCII Type” change only affects the Slim Tags.

4. Click the Stop button.
5. Click the Apply button.

Advanced Search

Where you have not implemented the pagination feature, search for a specific Tagholder as
follows:

1. Inthe Navigator Pane, click the iB icon.
2. Inthe Main Pane, click the 2 button. The Select dialog displays.

( A Select @

Select By |No iw = =

[ Select ][ Reset ][ Close ]

Figure 39 — Select Search Dialog

3. Inthe Select By field, select the required field from the drop-down list.

4. From the Middle drop-down, select the required option. Refer to the section Search
Operators for more information.

5. Inthe Right-hand textbox, capture the search text.

6. Click the Select button to begin the search.
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e =means the same as—use = to search for exact matches to your keyword

e !=means not equal to—use !=to search for Tagholders that do not match your keyword.
For example, use != to search for Tagholders that are not in a particular Department

e LIKE means same first character—use LIKE to search for Tagholders if you are unsure of
a spelling. For example, if you know that a Tagholders Last Name is Johnson, but you are
unsure how to spell it, enter the character J into the keyword textbox. All Tagholder records
that have Last Names beginning with a J are returned

The first drop-down list in the Select Search window contains the following fields:

Field Name Description Search Criteria
No Tagholder’s unique ID assigned by ImproNet Number
Title Tagholder’s title. For example, Mr, Mrs, or Prof. Text
First Name Tagholder’s first name Text
Second Name Tagholder’s second or middle name Text
Last Name Tagholder’s last name Text
Suffix Tagholder’s name suffix. For example, John Doe Jr Text
ID Number of Tagholder’s ID Document or Passport Number
Gender Male or Female M or F
Pin PIN-code for use with Keypad Terminals Number
Type Tagholder type, 0 (Employee) or 1 (Visitor) Number
Current Employee The Tagholder is currently employed, that is O (Not Number
Current) or 1 (Current)
Position Tagholder’s status in the company Text
Department Tagholder’s department Text
Employee Number Tagholder’s number assigned by their company Number

Table 4 — Available Search Fields

62

August 2010





Part 3 — General Configuration

Device Time Patterns

A Device Time Pattern (DTP) determines when a device is physically operational. Create
Device Time Patterns on the Device Time Pattern screen, and assign them when you set up
Terminals. You can also link Device Time Patterns to other functions including the following:

e Time Triggered Actions
e Inputs
¢ Random Search

A Device Time Pattern has the following settings:

e DTP Name—unigue name.

e Start Date—date when DTP starts operating.

e End Date—date when DTP stops operating.

e Start Time—time of day when DTP starts operating, configurable on a per day basis.
e Duration—the length of time when the DTP is active.

¢ Day of the Week—the days of the week when the DTP is active.

™

4 Editing Device Time Pattern... (=3)

Description  |Default Device Time Pattern| \

StartDate |0 j [ change |

End Date (0] change |

Start Time @M

Duration LiM
(V] Monday [V] Friday
(V] Tuesday (V] Saturday

(V] Wednesday (V] Sunday

(V] Thursday (V] Holiday

&3

Figure 40 — Editing Device Time Pattern Dialog
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To create a new Device Time Pattern, proceed as follows:

1. Inthe Navigator Pane, click the icon.
In the Main Pane, click the button.

n

3. Configure the new Device Time Pattern as specified in the Configure Device Time Patterns

section on page 64.

To open a Device Time Pattern, proceed as follows:

Click the button.

HpwbdhPE

Time Patterns.

In the Navigator Pane, click the icon.
In the Main Pane, select a Time Pattern Name.

To configure the Device Time Patterns, proceed as follows:

1. Create a new Device Time Pattern, or open an existing one.

2. Enter a Description that describes the Device Time Pattern.

Configure the new Device Time Pattern as specified in the section below, Configure Device

If the Device Time Pattern is not required permanently, you can specify a start date and an end
date. The default value for Start Date and End Date is Zero Date—this means that the Device
Time Pattern begins immediately and does not expire.

Specify a Start Date as follows:

Change Start Date

nOctober

7 8

14 15
21 22
28 29

Today's date is: 2007-10-26

9

16

23

30

10

O K=
[ s {m | 7 Jw [ T [F | s |
1 2 3 4 S 6

==

Figure 41 — Change Date Dialog
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Click the Change button for the Start Date.

Select a Month and a Year using the Kl and I arrow buttons.
Select a Day by clicking it.

Alternatively, click the Zero Date button to enable the default value.
Click the button to accept.

arwbd e

Now, Specify an End Date as follows:

Click the Change button for the End Date.

Select a Month and a Year using the and arrow buttons.
Select a Day by clicking it.

Alternatively, click the Zero Date button to enable the default value.
Click the 2l button to accept.

a LD PRE

Configure operating times as follows:
1. Enter a Start Time—this is the time of day when the Device Time Pattern becomes active.

2. Enter the Duration in hours and minutes—this is how long after the start time, the Access
Time Pattern is active.

Configure days as follows:

1. Select thev days of the week when the Device Time Pattern is enabled.
2. Click the button to accept the Device Time Pattern.

You can create up to 128 Device Time Patterns per Site. Additionally, multiple Terminals can
share a single Device Time Pattern.
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Holidays

Holidays are days or periods when access to a Site is restricted to Administrators. If the
Holiday checkbox in an Access Time Pattern is selected, then Tagholders assigned to that
Access Time Pattern have access to a Site on or during Holidays.

To add, edit, or delete a Holiday, proceed as follows:

1. Inthe Navigator Pane, click the icon.

2. Inthe Main Pane, do one of the following:
— Click the B button to Add a Holiday.
—  Click the B button to Delete a Holiday.
— Click the button to Edit a Holiday.

Add holiday... (3]
Today's date is: 2007-10-26 Holiday

nOctober Ju 2007 Jn Holiday Name: [

I I T O .

1 2 3 4 S 6

7 8 9 10 11 12 13
14 15 16 17 18 19 20
21 22 23 24 25 26 27

28 29 30 31

Start Date: End Date:

o= [ree ] &

Figure 42 — Add Holiday Dialog

The Add Holidays dialog enables you to select the day or days to specify as a Holiday. To do
this, proceed as follows:

Enter a Holiday Name.
Enter a Holiday Description.
Select a Month and a Year using the Kl and I3 arrow buttons.
Click the Period button to select a period of more than one day.
Select a Day by clicking it.

2 button to accept.

o0k~ wDNRE
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Time Triggered Actions

Time Triggered Actions are actions triggered by a Controller at the Start Time of a specified
Device Time Pattern. They continue for the duration of the Device Time Pattern. To specify a
Time Triggered Action you must assign a Device Time Pattern and an Action.

A Create Time Triggered Action @

Action Name Time Triggered Action 1

Trigger Time

Execute Action

Figure 43 — Create Time Triggered Action Dialog
To add a Time Triggered Action, proceed as follows:

Ensure that the information captured below is correct, as you cannot edit this information after capture.

In the Navigator Pane, click the £3 icon.

In the Main Pane, click the button.

In the Create Time Triggered Action dialog, edit the default Action Name.
Click on the button alongside the Trigger Time field.

Select and click on a Device Time Pattern record from those displayed.
click the B2 button.

Click on the button alongside the Execute Action field.

Select and click on an Action record from those displayed.

© N ok~ wDNRE

G After linking one or more Actions to a Time Triggered Action, ensure that you do NOT change the
Readers Position setting (that is Entry or Exit). Changing this setting after linking results in an Error
dialog displaying.

9. Click the button. -
10. In the Create Time Triggered Action dialog, click the &£

button.

To delete a Time Triggered Action, proceed as follows:

1. Inthe Navigator Pane, click the icon.
2. Inthe Main Pane, select a Time Triggered Action and click the B button.
3. Confirm the deletion.
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Actions

When a Terminal is assigned to a Location, default Actions are created and linked to default
Events. For example, the Normal Allowed In Event is automatically linked to the
Action Relay Allowed In.

ImproNet Access enables you to create additional Actions and link them to Events.

Most Actions are created and configured on the Action tab of the Terminals screen. Refer to the
Actions section on page 42 for details.

It is possible for Events on one Terminal to activate Actions on other Terminals.

Edit and Delete Actions

Actions are created when Terminals are assigned to Locations. Therefore, the Actions screen
only enables you to edit or delete Actions.

To open the Actions screen, click the icon in the Navigator Pane.

To edit an Action, proceed as follows:

1. Inthe Main Pane, select an Action row.
2. Click the & button.

Edit Action (=3

ActionName  [LED - Allowed In|

Time Pattern [ M=)

Action Parameters \I

Figure 44 — Edit Action Window

3. Edit the Action Name if necessary.

4. Click the Action Parameters button. An Action Parameters window corresponding to the
Action type displays.

5. Edit the parameters as required.

6. Click the button to accept.

7. Inthe Edit Action dialog, click the button to apply the changes.
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E There is no undo for this procedure.
Deleting an Action can result in a Terminal or Location functioning incorrectly.

To delete an Action, proceed as follows:
1. Inthe Main Pane, select an Action row.

2. Click the B2 button. A delete confirmation dialog box displays.
3. Click Yes.
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Inputs

When a Terminal is assigned to a Location, default Inputs Functions are created. For example,
if a Terminal has a Request to Exit (RTE) facility, a General Input for the Terminal is created.

The Inputs screen enables you to configure existing Inputs created during Terminal assignment.

We recommend using the Inputs tab on the Terminal screen to configure Inputs. Refer to the Inputs
section on page 34 for details.
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Outputs

When a Terminal is assigned to a Location, default Output Functions are created. For example,
an Output function that controls the Terminal’s LED status is created.

The Outputs screen enables you to configure existing Outputs created during Terminal
assignment.

We recommend using the Outputs tab on the Terminal screen to configure Outputs. Refer to the
Outputs section on page 40 for details.
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Common Zones

Terminals on different Controllers can be assigned to Common Zones. However, you must first

create a Common Zone in the Common Zones screen before it is available in the Terminal
screen.

Refer to Part 5, Advanced Configuration, for details on Common Zones.
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Preference Configuration

The Preferences Dialog features page tabs that let you set the following:

e General Tab—lets you set general configuration settings, including the pagination
rules observed by the ImproNet Software.

e Enrollment Tab—select from either Tag Type is Ignored when Validating a Tag or
Tag Type is Taken into Consideration when Validating a Tag. By selecting Tag
Type is Ignored when Validating a Tag, you activate the AnyTag Mode. In this Mode,
the ImproNet Software stores the Tag Code and adjusts the Tag Type to Any Tag.

Setting Your Preferences

From the Main Menu, select File>Preferences.

1. Select the General tab.
2. Inthe Tagholder Max Rows textbox, enter a number in the range of 1 to 99. The number
you select is the maximum number of rows displayed when using pagination.

Switch off pagination by entering a 0 in the Tagholder Max Rows textbox.

1. Select the Enrollment tab.

-
ZA Preference Configuration (=39

' Generalr Enrollment

Tag Type

@ Tag Type is ignored when validating a tag (Any Tag¥

") Tag Type is taken into consideration when validating a tag
Tag Code truncation options
Slim Tag (5 bytes) Truncation
WriTag 2048 Truncation

WriTag 128 Truncation

Ascii, Biometric, Magstrip Truncation

Figure 45 — Preference Configuration Dialog — Enroliment Tab Selected

August 2010 73





Part 3 — General Configuration

In the Tag Type Group selecting Tag Type is Ignored when Validating a Tag (Any Tag),
activates the AnyTag Mode. In this Mode, the ImproNet Software stores the Tag Code and not

the Tag Type. Pre ImproNet V7.60 Service Pack 3 you enrolled each ImproX (QT) Quad

Transmitter Tag twice (once for RF and once for the Passive Tag), using AnyTag Mode, you only
enroll the Tag once.

2. By default, Tag Type is Taken into Consideration when Validating a Tag is selected. To
change this setting, select the Tag Type is Ignored when Validating a Tag (Any Tag)
radio button.

Where you select Tag Type is Taken into Consideration when Validating a Tag, but fail to select a

Tag type, ImproNet converts existing “Any Tags” to Slim Tags.

In the Tag Code Truncation Options Group set the Tag Code Truncation, in effect, allowing
enrollment of the Tag using the same truncation rules as applied by the Reader (using DIP-

switch settings) out in the field, as follows:

3. Select a Tag Type for editing and click the Tag Types Truncation button.
4. From the Tag Format drop-down list, make your selection from the following:

Full Tag Code.

Standard 16-bit.
Standard 24-bit.
Standard 32-bit.

26-bit Normal.
26-bit Raw.

37-bit Normal (UK).

37-bit Raw (UK).

H10302 37-bit Raw 35-bit Tagcode (US).
H10304 37-bit Raw 19-bit Tagcode (US).

Custom—in most cases on selection of the Custom option, the Tag Code Masking
and Drop Zero Bits options activate. However, for 3" Party (Other) or HID Tag,
selecting the Custom option lets you set Site Code Masking allowing you to set a

custom mask.

5. Click the 4 button.

6. Close the Preference Configuration dialog by clicking the button.
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Moving Employees (Tagholders)

This dialog lets you move employees (Tagholders) from one Site to another, if for example you
added an employee (Tagholder) to the wrong Site.

Moving Employees (=3

[ Moving Employees

[l‘_.':ﬂ From Site: M To Site: To Department:
[] Keep Existing Groups Excel Technologies (Pty) Lt... w Excel Engineering (Pty) Ltd ... + Default Department v

Master SQ # Employee # First Name LastName  Master ID Master SQ # Employee # First Name Last Name  Master ID

B |6 [30hn [Carl 3

Figure 46 — Moving Employees Dialog

1. InAccess, from the Menu Bar, select Configuration>Moving Employees.

2. Inthe Moving Employees dialog:
a. Select the Site the employees are currently on, from the From Site drop-down list.
b. Select the Site you want to move the employees to, from the To Site drop-down list.

3. Select the department you want the employees to join, from the To Department drop-down
list.

4. From the From Site table, select the Employees you would like to move.

Use Citrl select or Shift select when selecting multiple employee names.

5. Click on the II button.
6. Confirm the move.

If you selected the Keep Existing Groups checkbox (in the upper left-hand side of the Moving
Employees dialog), the Moving Tags — Site: dialog will NOT appear. Instead all existing Tagholder
Access Groups for the Tags remain.
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If the employee already had Tags assigned, the Moving Tags — Site: dialog appears.

Moving Tags - Site: 02000000 (=)
Master SQ 1 Type |1

[V] Edit All tags

Groupl None w | Group2 None v
Group3 None v

Figure 47 — Moving Tags — Site: Dialog

Once you apply your changes to a Tag, the Tag no longer appears on the Tags drop-down list (see
B4 button.

@ Figure 47). With this in mind, make sure of your changes before clicking the

7. From the Tags drop-down list, select the Tag Code.
8. If the employee has multiple Tags, select the Edit All Tags checkbox.

The Edit All Tags checkbox allows you to select groups for each Tag individually instead of assigning
default groups across all the Tags for that employee.

9. Assign the Groups from the Groupl to Group3 drop-down lists.

Ensure that you click the B4l button for each Tag when selecting groups. If you scroll to the next

“@  employee, without applying your changes, the settings are lost.

The previous and next buttons allow you to scroll between the various employees you selected for
moving.

The Moving Tags — Site: dialog closes once you've edited all the Tags (and employees) selected and
clicked the 2] button for your last Tag.

10. When you return to the Moving Employees dialog, click on the button.

76 August 2010





Part 3 — General Configuration

Replacing Controllers and Terminals

E Keep ImproNet Engine running when you replace a unit.

Replacement of Controllers and Terminals over RS485

1. Remove the old Controller from the Controller bus.
2. Connect the new Controller to the Controller bus.
3. InWindows®, click Start>Programs>ImproNet>Access.

-
& Access

) File Localize Reports Web Clients &Confi uration
= rie & &2 Reports B2 g

= @ System
= I!ﬂ Sites

= Hosts

—

. B .-
Access Time P.
’Z Areas

! Tagholder Acc
Tagholders
Holidays
Device Time P:
Time Triggerec

Actions

VA & R

Inputs
3
- Outputs

!B Common Zone

= Host: Host PC

Ce

= lk::] Excel Technologies (Pty) Ltd (01000000)

Emergency mode on

Emergency mode off

Lock-down on

Lock-down off
Reset APB

Reset Units

Reset Controller
Ignore APB until future date

Replace unit

10. Click on the

© 0N O

Figure 48 — Replacing the Controller

In the Navigator Pane, click the old Controller to select it.

Right-click the Controller and select the Replace Unit option.

From the Unit Type drop-down list, select the new Controllers unit type.
Enter the new Controllers Fixed Address.

Click the 2 button.

In Engine, click the

@== | putton.
@ ravwest | hytton.

11. Click on the | @ | putton.
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Ensure that the replacement Terminal is of the same type as the original Terminal.

Remove the old Terminal from the Terminal bus.

Connect the new Terminal to the Terminal bus.

In Windows®, click Start>Programs>ImproNet>Access.
In the Navigator Pane, click the old Terminal to select it.
Right-click the Terminal and select the Replace Unit option.
Enter the new Terminals Fixed Address.

Click on the button.

No ok wdhPE

Replacing Controllers and Terminals over Ethernet

Settings for the replacement (NEW) hardware MUST remain as recorded from the OLD hardware.

Remove the old Controller or Terminal from the network.

Connect the new Controller or Terminal to the network.

In Windows®, go to Start>Programs>ImproNet>Utils>Ethernet Discovery Utility.

On the menu bar, go to Action>Search Local Subnet.

If the Discovery Ultility fails to find any Devices, at the Device Not Found dialog, click the
OK button.

On the menu bar, go to Action>Advanced Local Search.

At the Select Network Interface dialog, select the relevant Network Interface, if more than
one displays.

8. Click the &4 button.

9. Inthe Enter Subnet Mask dialog, enter the Subnet Mask for your network.

10. Click the &4l button.

11. Wait for the Controllers and Terminals to display.

a s~ wDdhPRE

N o

1. Inthe Discovery Utility window, select the Controller or Terminal for configuration.

On the menu bar, go to Action>Configure IP.

3. Inthe Device Password dialog, enter your password. The Controller’s default password is
impro and the Terminal’s default password is masterkey.

4. Click on the &4 button.

N

Assign the Controller or Terminal to EITHER a local or non-local Subnet as follows:
Assignment to a Local Subnet

G If you assign an invalid IP Address, the Controller or Terminal may no longer be able to
communicate.
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G In this case restore factory defaults (Refer to the Hardware Installation Manual for more
information).

1
2.
3.
4
5

8.

In the Device IP Address textbox, enter a Device IP Address.

Tick the checkbox to set the IP Address to static.

In the Gateway IP Address textbox, enter a Gateway IP Address.

Tick the checkbox to set the Gateway IP Address to static.

Continue with ONE of the procedures Subnet Mask or Subnet Host Bits:

Subnet Mask

1. Select the Subnet Mask radio button.

2. Inthe textbox, alongside, enter the Subnet’s Address.
3. Tick the checkbox to set the Subnet Mask to static.

Subnet Host Bits
1. Select the Subnet Host Bits radio button.
2. Enter the number of bits in the textbox.

Enter a Device Name. Use the same site prefix to name devices belonging to the
same site. Example: “Site 1 — Factory”, “Site 1 — Testing”.

Ensure the Force Update checkbox is UNCHECKED. If the Force Update checkbox
remains UNCHECKED, the Controller or Terminal tries to change the IP address and
test communication on the new address. If successful, the update becomes final;
otherwise, the Controller or Terminal reverts to its old settings. Changes to the IP
Configuration result in the Controller or Terminal rebooting on acceptance of the
change. The Configuration Settings dialog remains open during this time, allowing the
Controller or Terminal to reboot. On closure of the Configuration Settings dialog, the
Discovery Application again searches for the Controller or Terminal and if successful,
displays the updated Controller or Terminal details.

Click the Update button.

Assignment to a Non-local Subnet

Only perform this action if you want to assign the Controller or Terminal to a non-local subnet.
After performing the step, the Discovery Utility will NOT detect the Controller or Terminal on the
local subnet. Therefore ensure that you assign the Logical Address BEFORE changing the IP
Address. Finally physically move the Controller or Terminal to the required location. To change
an IP Address to an IP Address outside the local subnet, continue as follows:

© No ok~ wDdR

In the Device IP Address textbox, enter a Device IP Address.

Tick the checkbox to set the IP Address to static.

In the Gateway IP Address textbox, enter a Gateway IP Address.

Tick the checkbox to set the Gateway IP Address to static.

Select the Subnet Mask radio button.

In the textbox, alongside, enter the Subnet’s Address.

Tick the checkbox to set the Subnet Mask to static.

Tick the Force Update checkbox (the Controller or Terminal adopts the new settings
regardless).

Click the Update button.
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1. Select the Controller or Terminal for configuration.

G All Controllers on the same site MUST have the same Memory Size Configuration.

2. On the menu bar, go to Configuration>Set Configuration.

3. Inthe Device Password dialog, enter your password. The Controller’s default password is
impro and the Terminal’s default password is masterkey.

4. Click on the & button.

5. Inthe Engine Listener Port textbox, change the Port Number (Controller listens to
Engine on this Port). The default Port Number is 10002. Only change the default Port
Number, if it clashes with other devices or services on your network.

6. Inthe Terminal Listener Port textbox, change the Port Number (Controller listens to
Terminals on this Port). The default Port Number is 10008. Again, only change the default
Port Number, if it clashes with other devices or services on your network.

7. If necessary when setting the Configuration for a Controller, in the Memory Size textbox,
change the Memory Size Configuration. The default Memory Size Configuration is
100 000 Tags and 1 000 000 Transactions.

E Enable Safe IP only AFTER configuring and setting up the whole system. Once you set Safe IP
you can only change or query the Logical Address using the Discovery Utility on the Engine PC.

8. Select the Safe IP check-box.
9. Click the &4 button to confirm.
10. Wait while the Controller re-boots (about 15 seconds).

It is unnecessary to give a group name to a Controller if it has no IP Terminals.

Select the Controller and the Terminals it should control.

On the menu bar, go to Configuration>Add to Group.

In the Enter Group Name dialog, enter a suitable group name.

In the Device Password dialog, enter your password. The Controller’s default password is
impro and the Terminal’s default password is masterkey.

Click on the &4 button.

6. Click the &4 button.

AP wnpRE

o

G Alternatively add Terminals to Existing Controller Groups as follows:

Select the Terminal(s) to be added to the Group.
On the menu bar, go to Configuration>Add to Group.
In the Select the Group Name dialog, double-click on your chosen group name row.

s wn P

In the Device Password dialog, enter your password. The Controller’s default password is
impro and the Terminal’s default password is masterkey.
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G 5. Click on the &4 button.
6. Click the &4 button.

In Windows®, click Start>Programs>ImproNet>Access.

Replace Controller

In the Navigator Pane, click the old Controller to select it.

Right-click the Controller and select the Replace Unit option.

From the Unit Type drop-down list, select the new Controllers unit type.
Enter the new Controllers Fixed Address.

Click the 2l button.

SAREE S o

Replace Terminal

Ensure that the replacement Terminal is of the same type as the original Terminal.

In the Navigator Pane, click the old Terminal to select it.
Right-click the Terminal and select the Replace Unit option.
Enter the new Terminals Fixed Address.

Click on the button.

HpwDhPR
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Database Maintenance

Firebird General

Firebird is a powerful, compact client or server SQL relational database management system
offering many ANSI SQL standard features and can run on various server and client operating
systems. Firebirds officially supported platforms are Windows and Linux. Firebird will,
however, also run on operating systems, such as FreeBSD and Apple Macintosh OS/X.
Firebird offers excellent concurrency, high performance, and powerful language support for
stored procedures and triggers.

Firebird features a higher level of SQL standards compliance than most other industrial-strength
client or server database management systems on the market today. Firebird also carries out
some powerful language features in the vendor-specific sphere of procedure programming.

Firebird 1.5 is a full-featured SQL database engine. Firebird is powerful, yet lightweight, with
the smallest possible configuration and administration needs. It's easily scalable from single-
user, single-database use up to company-wide enterprise purposes. A single Firebird server
can handle multiple independent databases, each with multiple client connections. And best of
all: it’s true Open Source, thus free of any license fees even for commercial use.

We publish all our Software with the Firebird Database as our standard offering. The ImproNet
Software suite also offers support for Windows SQL Server 2000 and 2005. The purpose of this
document is to aid you in running Systems on the Firebird Database. Administrators running
Systems on the Windows SQL Server must have the right training for the administration of
those Databases.

This section will address the following topics:

e Firebird Utilities

e Database Backups

e Database Restore

e Database corruption

e General Impro Database maintenance

We recommend regular database maintenance. The schedule of maintenance depends on how
critical transactions are to the organisation, the size of the database, as well as the number of
transactions written to the database daily. An organisation that uses the transactions for export
to payroll may choose to make daily backups of the database. Whereas the small office with 20
employees may choose perform a backup once a month or even every 2 to 3 months.
Irrespective of the above factors, carry out the following for database maintenance:

82
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1. Perform regular backups using the tools and techniques described under the section
Database Backups.
2. Perform regular test restores on the backup files, using the tools and techniques described
under the section Database Restore.
3. Atregular intervals, take the working database off-line and carry out a Backup and restore.
This ensures that the working database does not contain any corrupt data or tables. Refer

to the section Recovering a Corrupt Database for more information.

Following these steps will not guarantee the Database will not corrupt in time, but they will

ensure the odds of corruption occurring are greatly minimised and the least possible
subsequent data loss.

Figure 49 below shows an example of a monthly maintenance schedule: This organisation
needs daily backups as data is critical.

September

Monday |

7
Daily Backup

14

Daily Backup

21

Daily Backup

28

Daily Backup

Tuesday
1
Daily Backup

8
Daily Backup

15

Daily Backup

22

Daily Backup

29

Daily Backup

Daily Backup

9
Daily Backup

16
Daily Backup

23

Daily Backup

30

Daily Backup and
Restore of Working
Database Backup
and Restore

Figure 49 — Example of a Monthly Maintenance Schedule

‘ Thursday
3
Daily Backup

10
Daily Backup

17

Daily Backup

24

Daily Backup

4

Daily Backup and
Restore

Friday

11

Daily Backup and
Restore

18

Daily Backup and
Restore

25

Daily Backup and
Restore

12

19

26

Saturday

In the event the Database does not restore on the 25", you have 2 choices:

13

20

27

Sunda:

1. Try and recover the Database using the steps described in the section Recovering a
Corrupt Database, or

2. Resort to the previous day’s backup and restore that file.

Firebird Utilities

There are many Database Management Utilities available for maintaining Firebird Databases.
Many of these are open source utilities and are available at www.firebirdsql.org. These utilities

include IBEasy (Freeware), IBExpert (commercial and open source personal editions),
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IBFirstAid (commercial) and IBConsole (open source). We ship IBConsole as the Database

Management Utility.

IBConsole is a relational database management utility allowing connection to and administration
of multiple Firebird Servers and Databases. The entire functionality of IBConsole is beyond the
scope of this document; however administrators of Impro Access Control Databases may find

the following roles within IBConsole useful:

e Database maintenance in the form of database sweeps and checking for errors.
e Backup and Restores of the database.
o Review of the database structure, allows addition of extra tables for third-party

integration.

The first step in connecting to an Impro Database is registering the Database Server. The
following examples refer to the default Database impronet.fdb used by the ImproNet Software
suite. The default locations for the Databases and the IBConsole Utility varies dependant on
the Access Control System used.

Start the IBConsole Software
In Windows®, go to Start>Programs>ImproNet>Utils>IBConsole.

Register the Server

You need only perform these steps once. After registration, the settings remain and you are only
required to login to the Server.

Q] Register Server and Connect

Server Information

[ )]

(" Local Server

(¢ Remote Server

Server Name: Network Protocol:
[LocaLHoST LEZ. -
Alias Name:
ILocal Server
Description:
[v Save Alias Information
Login Information
User Name: I
Password: I
0K Cancel

Figure 50 — Register Server and Connect Dialog

1. From the Server drop-down menu, select the Register choice.
2. Inthe Register Server and Connect dialog, click the Remote Server radio button.

84
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3. Inthe Server Name textbox, assign the Server a name. In this example, we used
LOCALHOST.

G Rather than assigning the Server a name in the Server Name textbox, you may use the PC’s |IP
Address.

In the Network Protocol textbox, select TCP/IP from the drop-down list.
In the Alias Name textbox, assign a meaningful name.

Leave the remaining fields unchanged.

Click the OK button.

N o gk

Login to the InterBase Server

1. From the Hierarchical Tree, select your InterBase Server (based on the example in Figure
50 select Local Server).

2. From the Server drop-down menu, select the Login choice.

3. Inthe Server Login dialog, enter the Username and Password.

E The default username is SYSDBA. The default password is masterkey.

4. Click the Login button.

Register the Database

ﬂ] Register Database and Connect v @]

Server: Local Server

Database

IC: \ImproNet\Database\mproNet.fdb J
File:

[l mproNet.fdb

Alias Name:

[v Save Alias Information

Login Information

I

User Name:

Password:

l

Role:

-

I =]

Default Character Set
0K | Cancel I

Figure 51 — Register Database and Connect Dialog

1. From the Database drop-down menu, select the Register choice.
2. In the Register Database and Connect dialog, In the Database textbox, enter the full file
path to your Database (see Figure 51).
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3. Click your mouse pointer in the File textbox, the Database’s file name automatically
appears.

4. Leave the remaining fields unchanged.

5. Click the OK button.

G The default Database path for the ImproNet Software suite is: C:\ImproNet\databse\impronet.fdb.

6. Inthe Hierarchical Tree, double-click on the Impronet.fdb file, starting the Database.

Database Backups

Administrators of Impro Access Control Systems have various options for making a backup of
their Access Control Database. The simplest option employed, is copying the Database.

[ 0] Copying the Database simply copies the Database irrespective of whether there is corruption of the

- J Database or not.

E Before making a copy of the Database ensure that you shut down the Access Control Software.

The preferred method of making a backup is to use the built in (automatic) backup features in
the ImproNet Software.

1. InWindows®, go to Start>Programs>ImproNet>Engine.
2. From the Configuration drop-down menu, select Backup.

Backup 23

r

Backup path: [/Database/

Number of backups to keep in backup folder: :3
Schedule: R
(v Mon |01: [00]
[v] Tues [0‘1] : @
Awed  [01]:[o0]
[v] Thurs ‘CT1J : EE
V] Fri [01]* [oc]
v] Sat [01]: [o0]
V] Sun {01 J 00

Site (SLA) lo1000000 |

P4

Figure 52 — Backup Dialog
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3. Inthe Backup dialog, alongside the Backup Path textbox, click on the | button.

G The backup path automatically defaults to the local workstation. For storage purposes, ensure that you
change this backup path to a remote server. Engine does not allow the use of spaces within the
backup path.

4. Inthe Number of Backups to keep in Backup Folder textbox, enter a suitable number.
5. From the Schedule group specify the days and times you wish to perform the backups.
6. Click on the button.

Ensure that you schedule the backups when Engine is open and running.

7. Shutdown and restart the Engine module for the changes to take effect.

During the backup procedure, the backup utility takes a snapshot of the working database, the
snapshots compacted and a new file created. The resulting backup file has an fbk file
extension.

Note, a backup does not guarantee that your ImproNet Database is free from corruption. Ensure that
you carry out regular database maintenance, thus ensuring that your ImproNet Database is not corrupt.

For unscheduled backups use either of the following choices:

e Backup the ImproNet Database using IBConsole.
e Backup the ImproNet Database using a Batch File.

1. InWindows®, go to Start>Programs>ImproNet>Utils>IBConsole.
2. From the Database drop-down menu, select Maintenance>Backup / Restore>Backup.

{] Database Backup v
Database Options:
Server. Local Server Format Transportable L]
Alias: ImproNet fdb = Metadata Only False
Garbage Collection True
Transactions in Limbo Process
Backup File(s) Checksums Process
Server. ILoc al Server L] Convert to Tables False
Afox I 3 Verbose Output To Screen

0K I Cancel I

Figure 53 — Database Backup Dialog
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3. Inthe Database group, from the Alias drop-down list, select the Database for backup.
4. Inthe Backup File(s) group, in the Alias textbox, provide a name for the backed up
Database.

Ensure that your backed up file has an FBK file extension.

5. Inthe Backup File(s) group, in the Filename(s) textbox, provide the directory path and file
name for the backup Database. We suggest C:\ImproNet\Database\lImproNet.fbk.

Leave the remaining values as they are.

Click on the OK button.

In the Information dialog, click on the OK button.

Close the Database Backup dialog.

© ® N

Create the “.bat” File
1. Capture the following text into a text file (for example Notepad).

' — )
| Untitled - Notepad o |[@ =)
File Edit Format View Help
@SET ISC_USER=SYSDBA M

@SET ISC_PASSWORD=masterkey

@SET PATH=%PATH%;C: \Program Files‘\Firebird\Firebird_1_5bin
gfix -m -f impronet.fdb

ghak -b -g -v -z impronet.fdb impronet.fbk

@Pause Completel

Figure 54 — Backup Using a Batch File

G Settings explained:
e @SET ISC_USER=SYSDBA—this sets the user name as SYSDBA, thus ensuring the backup
utility connects to the Database.

e @SET ISC_PASSWORD=MASTERKEY—this sets password. If you changed the default
password, ensure that you use the new password.

e @SET PATH=%PATH%;C:\Program Files\Firebird\Firebird_1_5\bin—indicates the path to
the GBAK backup utility. If the GBAK backup utility does not appear in this directory, set the
path accordingly.

e gfix -m -f impronet.fdb—repairs minor database corruption.

e gbak -b -g -v -z impronet.fdb impronet.fbk—creates the backup file impronet.fok. To
change the name of the target database, simply change the impronet.fbk file to another name,
keeping the fbk file extension.

2. Save the text file as a “.bat” file.
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Run the “.bat” Batch File

In Windows®, click Start>Programs>Accessories>Run.
In the Run dialog, click on the Browse button.

In the Browse dialog, select the “.bat” file you created.
Click on the Open button.

In the Run dialog, click on the OK button.

Follow the on-screen prompts.

o0k wbhPE

. 9 This backup process may take some time on large Databases. Once the backups complete, ensure
that you copy the resulting backup file to a different PC or on to removable media for storage.

Database Restore

Perform a Database restoration for the following reasons:

e Your original ImproNet Database becomes corrupt.

e Your PCs hard drive is damaged for any reason.

e To ensure that Database backups are not corrupt, a successful restoration suggests a
sound Database.

Disconnect from the Database

1. InWindows®, go to Start>Programs>ImproNet>Utils>IBConsole.

2. From the Hierarchical Tree, click on the Impronet.fdb file.

3. From the Database drop-down menu, select Maintenance>Shutdown.

Restore the Backup
1. InIBConsole, from the Database drop-down menu, select Maintenance>Backup /

Restore>Restore.
{[] Database Restore (3]
Backup File(s) Options:
Server: Local Server Page Size (Bytes) 4096 |
Alias: I z| Overwrite False
Commit After Each Table False
B * | |Create Shadow Files True
Deactivate Indices False
T |Validity Condtions Restore
v Use All Space False
Database Verbose Output To Screen
Alias: I L]
oK I Cancel |

Figure 55 — Database Restore Dialog
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bd

2. Inthe Backup File(s) group, in the Alias textbox, select the name of the backed up
Database.

If IBConsole does not auto complete the remaining fields continue as follows, otherwise
continue with point 4:

o0k~ w

In the Backup File(s) group, in the Filename(s) textbox, provide the directory path and
file name for the backup database. We suggest C:\ImproNet\Database\ImproNet.fbk.
In the Database group, from the Server drop-down list, select the server in which the
Database will remain.

In the Database group, from the Alias drop-down list, select the Database to restore
to.

In the Database group, in the Filename(s) textbox, provide the directory path and file
name for the restored Database. We suggest C:\ImproNet\Database\lImproNet.fdb.

From the Options group, select the Overwrite record.

From the Overwrite drop-down list, select True.

Click on the OK button.

Close the Database Restore dialog when you see the comment “Service Ended”.

Reconnect to the Database
1. InIBConsole, from the Hierarchical Tree, click on the Impronet.fdb file.
2. From the Database drop-down menu, select Maintenance>Restart.

Create the “.bat” File
1. Capture the following text into a text file (for example Notepad).

ghak

- ™
| Untitled - Notepad o |[® =3
File Edit Format View Help
@SET ISC_USER=SYSDBA -
@SET ISC_PASSWORD=masterkey .
@SET PATH=%PATH%;C: \Program Files‘\Firebird\Firebird_1_5bin

@Pause Complete

-p 8192 -c -v impronet.fbk impronetNew. fdb|

Figure 56 — Restore Using a Batch File

Settings explained:

@SET ISC_USER=SYSDBA—this sets the user name as SYSDBA, thus ensuring the backup
utility connects to the Database.

@SET ISC_PASSWORD=MASTERKEY—this sets the password, if you changed the default
password, ensure that you use the new password.
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e @SET PATH=%PATH%;C:\Program Files\Firebird\Firebird_1_5\bin—indicates the path to
— the GBAK backup utility. If the GBAK backup utility does not appear in this directory, set the
path accordingly.
e gbak -p 8192 —c -v impronet.fbk impronetNEW.fdb—restores the impronet.fbk file to the
name of impronetNEW.fdb.

2. Save the text file as a “restore.bat”.

Run the “restore.bat” File

In Windows®, click Start>Programs>Accessories>Run.
In the Run dialog, click on the Browse button.

In the Browse dialog, select the “.bat” file you created.
Click on the Open button.

In the Run dialog, click on the OK button.

Follow the on-screen prompts.

S A

This restore process may take some time on large Databases. This process restores the new
Database to the same directory as where the batch file ran from. Once the restore process is
complete, close all applications connected to the original Database. Rename the existing Database as
impronetOLD.fdb and rename the impronetNEW.fdb Database to impronet.fdb.

Database Corruption

Lessen data loss if Database corruption occurs, by making regular Database back-ups. It is essential
that these regular backups are made and kept on removable media, or on a networked drive. Storing
backups on the local disk will not prevent data loss if the hard drive fails.

A Corrupt Database does not always mean a loss of data. Usually, you can recover the
Database using a combination of the tools described earlier, as well as the Pump Utility shipped
with ImproNet.

There are various indicators of a corrupt Database:

e The Software may not start up.
e The Engine may hang or not upload transactions.

Database corruption can result from various causes beyond the scope of this document, the list
below outlines the common causes of database corruption:

1. Abnormal or incorrect shutdown of the server, especially during power failures. Ensure
that the server has a working uninterrupted power supply.

2. Server defects and hardware faults, especially with hard disk drives, disk controllers,
main memory of the PC and cache memory of raid controllers.

3. Copying the Database while the servers running.

Hard disk drive or Operating System corruption.

5. Poor Database design.

»
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Sharing the Database folder (allowing access over the network) is a security risk, and
increases the chance of database corruption. Firebird cannot tolerate other applications
locking sectors of the Database file.

— DO NOT use Windows Explorer (or command line '‘Copy' or 'Xcopy') when copying the
Database file on a live Database. In practice, these utilities may lock the sector they're
copying. So merely copying the impronet.fdb file with Windows Explorer is enough to
corrupt the Database.

— DO NOT use any arbitrary backup tool or archiving tool to make a backup copy of the
Database. The only safe way to make a backup copy of the Database is to use the
backup facility we provided with ImproNet, or use Firebird's GBAK tool. This creates a

".gbk’ or ".fbk' backup file, suitable for safe copying after finishing the backup process.
Alternatively, the Firebird Server on the server must be stopped to copy the ".fdb' file,

and it must be restarted afterwards.

Check for other processes trying to read the Database file. These are typically Virus

and Spy-ware scanners, common on corporate PC's.

7. The bigger the size of the Database file, the more likely is it to become corrupt because
of one of the reasons mentioned above.

If you suspect your ImproNet Database is corrupt, carry out an immediate backup and restore
on the Database.

Follow these steps when checking and repairing minor corruption:

G Carry out these steps regularly, for example every 2 or 3 months.

1. Close all applications connected to the Database.
2. Copy the Database to a separate directory.
3. Inthe same directory, capture the following text into a text file (for example Notepad).

File

| Untitled - Notepad

Edit Format View Help

=3 EoE "X

@SET
@SET
@SET
gfix
ghak
ghak

ISC_USER=5SYSDBA

ISC_PASSWORD=masterkey

PATH=%PATH%;C:\Program Files\Firebird\Firebird_1_5bin
-m -f impronet.fdb

-b -g -v -z impronet.fdb impronet.fbk

-p 8192 -c -v impronet.fbk impronetNew.fdb

@Pause Complete

=

Figure 57 — “repair.bat” Batch File

4. Save the file as “repair.bat”.
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Run the “repair.bat” File

In Windows®, click Start>Programs>Accessories>Run.
In the Run dialog, click on the Browse button.

In the Browse dialog, select the “.bat” file you created.
Click on the Open button.

In the Run dialog, click on the OK button.

Follow the on-screen prompts.

o0k wbhPE

This process mends and backs-up the Database to the same directory as where the batch file ran from.
Once complete, the restore process runs resulting in an impronetNEW.fdb Database file. If successful,
you may use the restored Database as a direct replacement for the existing Database. If the restore
fails for any reason, perform the steps described in the Recovering a Corrupt Database section below.

1. Close all applications connected to the Database.
2. Copy the Database to a separate directory.

3. Inthe same directory, capture the following text into a text file (for example Notepad).
- -
| Untitled - Notepad (o[ @ |3

File Edit Format View Help
@SET ISC_USER=SYSDBA -

@SET ISC_PASSWORD=masterkey

@SET PATH=%PATH%;C:\Program Files\Firebird\Firebird_1_5\bin
gfix -m -f impronet.fdb

ghak -b -g -v -z impronet.fdb impronet.fbk

gbak -p 8192 -c -v impronet.fbk impronetNew.fdb

@Pause Complete

Figure 58 —Batch File
4. Save the file as “repair.bat”.

Run the Batch File

In Windows®, click Start>Programs>Accessories>Run.
In the Run dialog, click on the Browse button.

In the Browse dialog, select the “.bat” file you created.
Click on the Open button.

In the Run dialog, click on the OK button.

Follow the on-screen prompts.

ook wNE

This process mends and backs-up the Database to the same directory as where the batch file ran from.
Once complete, the restore process runs resulting in an impronetNEW.fdb Database file. If successful,
you may use the restored Database as a direct replacement for the existing Database. If the restore
fails for any reason, contact your nearest Impro support representative.
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Run the Database Pump Utility

The Pump Utility lets you flush out and correct a “muddled” or overloaded Database. When
executed, the Pump takes all the Tagholders, Visitors and Transaction data and pumps this into
a fresh Database.

Before using the Pump Utility, ensure that you close all other applications. For large Databases carry
out the Pump action over a quiet period, as completion could take many hours.

1. InWindows®, go to Start>Programs>ImproNet>Utils>Pump.
2. Enter your Username and Password.

The default username is SYSDBA. The default password is masterkey.

3. Click on the OK button.
4. Inthe Pump Database dialog, click the Start button.

p
Z& Pump Database (o] & =]

File

Database idbc:ﬁrebirdsql:l:!ocalhostiC:/ImproNet:DatabaselIMPRO...

Processing table : OUTPUT_DEVICE

Total progress
[ 18

Cancel

Figure 59 — Logon to Database Dialog

5. Inthe Message dialog, click the OK button.

For Firebird Database corruption that you cannot correct with GFIX, you may buy advanced
Firebird database recovery tools from the IB Surgeon web site.

Accessing the IB Surgeon Web Site

1. Open your chosen Internet browser.

2. Inthe Address bar, type in the URL: http://www.ib-aid.com/.

3. Onthe Home page, select the Products tab.

4. From the Recovery or Optimization Products group, click on the IBFirstAID link.

From here you may read up on the Software, or buy a copy for use.
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Archiving Transactions

The maximum recommended Database size for ImproNet is 2 GB.

To keep your Database, below this limit, we recommend that you archive transactions using the
ImproNet’s Archive Utility.

This Archive action has two major benefits:

e Manages the size of the Database, freeing up space on the PC
e Keeps a cleaner, uncluttered Database

For full details on using the Archive Utility go to Part 8- Utilities.

Archiving Tagholders

The Archive Tagholders choice lets you archive Employee and Visitor Tagholder and
transaction information.

To do this, continue as follows:

In Access, from the Menu Bar, select Configuration.
Click on the Maintenance menu choice.

Select the Archive Tagholders radio button.

Click the 2] button to accept.

rpwidNPRE

A Archive Master Records @

é Visitors

Name Employee Department |

11 Paul Smith 1 |Sales
2|7 Jackson Pierce 7 iManuFacturing

“ Archive ‘\
| )

[ | @] ]

Figure 60 — Archive Master Records Dialog

5. Inthe Archive Master Records dialog, select the Employee tab.
6. Select either a single Tagholder or multiple Tagholders from the list of displayed records.
7. Click the Archive button.

The same steps apply when you archive Visitor Tagholders, however, instead of selecting the
Employee tab, select the Visitor tab.
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From the Menu Bar, select Configuration.

Click on the Maintenance menu choice.

Select the Archive Tagholders radio button.

Click the &2l button to accept.

In the Archive Master Records dialog, select the Employee tab.

Click the Import button.

In the Please Select a Tagholder Archive dialog, double-click on the Archive folder.
Double-click the Tagholders folder.

. Select the Tagholder for importing.

10. Click the Open button.

© N OkrLDNE

Import transactions... (=3+)

‘e' Importing the tagholder's transactions might take some time.
> Do you wish to import the tagholder's transactions?

[ Yes l { No

Figure 61 — Import Transactions Dialog

11. In the Import Transactions dialog, confirm whether to import the Tagholders transactions,
click either the Yes or No button.

The same steps apply when you import Visitor Tagholders, however, instead of selecting the
Employee tab, select the Visitor tab.
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Many of the Events referred to in the text have multiple value possibilities. Not every Event is
repeated below, as it would entail printing a repeated increasing value for such events.
Therefore, the first of the series has the value limits stated such as “Door open too long 1 to 16”.
This means there are in fact, 16 different events available.

Event Statement

Event Description

EV_Allowed_Exceptional_In

Tagholder allowed IN.

EV_Allowed_Exceptional_Out

Tagholder allowed OUT.

EV_Allowed_Normal_In

Tagholder allowed IN.

EV_Allowed_Normal_Out

Tagholder allowed OUT.

EV_Allowed_Normal_On

Manually added clocking added by T&A systems.

EV_Allowed_Normal_Off

Manually added clocking added by T&A systems.

EV_Allowed_Keyboard_Clock_On

Manually added clocking added by T&A systems.

EV_Allowed_Keyboard_Clock_Off

Manually added clocking added by T&A systems.

EV_Allowed_Keyboard_Allowed_In

Manually added clocking added by T&A systems.

EV_Allowed_Keyboard_Allowed_Out

Manually added clocking added by T&A systems.

EV_Allowed_APB_Override_In

Allowed APB Override IN, if Ignore APB until
Future Date is set on the Controller.

EV_Allowed_APB_Override_Out

Allowed APB Override OUT, if Ignore APB until
Future Date is set on the Controller.

EV_Allowed_APB_Violation_Out

Allowed APB Violation OUT, if the zones been set
to relaxed APB.

EV_Allowed_Time_or_Day_Violation_Out

Allowed Time or Day Violation OUT, while the
Tagholders in a zone and the ATP ends.

EV_Allowed_Visitor_In

Visitor allowed IN.

EV_Allowed_Visitor_Out

Visitor allowed OUT.

EV_Allowed_Duress_In

Tagholders allowed entry by pressing a duress
code after presenting a Tag.

EV_Allowed_Duress_Out

Tagholders allowed exit by pressing a duress
code after presenting a Tag.

EV_Authentication_Failure

Tag not authenticated by the Controller.

EV_Counterl_Threshold_In

Counter reached threshold IN level.

EV_Counterl_Threshold_Out

Counter reached threshold OUT level.

EV_Counter2_Threshold_In

Counter reached threshold IN level.

EV_Counter2_Threshold_Out

Counter reached threshold OUT level.

EV_Counter3_Threshold_In

Counter reached threshold IN level.

EV_Counter3_Threshold Out

Counter reached threshold OUT level.

EV_Counterl Has Zeroed In

Counter reached zero IN level.
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Event Statement

Event Description

EV_Counterl Has Zeroed Out

Counter reached zero OUT level.

EV_Counter2_Has_Zeroed_In

Counter reached zero IN level.

EV_Counter2_Has_Zeroed_Out

Counter reached zero OUT level.

EV_Counter3_Has Zeroed_In

Counter reached zero IN level.

EV_Counter3 Has Zeroed Out

Counter reached zero OUT level.

EV_Counterl Is_Zeroed_In

Counter is zero IN level.

EV_Counterl _Is_Zeroed_Out

Counter is zero OUT level.

EV_Counter2_Is Zeroed In

Counter is zero IN level.

EV_Counter2_Is_Zeroed_Out

Counter is zero OUT level.

EV_Counter3_Is_Zeroed_In

Counter is zero IN level.

EV_Counter3_Is Zeroed Out

Counter is zero OUT level.

EV_Denied_APB_In

Denied Access IN, APB active, no access with
Tag.

EV_Denied_APB_Out

Denied Access OUT, APB Active, Tag already
used.

EV_Denied_Interleading_Zone_Routing_In

Denied Access IN, Tag requires Zone route
sequence to be followed.

EV_Denied_Location_In

Denied Location IN, Tagholder does not have
access to that specific location.

EV_Denied_Location_Out

Denied Location OUT, Tagholder cannot exit from
that specific location.

EV_Denied_No_Supervisor_In

Denied No Supervisor IN, Supervisor Unlock,
Tagholder denied because there is no supervisor
in the zone.

EV_Denied_Last_Supervisor_Out

Denied Last Supervisor OUT, No supervisor to
validate exit.

EV_Denied_Tag_Blacklisted_In

Denied IN, Tag blacklisted.

EV_Denied_Tag_Blacklisted_Out

Denied OUT, Tag blacklisted.

EV_Denied_Tag_Suspended_In

Denied IN, Tag suspended.

EV_Denied_Tag_Suspended_Out

Denied OUT, Tag suspended.

EV_Denied_Tag_Expired_In

Denied IN, Tag expired

EV_Denied_Tag_Expired_Out

Denied OUT, Tag expired

EV_Denied_Time_or_Day In

Denied IN, Tagholder out of range of their Access
Time Pattern for their Access Group.

EV_Denied_Time_or_Day_Out

Denied OUT, Tagholder out of range of their
Access Time Pattern for their Access Group.

EV_Denied_Zone_Count_Exceeded_In

Tagholder denied access if the zone is at its
maximum capacity of Tagholders. Initiate Zone
count first.

EV_Denied_Site _In

Tagholder does not have access to this site.

EV_Denied_Site_Out

Tagholder does not have permission to exit this
site.

EV_Denied_External_In

Reserved for R/W, not currently used.

EV_Denied_External_Out

Reserved for R/W, not currently used.

EV_Denied_No_Host_for_Visitor_In

Denied entry because Host has not entered first.

EV_Denied_No_Host_for_Visitor_Out

Denied exit because Host has not entered first.
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Event Description

EV_Denied_Multiple_Tags Req_In

More than one Tag is required for access.

EV_Denied_Multiple_Tags Req_Out

More than one Tag is required for access.

EV_Denied_Unknown_Tag_In

Denied IN, unrecognised Tag, this Tag does not
exist in the Database.

EV_Denied_Unknown_Tag_ Out

Denied OUT, unrecognised Tag, this Tag does not
exist in the Database.

EV_Denied_Location_Locked_In

Denied IN, Entry unit locked.

EV_Denied_Location_Locked_Out

Denied Out, Exit unit locked.

EV_Denied_Location_No_Tag_Time_In

Reserved for R/W, not currently used.

EV_Denied_Location_No_Tag_Time_Out

Reserved for R/W, not currently used.

EV_Denied_Inhibited_by Input_In

The event is raised when an input is configured to
block a scanner, and a Tag is presented at the
Reader. The input may for example be connected
to a vehicle detector embedded into the road.

EV_Denied_Inhibited_by Input_Out

The event is raised when an input is configured to
block a scanner, and a Tag is presented at the
Reader. The input may for example be connected
to a vehicle detector embedded into the road.

EV_Denied_Unknown_In

Random Tagholder denied access.

EV_Denied_Unknown_Out

Random Tagholder denied access.

EV_Denied_Pin_In

Tagholder denied entry, incorrect PIN-code
entered on the keypad.

EV_Denied_Pin_Out

Tagholder denied entry, incorrect PIN-code
entered on the keypad.

EV_Denied_Wrong_Routing_In

Tagholder has not followed routing sequence.

EV_Denied_Wrong_Routing_Out

Tagholder has not followed routing sequence.

EV_Biometric_Allowed_In

For use in third-party validation.

EV_Biometric_Allowed_Out

For use in third-party validation.

EV_Biometric_Denied_In

For use in third-party validation.

EV_Biometric_Denied_Out

For use in third-party validation.

EV_Single_Key Pressed

Single Key Pressed, reserved — not currently
used.

EV_Dual_Key Pressed

Dual Key Pressed, reserved — not currently used.

EV_Special_Key Code_1

Raised when a Terminal specific PIN-codes been
typed in. Each Terminal can have two PIN-codes.

EV_Special_Key Code 2

Raised when a Terminal specific PIN-codes been
typed in. Each Terminal can have two PIN-codes.

EV_Anti_Tamper

A units being tampered with.

EV_Terminal_Timeout

A Terminals off-line.

EV_Host_Timeout

Hosts off-line.

EV_Unit_Power_up

Units received power.

EV_RTE_1-16

Request To Enter 1-16, Button pressed
requesting access.

EV_DOS_Door_Forced_1-16

Door Open Sensor, Door Forced 1-16.

EV_DOS_Door_Open_Too_Long_1-16

Door Open Too Long 1-16.

EV_DOS_Door_Open_Normal_1-16

Door Open Normally 1-16.
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Event Statement

Event Description

EV_DOS_Door_Not _Opened_1-16

Door Not Opened 1-16.

EV_Input_Alarm_1-16

Input Alarm 1-16.

EV_Raised_Event_1-16

Raised Event 1-16.

EV_Zone Count_Is Zero_1-64

Zone 1-64: Count is Zero.

EV_Zone_Count_Is_NonZero_1-64

Zone 1-64: Count is Non Zero.

EV_Zone_Count_Is_Max_1-64

Zone 1-64: Count is maximum — Count at its limit.

EV_Zone_Count_Is_MaxMinusOne_1-64

Zone 1-64: Count is maximum minus one.

EV_Reason_Code_ 0-99

Reason Code 0-99.

EV_DOS_Door_Closed _1-16

Door Closed 1-16.

EV_Host_Allowed_Normal_In

EV_Host_Allowed_Normal_Out

Host Allowed Normal OUT.

EV_Host_Allowed_APB_Override_In

Host Allowed Normal IN. \

Host Allowed APB Override IN.

EV_Host_Allowed_APB_Override_Out

Host Allowed APB Override OUT.

EV_Host_Allowed_APB_Violation_Out

Host Allowed APB Violation OUT.

EV_Host_Allowed_Time_Day_Violation_Out

Host Allowed Time Day Violation OUT.

EV_Host_Allowed_Exceptional_In

Host Allowed Exceptional IN.

EV_Host_Allowed_Exceptional_Out

Host Allowed Exceptional OUT.

EV_Host_Allowed_Vistor_In

Host Allowed Vistor IN.

EV_Host_Allowed_Visitor_Out

Host Allowed Visitor OUT.

EV_Host_Allowed_Duress_lIn

Host Allowed Duress IN.

EV_Host_Allowed_Duress_Out

Host Allowed Duress OUT.

EV_HFB_Allowed_Normal_In

Host not available, Host Fall Back to

Controller allows IN.

EV_HFB_Allowed_Normal_Out

Host not available, Host Fall Back to
Controller allows OUT.

EV_HFB_Allowed_APB_Override_In

Host not available, Host Fall Back to
Controller allows APB override IN.

EV_HFB_Allowed_APB_Override_Out

Host not available, Host Fall Back to
Controller allows APB override OUT.

EV_HFB_Allowed_APB_Violation_Out

Host not available, Host Fall Back to
Controller allows APB violation OUT.

EV_HFB_Allowed_Time_Day__Violation_Out

Host not available, Host Fall Back to
Controller allows Time/Day violation
OUT.

EV_HFB_Allowed_Exceptional_In

Host not available, Host Fall Back to
Controller allows Tag exception IN.

EV_HFB_Allowed_Exceptional_Out

Host not available, Host Fall Back to
Controller allows Tag exception OUT.

EV_HFB_Allowed_Visitor_In

Host not available, Host Fall Back to
Controller allows Visitor Tag IN.

EV_HFB_Allowed_Visitor_Out

Host not available, Host Fall Back to
Controller allows Visitor Tag OUT.

EV_HFB_Allowed_Duress_In

Host not available, Host Fall Back to

EV_HFB_Allowed Duress_Out

Host not available, Host Fall Back to
Controller allows Duress code OUT.

Controller allows Duress code IN . j

Normally used with Third-party Integrations
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Event Description

EV_Allowed_Special_1 In

Allowed Special 1 IN — Property set on Tag.

EV_Allowed_Special_1 Out

Allowed Special 1 OUT — Property set on Tag.

EV_Allowed_Special_2_In

Allowed Special 2 IN — Property set on Tag.

EV_Allowed_Special_2_Out

Allowed Special 2 OUT — Property set on Tag.

EV_Tables_Initialised

Raised when the Controller initiates all internal
tables. They all become blank.

EV_Tables_Corrupt

Raised when the Controller detects a corrupt
table.

EV_Trans_Buffer_75 Full

Transaction buffer in the Controllers 75% full.

EV_Trans_Buffer_90_ Full

Transaction buffer in the Controllers 90% full.

EV_Trans_Buffer_100_Full

Transaction buffer in the Controllers 100% full.

EV_3" Party Event 1-16

Action of a third-party event.

EV_Inter_Controller_Comms_Error

Inter Controller Comms Error.

EV_Bell_Button

Bell Button pressed on the KMA Antenna Reader.

EV_Input_Cut_1-16

Input Cut 1-16.

EV_Input_Shorted_1-16

Input Shorted 1-16.

EV_Denied_Biometric_In

Denied Biometric IN.

EV_Denied_Biometric_Out

Denied Biometric OUT.

EV_Scanner_Inhibited

Scanner Inhibited.

EV_Scanner_Enabled

Scanner Enabled.

EV_Pending_Allowed_Normal_In

Dual Tag Pending, Allowed Normal IN.

EV_Pending_Allowed_APB_Override_In
EV_Pending_Allowed_Normal_Out
EV_Pending_Allowed_APB_Override_Out  Dual Tag Pending, Allowed APB Override OUT.

EV_Pending_Allowed_TimeDay_Violation_  Dual Tag Pending, Allowed Time or Day Violation
Out OUT.

EV_Pending_Allowed_APB_Violation_Out = Dual Tag Pending, Allowed APB Violation OUT.

Dual Tag Pending, Allowed APB Override IN.
Dual Tag Pending, Allowed Normal OUT.

EV_Allowed_Interleading_In

Allowed Interleading IN.

EV_Allowed_Interleading_Out

Allowed Interleading OUT.

EV_Controller_Timeout

Controller Timeout.

EV_Input_Emergency_Mode_On

Input Emergency Mode ON.

EV_Input_Emergency_Mode_Off

Input Emergency Mode OFF.

EV_Input_Lockdown_Mode_On

Input Lockdown Mode ON.

EV_Input_Lockdown_Mode_Off

Input Lockdown Mode OFF.

EV_Input_Alarm_Restore_1-16

Input Alarm Restored 1-16.

EV_Power_Failure

Power Failure.

EV_Power_Restored

Power Restored.

EV_Battery_Low

Battery Low.

EV_Battery Ok

Battery OK.

EV_Arm_No_Authority

The Tag used does not have zone arming
authority.
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Event Statement

Event Description

EV_Arm_Already Armed

Zone already armed.

EV_Arm_Zone_Not_Ready

Zone not ready for arming.

EV_Arm_Zone_Armed

Raised on successful arming operation.

EV_Arm_Failed

Arm operation failed, zone not armed.

EV_Arm_Failed_Arm_All

Failure arming all zones.

EV_Arm_Request

Places the Controller in the middle of an arming
sequence, and tries to Arm the zone (carries out
the 'Arm Alarm System Relay' action).

EV_Arm_Out_Of Sequence

Raised when the 'Armed Input' activates suddenly
(with no Arming Request), the zone immediately
goes into Armed Mode.

EV_Disarm_No_Authority

The Tag used does not have disarm authority for
the zone.

EV_Disarm_Already_Disarmed

Zone already disarmed.

EV_Disarm_Zone_Disarmed

Raised on successful disarm operation.

EV_Disarm_Failed

The disarm operation failed, zone not disarmed.

EV_Disarm_Emergency_Unlock

Raised when a zone is in Armed Mode and an
Emergency Unlock request is made. Emergency
Unlock has a higher priority than Armed Mode.
No disarm request is made to the Alarm Panel.
All Readers exit Armed Mode and go into
Emergency Unlock Mode.

EV_Disarm_Request

Places the Controller into the middle of a
disarming sequence and tries to disarm the zone.
Carries out the 'Disarm Alarm System Relay'
action.

EV_Disarm_Out_Of_Sequence

Raised when the 'Armed Input' suddenly
becomes inactive (with no Disarming Request).
The zone immediately exits Armed Mode.

EV_Denied_Terminal_Armed_In

Terminal denies entry while in Armed Mode.

EV_Denied_Terminal_Armed_Out

Terminal denies exit in Armed Mode.

EV_SMS_Action_Performed

This status transaction keeps a record of actions
performed via SMS.

EV_Comms_Message_Failure

Raised when sending a template to a B-SHO
Terminal fails.

EV_Comms_Diagnostics

Reports the round trip time (in milliseconds) and
the number of failures.

Table 5 — Table of Events and Actions

IXP362-0-0-GB-08

Issue 09

August 2010

ImproNet\English Manual\LATEST ISSUE\
P3 400i-swm-en-09.docx

August 2010





		PART 3 – GENERAL CONFIGURATION

		Contents

		Configuration Overview

		Using ImproNet Access

		Menu Bar

		Navigator Pane

		Main Pane



		Common Interface Controls

		Buttons

		Icons

		Radio Buttons

		Checkboxes

		Textboxes

		Text Areas

		Drop-down Lists

		Records





		System Configuration Parameters

		Fixed Addresses



		Engine Functions

		Engine Menu Functions

		Engine Start

		Engine Stop

		Full Upload

		Auto-ID

		Comms Queue

		Advanced

		Broadcast Transactions by UDP to a Specified IP Address

		Engine.properties File

		Start Engine





		Engine Properties

		Open Advanced Properties



		Advanced Properties

		Open Advanced Properties



		Import ECII

		Open Import ECII

		Site

		File



		System Configuration Procedure



		Sites

		Open ImproNet Access

		Run Auto-ID to Detect Hardware

		Site Configuration

		Add Site

		Delete Site



		Set Up the Host PC

		About Hardware Configuration



		Controller

		Controller Configuration

		General Controller Configuration

		Controller UDP Broadcast Configuration



		General Controller Configuration Continued



		Terminal Assignment

		Move a Terminal

		Create New Zones and Locations

		Configure Zones and Locations

		Configure Zones

		Configure Locations

		Zone Routing







		Terminals

		General Terminal Configuration

		Edit Terminal Parameters

		Special Codes

		Duress Codes



		Terminal Mode Configuration

		Inputs

		Example of Input Configuration

		Input Configuration

		Enable Time Patterns

		Input Parameters

		Inhibit Scanner Contact

		Scanner Selection Section



		End-of-line Sensing for the ImproX iTT and iTRT



		Outputs

		General Relay

		Status LED



		Actions

		About Actions

		About Events



		Active System Events

		Configure Active System Events

		Advanced Active Systems Events





		Access Time Patterns

		Configure Access Time Patterns



		Areas

		Select Area

		Create Area

		Delete Area

		Assign Locations to Areas



		Access Groups

		Access Descriptions

		Configure Tagholder Access Groups

		Select a Tagholder Access Group

		Create a Tagholder Access Group

		Delete a Tagholder Access Group

		Edit a Tagholder Access Group



		Configure Access Descriptions

		Assign Access Time Patterns

		Assign Areas

		Advanced Settings

		Visitor Access Group





		Tagholders – Assign Access to Tags

		Add or Edit a Tagholder

		Quick Search for Tagholder

		Configure Tagholder Details

		Departments

		Custom Fields

		Add Custom Fields

		Edit Custom Fields



		Third-party Applications

		User Profile

		Configure Tag Details

		Read the Tag

		Specify Start and End Dates

		Set the Default Card Template



		Batch Enrollment of Tags

		Start Batch Enrollment

		Batch Mode Auto Read

		Manual Read Mode

		Non-read Tags Mode

		Convert Slim Tags to ASCII Type

		First Tag

		Remaining Tags





		Advanced Search

		Search Operators

		Available Search Fields





		Device Time Patterns

		Create a Device Time Pattern

		Open a Device Time Pattern

		Configure Device Time Patterns

		Configure Dates

		Configure Times

		Configure Days

		Multiple Device Time Patterns



		Holidays

		Add, Edit, or Delete a Holiday

		Configure Holidays



		Time Triggered Actions

		Add a Time Triggered Action

		Delete a Time Triggered Action



		Actions

		Edit and Delete Actions

		Edit an Action

		Delete Action





		Inputs

		Outputs

		Common Zones

		Preference Configuration

		Setting Your Preferences

		General Tab

		Enrollment Tab





		Moving Employees (Tagholders)

		Replacing Controllers and Terminals

		Replacement of Controllers and Terminals over RS485

		Replace Controller

		Replace Terminal



		Replacing Controllers and Terminals over Ethernet

		IP Configuration

		Subnet Assignment

		Assignment to a Local Subnet

		Subnet Mask

		Subnet Host Bits

		Assignment to a Non-local Subnet



		Configuration of the Port Number and Memory Size

		Grouping Controllers and Terminals

		Hardware Exchange

		Replace Controller

		Replace Terminal







		Database Maintenance

		Firebird General

		General

		Suggested Maintenance Schedule



		Firebird Utilities

		An Introduction to IBConsole

		Start the IBConsole Software

		Register the Server

		Login to the InterBase Server

		Register the Database





		Database Backups

		Scheduling the backup of an ImproNet Database

		Backup the ImproNet Database using IBConsole

		Backup the ImproNet Database Using a Batch File

		Create the “.bat” File

		Run the “.bat” Batch File





		Database Restore

		Restoring the ImproNet Database Using IBConsole

		Disconnect from the Database

		Restore the Backup

		Reconnect to the Database



		Restoring the ImproNet Database Using a Batch File

		Create the “.bat” File

		Run the “restore.bat” File





		Database Corruption

		Causes of Database Corruption:

		Checking and Repairing Minor Database Corruption

		Run the “repair.bat” File



		Recovering a Corrupt Database

		Run the Batch File

		Run the Database Pump Utility



		An Introduction to IBFirstAID

		Accessing the IB Surgeon Web Site





		Archiving Transactions

		Archiving Tagholders

		Archive Employee Tagholders

		Import Employee Tagholders





		Events and Actions






Part 4 — Reports

PART 4 — REPORTS





Part 4 — Reports
|

2 August 2010





Part 4 — Reports

Contents

PART 4 - REPORTS 1
CONTENTS tttttttttttteeeeeeeseee ettt e et ebnb e 3
INTRODUCTION ..eutiitiiit et ee et ee e e e e e e et e et e et e e e e e e e et e e s e e s e et e e s e s eeneasneesneesnns 5
OVEIVIBW ...ttt ettt ettt sttt s e e s me e s st e s E et e sa e s n e e n e e e snre e e nnn e e e 5
Starting up the Web Reports MOAUIE ............cocciiiiiiiee e 5
USER INTERFACE «..uiittitt ettt ettt te et e et e et e et e et e et e et e et e e s e et e et s et sesnsetnsesnsesnaesnns 6
Non-tabbed REPOIS......cccoeeieiiiieeee 6
TabbEA REPOIMS ... —————— 7
REPOI SEIECHON. ..ot e s eaneeeas 8
Webreports.properties SettiNgS .....ccooeeie e 10
Selecting the Database...........vuvviiiiiiiiiiiiiiiieiieieeeeeeeeeeee e eee e eeeeeeeseeeeeesreeeeerenene 11
Single and Cross-Site REPOIING........ccuviieiiiiieeiiite et 12
REPORT CATEGORIES ...uuiiiiiiieitee e e e e e e e e e et e et e e e e e e e e e e e e eeneenns 16
ACCESS REPOIS .. ittt e e et s e e et e e e s e e et e e aaaba e e e aeaenes 16
Person REPOITS .....coooiiiieiieee 18
A (] T R U= 0o PSSP 20

(%0 gVilo U] 7=NiTo] g I =T 0 To ] i ¢3RN 20
Tagholders’ REPOIS .........ciiiiiiiiiiiiii et 20
Alarm ArmiNg REPOIS .....coc i 22
L0103 (0] 0 0T =T 010 ] o £ PSSP 22
TYPICAL SAMPLE REPORT S, .. itiiitiiitt ittt e et et et et e et e et e et e et e etaeeteeteesaeeseesnns 23
ACCESS REPOIS .. ittt e e e s e e e e e e e b s e e e e e e aebba e e e e e aenes 23
PEISON REPOITS ...ttt ettt e e s e e e s e e et e n e e e e eeeeaeaans 30
SYSIEIM REPOIS....eeeiieeeie ittt e e s e r e e e s e e 32
ConfIgUration REPOIS .......ueiiiiiieeiie ettt e e e e e e e e e nneeeees 32
Tagholders’ REPOIS .....ccooiiiiiiiiiie et e e e e e e 33
Alarm ArMING REPOIS ......veiiii ittt e e nnneeeas 33

(@1 1=T g =T oTo] £ K= PP PRUTPPP 33

August 2010 3





Part 4 — Reports
|

4 August 2010





Part 4 — Reports

Introduction

Overview

The ImproNet Software lets you compile Reports on functions and transactions within the
ImproNet System.

As these Reports are essentially Web Reports, so you can compile Reports for one or more
Sites over LAN or WAN networks. The Reports Software for ImproNet V7.40 onwards allows
selection of single or multiple Sites, allowing management of both.

You may use the Web Reports Module with Windows® Internet Explorer 7 (and above) or
alternatively Firefox 2 (and above).

Starting up the Web Reports Module

Open ImproNet Access as follows:

1. InWindows®, click Start>All Programs>ImproNet>Access.
2. Enter your Username and Password.

The default administrator username is SYSDBA, and the default password is masterkey. The
Password is case-sensitive.

Click the [ button.

From the Menu Bar, select Reports>Web Reports.
From the displayed records, select a Host.

Click the OK button.

o0k w

G Alternately using a separate PC workstation, with Engine running on the Database Server, start up the
Module as follows:

1. Using your Internet browser in the Address Bar, enter the phrase Localhost (and if necessary
the Port Number).
2. Atthe landing page, select the B (Web Reports) icon.
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User Interface

G If your Web Report does not render correctly, set your monitor screen resolution to 1 024 x 768 pixels.

ﬂ Set the following when printing Reports displaying graphics:

Internet Explorer
1. From the Explorer toolbar, select Tools>Internet Options.

2. Select the Advanced Tab.
3. Scroll down to the Printing settings.
4. Select the Print Background Colours and Images checkbox.
5. Click the OK button.
Firefox

1. From the Firefox toolbar, select File>Print Preview.

Click the Page Setup button.

Select the Format and Options Tab.

Under Options, select the Print Background (Colours and Images) checkbox.
Click the OK button.

g bk WDt

The ImproNet Web Report System includes two types of Report Screen Formats, namely
Tabbed and Non-tabbed Reports.

Non-tabbed Reports

W G | @8 "Last Access Report”

€ "Last Access Report” - Windows Internet Explorer =n o8

D & . = T |
Wi 18 http://accesscontrolpc/webreports/serviet/net.impro.impronet.web.webreports.LastAccess " 49 [ X ||| Live Searct P~
G_: -

2~ v dwh v :Page v ‘}Tools'”

is now. Can be fitered by Name, Door and Date.

1) This report shows where the emplio;

- 11:55:24
Last Access View

[Back to Web Reports Home Page

Name Filter: Show In Clockings: [V
Door Filter: Show Out Clockings: [V
Employee Number:

Department:

Check From: 2007/10/21 4

Include All Sites:

Figure 1 - Typical Non-tabbed Report Screen

August 2010





Part 4 — Reports

In Non-tabbed Reports, select parameters using the set of filters displayed on the screen.
These filters may consist of information fields (occasionally), drop-down menus, checkboxes or
calendars.

Non-tabbed Report screens include an Include all Sites filter checkbox at the top left of the
screen. When checked, a drop-down menu displays giving you access to all Shared Sites
(Shared Sites are described later in this section).

Clicking on Back to the Web Reports Home Page at the top left of the screen, Returns you to
the Web Reports Home Page from a Non-tabbed Report. Click on the Submit button to view a
report after capturing the filter data.

Tabbed Reports

€ "Employee T ion Report” - Windows Internet Explorer o & =
@U v ‘B http://accesscontrolpc/webreports/serviet/net.impro.impronet.web.webreports.EmpTransactionReport v ‘ 4| X | [ Live Search P~
&~

W ¢ | @ "Employee Transaction Report’ o ~ deh v ) Page v {J Tools v =

() This report displays a detailed report on all transactions made by employees. Can be fitered by Ste, Date and Time, Person, Tag Code. Department. Event and Vicingy.

Employee Transaction Report

@s.wsu[ I e I r o [ [ 7[7 VIGfoups,JRepc'rl

Print Filter

Return to the Main Page

Select Tabs to be seen

¥ Site
I Date & Time
I Person

™ Tag Code

™ Employer
™ Department
I™ Event
I™ Vicinity

€8 Local intranet | Protected Mode: On ®100% ~

Figure 2 — Typical Tabbed Report Screen

In Tabbed Reports, make your selection of parameters according to a set of tabs displayed on
the screen. For ease of reference active Tab Titles appear in black, inactive Tab Titles appear in

grey.
Check the appropriate checkbox(es) at the left of the screen under the header “Select Tabs to

be seen”, converting inactive Tabs to active Tabs.
Using the Prev and Next buttons, select the required tabs. Then using the fields displayed on

the screen, enter data into the various Tab Categories. Change these fields by typing in
information (sometimes), or by using drop-down menus, calendars or checkboxes as provided.

Most of the operations available in a Tabbed Report are described under the section Access Reports,
Employee Transaction Report on page 16.

The Site field is mandatory when using Tabbed Reports.
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Report Selection

Select Reports from either the Web Reports screen or from within any individual Report screen.

z'w¢mhb.ge'-vnrmmap|«u [E]
@O - [E http://192.1.3135 p impro.imp web, RMainPag 'l"l X l [ Live Search 2 |
File Edit View Favorites Tools Help

& 4| € "Web Main Page” [— M v B - ® v [Page~ & Tools v

m

' ' I 10010011011001&,-(,1%;m'l

Figure 3 — Web Reports Screen

Select the various categories of Reports using the Menu Bar at the top of the Web Reports
screen (see Figure 3).

Once you have chosen a category (for example, Person Reports), a screen showing the
Reports in that category displays (see Figure 4).

"€ "WebMain Page” - Windows Intemet Explorer - — =nifon <)
@O- [ http//1921.3135/webrep impro.impronet.web.webreports. WRMainPag: « [ 4 [ [ Live Searcn D~
File Edit View Favorites Tools Help
W 4| @ "Web Main Page” [ M v B ~ @ v [)»Page v (Tools v

m

Person Person Details
Displays a report of ions for indvidual employees. Can be Displays a detailed report for indmdual tagholders. Can be filtered by
filtered by Employee, Start and End Dates. Person, Start and End Dates.
Zone Occupancy Zone Occupancy (Common Zones)
Displays tagholders that are IN a specific zone. Displays tagholders that are IN a specific common zone.
Absenteeism Depariment

; A 5 Displays a report of ions for employ inaD
Displays st of HFIOJRRE that were absent on specilic days. Can be filtered by Department, Site, Start and End Dates
Access Pattern Department Access Pattern and Time
Displays indivdual employees Time IN, Time OUT, Total Hours Displays a summarized daily hours worked and total hours worked
Worked(Last Out - Last in), Average Time In, Average Time Out and report on all tagholders and is grouped by department. Can be

Figure 4 — Person Reports Screen
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Each Report available under Person Reports lists in the Person Reports screen (Figure 4),
along with a brief description of the attributes of the Report. Clicking on the required Report
Title displays the Report. (For example, clicking on Access Reports displays the screen shown

in Figure 5).
6 "Web Main Page" - Windows Intemet Explorer o
@Q « [ ) http://1921.3135/webrep improi web, inPag <[ 43 [ x || Live Search D~

File Edit View Favorites Tools Help

»

- £ ~ dh v :)»Page v (J Tools v

W& &t | @ "WebMain Page”

m

Message Board First Access

The Message Board Report shows the latest in and out transaction Displays all tagholders First Access ion for a specific day.

for each person. Can be filtered by Name, Door and Date

Last Access Last Access for Day

Shows where the employee is now. Can be filtered by Name, Door Displays all tagholders Last Access for a specific day.

and Date Can be filtered by Name, Door and Date

Employee Transaction Visitor Transaction

Displays a detailed report on all made by loy Displays a detailed report on all transactions made by visitors. Can

Can be filtered by Site, Date and Time, Person, Tag Code‘r be filtered by Site, Date and Time, Person, Tag Code, Department,

Figure 5 — Access Report Screen

The Reports Menu shown in Figure 6 and Figure 7 is available from ANY individual Report screen.

1. Display the Reports Menu by clicking on Open Menu on the vertical bar at the left of the
screen (see Figure 6).

()

@ "Last Access Report” - Windows Internet Explorer LX)
OO - I& http://accesscontrolpc/webreports/serviet/net.impro.imp web.webreports.LastAccess 'I"I X l ’ Live Search o -
& -

[ IR v @ v [k Page v {} Tools v

w & ‘ @ "Last Access Report” ‘ |

Last Access View 14:34:12

[Back to Web Reports Home Page

Submit

Name Filter: Show In Clockings: [¥]
Door Filter: Show Out Clockings: V]
Employee Number:

Department:

Check From: 2007/10721 [#

Include All Sites: [

#CZME ZIMUVO #

“' Local intranet | Protected Mode: On #100% «~

Figure 6 — Open Menu Bar Location
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(7 “Lost Access Report” - Windows Intemet Explorer =
@O v ‘E http://192.1.3.135 impro.imp web.webreports.LastAccess Y, I ‘7] X ||Uve Search 2 |

File Edit View Favorites Tools Help

W i@"LastA::essRAport' ﬁ ¥ Y. 9;" 'QP'QE'@TM' -

Close Menu &

[12:02:16

Main Page

Last Access View
Access Reports
Message Board Report
First Access
Last Access
Last Access For Day
Employee Transaction
Visitor Transaction
Transaction
Reason Code Transaction
Audit Trail
Event Transaction
Person Reports

2
Show Out Clockings: [V

Show In Clockings:

Person
Person Details

Zone Occupancy

Zone Occupancy (€2)

Absenteeism

Department

Access Pattern

Department Access Pattern and Time
Hours Worked in APB Zones
Department Hours Worked in APB Zones
Person Detailed Access

Holida:
System Reports |

Status

*CZMET _MOHOro *

Door Access

Configuration Reports

Access
Area
Terminal Action

TagHolder Reports

Figure 7 — Close Menu Bar Location

2. Select any Report by clicking on the report title in the Reports Menu.
3. Return to the main Web Reports screen by clicking on Main Page in the Reports Menu.
4. Close the Reports Menu:

click on the vertical bar at the right of the menu (highlighted in Figure 7), or
click on Close Menu at the top of the Report Menu.

Webreports.properties Settings

File Edit Format View Help

#
#
#

#This property when enabled will log the usage of reports. The log is in ¢sv format and records among other things
#the IP Address of the computer that is requesting a report and the name (English name) of the report that is being
#requested. The log has an entry added, each time that a report makes a request from the database, that is used to
#draw the report.

#

REPORT LOG

#Example configurations.

#Disabled : engine.webserver.report.log=-1
#enabled : engine.webserver.report.log=1
=

éngine.webserver.report.1og=-1
#

#
#
#
#The Employee and visitor table can also be used to filter this report.Caution is advised when using this filter.
#1f a column in the Employee table is used to sort the report, visitors who do not have this column will not be

MESSAGE BOARD REPORT

#displayed on the report.

Also note that sorting works in the followin

#when sorting by a specified column, if a person has a blank value in t

way.
ge specified column, they will not appear on

#the report. A numeric values will be sorted first, then an alphanumeric value. uUpper and lower case

#letters are also sorted differently.

A upper case "A" will be sorted before a upper case "B", but a upper

#case "Z" will be sorted before a lower case "a"

#
#special sort

#enabled : [engine.webserver.report.messageboardreport.sortorder=maste
#Disabled : [engine.webserver.report.messageboardreport.sortorder=-1]

#

engine.webserver.report.messageboardreport.sortorder=-1
#

#

#Day Change Time

#example Configurations

r.mst_firstname]

Figure 8 — Webreports.properties File Screenshot
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Settings in the Webreports.properties File (Figure 8) are as follows:

#REPORT LOG
If = -1 (default) this function is disabled.
If = 1, function is enabled, and a CSV file is created in the ImproNet>Log folder.

This is a log of the following concerning accessing of reports for the current date:
Date; time accessed; time closed; report name; IP address of computer; description of log
event; time difference between access and closing times.

#MESSAGE BOARD REPORTS
(This function was moved from the Engine.properties file to Webreports.properties in V7.4 of the
ImproNet Software).

#LAST ACCESS REPORT
The refresh rate for this report can be set here; 60 000 = 1 minute.

#DATABASE (FOR MSSQL SERVER ONLY)
This function refers to the DATABASE Tab on the Reports main page. It permits changing from
the current database to any ImproNet SQL Server Database on the network.

#CUSTOM REPORTS (DEBUG)

If = -1 (default), this facility is disabled.

If = 1 this facility is enabled. When enabled, the query that is used by a Custom Report is written
to the Engine.log file.

Selecting the Database

When using an archived Database on which to base your Reports, continue as follows:

1. Using the Menu Bar at the top of the Web Reports screen select the Database option.
2. From the drop-down list, select the archived Database on which you can base your Reports
(see Figure 9).

‘€ "Select Database” - Windows Internet Explorer [o] ® =)
‘ £ | http://192.1.3.135/webreports/net.impro.impronet.web.webreports.SelectDatabase v

Select Database

C:/ImproNet/Database/IMPRONET.FDB ~

Current Database: C:/ImproNet/Database/IMPRONET.FDB

Done € Internet | Protected Mode: Off ®100% ~

Figure 9 — Select Database Drop-down Menu
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Single and Cross-Site Reporting

Two features in the Reports Software allow data in Web Reports to be limited.
The first is the option to define a Site as Shared or Non-shared.

If a Site is shared, you can draw up a Report with data from that Shared Site, by connecting to
the Web Reports Server of ANY Site.

If a Site is a Non-shared Site, a Report can only be generated for that Site by connecting to that
Non-shared Sites Web Reports Server.

The second data-limiting feature is Operator Security. Operator Security overrides Shared
and Non-shared Sites.

That means that if a Site is configured as a Non-shared Site, and another Site is set to use
Operator Security, by connecting to the Web Reports Server of the Site that uses Operator
Security, a Report can be drawn up on the Non-shared Site. (If the Operator Security Group
that the user belongs to, allows data from that specific Non-shared Site to be viewed).

In short, the Shared and Non-shared Sites selection feature is a simple, fast and easy way to
protect a Site's data. Operator Security is a more advanced feature that controls which Reports
are accessible, from which Web Reports Server they are accessible, and which Sites data can
be seen on the Report. Operator Security is more complex to configure, but offers a
customisable way to protect the accessibility of data.

The way that the two features described above are implemented is slightly different for Tabbed
and Non-tabbed Reports.

In a Tabbed Report it is compulsory to select a Site. The Report always only shows data for the
Site the user selected. Where Shared and Non-shared Sites, and Operator Security come into
play, is in the limitation of the Sites available for selection and the Tagholder information that’s
for display.

Shared and Non-shared Sites
As an example, consider an installation with three Sites, Site RED, Site GREEN and Site
ORANGE.

e Site RED — Non-shared Site
e Site GREEN - Non-shared Site
e Site ORANGE - Shared Site

Tagholders from Site RED have access to Site ORANGE. Tagholders from Site GREEN have
access to Site ORANGE. If a user connects to the Web Reports Server of Site RED and draws
up an Employee Transaction Report:

e Only Site RED and Site ORANGE will appear in the Site select drop-down menu (as Site
GREEN is a Non-shared Site).

12
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e If the user selects Site RED from the Site drop-down menu, only information for Employees
from Site RED will be shown on the department, Employees, Tag (and so on) selection
tabs. This is because there are no Employees from Site GREEN or Site ORANGE that
have access to Site RED.

e If the user selects Site ORANGE from the Site drop-down menu, information for Employees
from Site ORANGE and Employees from Site RED, who have access to Site ORANGE,
will be shown on the department, Employees, Tag (and so on) selection tabs. Site GREEN
is a Non-shared Site. This means that information for the Employees from a Non-shared
Site will be hidden unless:

— The user is viewing reports by connecting to the Web Reports Server of that specific
Non-shared Site.

— The user is connected to the Web Reports Server of a Site, where Employees from
Non-shared Sites have access.

In the above situation, by connecting to the Web Reports server of Site GREEN, the user will
get similar results but will see Employees from Site GREEN instead of Employees from Site
RED. If a user is connecting to the Web Reports server of Site ORANGE, the user will see the
information for Employees from Site ORANGE and the Employees from Site RED and Site
GREEN who have access to Site ORANGE.

Operator Security

Operator Security works in the same way as the Shared and Non-shared Sites selection
feature. The difference is that the Sites which a user’s Operator Security Group has access to
view become the equivalent of Shared Sites, and those that it does not have access to view
become the equivalent of Non-shared Sites.

It is not mandatory to select a Site for Non-tabbed Reports. This means that the main difference
between Tabbed and Non-tabbed Reports is the data that they can display.

Non-tabbed reports can either:

¢ show data from multiple Sites at the same time (the Tagholder Access Group Configuration
Report that shows Access Groups from all Sites), or

e can show a summary of activity on all Sites (the Access Pattern Report shows the first time
in and last time out across all Sites, where the first time in could have been on Site RED
and the last time out could have been on any other Site).

Shared and Non-shared Sites
Taking the same configuration from the example in Tabbed reports:

e Sijte RED — Non-shared Site
e Site GREEN — Non-shared Site
e Site ORANGE - Shared Site
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Tagholders from Site RED have access to Site ORANGE. Tagholders from Site GREEN have
access to Site ORANGE. If a user connects to the Web Reports Server of Site RED and draws
a Department Hours Worked in APB Zones Report:

e Only data pertaining to Site RED will show. (Departments and Zones defined on Site RED,
and the transactions that were made on Site RED).

e If the user selects the Include All Sites check-box, data pertaining to Site RED (the Site
that the user connected to) and Site ORANGE (all Shared Sites) will show. This includes
the Employee, Department, Zones (and so on) drop-down menus and the transactions that
are used to create the Report.

e Only Site RED and Site ORANGE will appear in the Site Selection drop-down menu (as
Site GREEN is a Non-shared Site).

e By selecting a Site from the Site drop-down menu, transactions filter allowing only
transactions from the selected Site. The data in the drop-down menus stays as it was.

As with Tabbed Reports, Employees from Non-shared Sites (Site RED and Site GREEN) will
show if they have access to the Site to which the user connects. The user still has to select
Include All Sites to view this information. Information about a Non-shared Site, that is, the
configuration of the Site itself is still not visible. The only data that is visible from a Non-shared
Site is the information on Tagholders who have access to a Site for which a user is drawing up a
Report.

In the example above, by connecting to the Web Reports server of Site GREEN, the user gets
similar results, but sees Employees from Site GREEN instead of Employees from Site RED. If
a user connects to the Web Reports Server of Site ORANGE to view reports, the user sees
information for Employees from Site ORANGE, as well as the Employees from Site RED and
Site GREEN who have access to Site ORANGE.

Operator Security

Operator Security works in the same way as the Shared and Non-shared Sites selection option.
The difference is that the Sites which a user's Operator Security Group has access to view
become the equivalent of Shared Sites and those that the user’s Operator Security Group does
not have access to view become the equivalent of Non-shared Sites.

Reports can, with configuration, use the Operator Security facility. When using Operator
Security, you can create Operator Security Groups with access to certain reports only.

Reports can further be configured by Operator Security Group showing only certain data within
the Reports concerned.

When using Operator Security, the Include All Sites checkbox on Non-tabbed Reports is NOT
displayed, and the Site Drop-down menu displays automatically (see the section Non-tabbed Reports
on page 6).

For an Operator Security Group that does not have access to a given Site, that Site will NOT appear in
the Site Drop-down menu.

If a Site is Non-shared, it will NOT appear in the Site Drop-down menu, unless the viewer is connected
to that Site’s Engine.
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Shared Site Selection

If Operator Security is NOT used, Reports get filtered as Shared or Non-shared Sites.

Set the Shared Sites property in Access by checking the Shared Site checkbox on each

individual Site dialog (see Figure 10).

ﬂ Selecting the appropriate Site icon in the Navigator Pane displays the Site information.
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Figure 10 — Shared Site Selection
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Report Categories

The available Report categories are:

Report Category Description

Access Reports Provides access data for all Tagholders at all selected Sites.

Person Reports Provides transaction data relating to a specific person or persons
having access to the Site(s) concerned.

System Reports Provides data about system occurrences, such as alarms, Terminal
time-outs, frequency of door access, and so on.

Configuration Reports Provides data such as Terminals that a given Tagholder has access
to, Terminals in each Area, and Actions available at each Terminal.

Tagholders Reports Provides data about Employee and Visitors’ Tags, Tags not used,
Tag Expiry, and so on.

Alarm Arming Reports Provides data about Employees with Alarm Arming access rights,

Tagholder Access Groups with Alarm Arming access rights and
Alarm Arming transactions.

Custom Reports Reports that can be created by the user according to specific
administration needs.

Select Database This configuration option permits the selection of an archived
database to allow the compilation of reports on archived data when
required.

Table 1 — Report Categories

Access Reports

e The Message Board (Non-tabbed) Report shows the latest IN and OUT Transaction
Information for each Tagholder on the selected Site(s).

e Filter the Report by: Department and/or IN and OUT transactions and select whether to
Include all Sites.

e The Last Access (Non-tabbed) Report provides information on the Last Access (in-
clockings and/or out-clockings) by a selected person at a selected door during a
period from a selected date to the current time.

e Filter the Report by: Name and/or Door, IN and OUT transactions, Period (Date), Employee
Number and Department and select whether to Include all Sites.

e The Employee Transaction (Tabbed) Report displays a detailed report on all the
Transactions made by Employees.
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Filter the Report by: Site, Date and Time, Person, Tag Code, Department, Event and
Vicinity.

The Transaction (Non-tabbed) Report displays all Tagholders’ transactions for a specific
date.
Filter the Report by: Name and Door and select whether to Include all Sites.

The Audit Trail (Non-tabbed) Report displays all Tagholders’ Transactions for a specific
date.

Filter the Report by: Period and Audit Type (including User Logon/Logoff, APB Reset,
Access Time Pattern Edited, Added a New Employee, Added a New Visitor, Area Deleted,
Area Edited, Deleted Security template, Deleted User Login, Deleted User Profile and
Device Time Pattern Edited) and select whether to Include all Sites.

The Sagem ldentity (Non-tabbed) Report displays the transactions per Sagem Reader.
Filter the Report by: Department, Serial Number, Start and End Date and select whether to
Include all Sites.

The First Access (Non-tabbed) Report displays all Tagholders’ First Access transaction
for a specific day.

Filter the Report by: Name, Door, Date, Employee Number and Department and select
whether to Include all Sites.

The Last Access for Day (Non-tabbed) Report displays all Tagholders’ Last Access
Transactions for a specific day.

Filter the Report by: Name, Door, Date, Employee Number and Department and select
whether to Include all Sites.

The Visitor Transaction (Tabbed) Report displays a detailed Report on all the Transactions
made by Visitors.

Filter the Report by: Site, Date and Time, Person, Tag Code, Department, Event and
Vicinity.

The Reason Code Transaction (Tabbed) Report displays all Employees that have used
Reason Codes.
Filter the Report by: Site, Date and Time.
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The Event Transaction (Non-tabbed) Report displays which events where triggered by an
input.
Filter the Report by: Input Name and Date and select whether to Include all Sites.

Person Reports

To ensure the necessary records display on your Report, before running these Person Reports,
activate Anti-passback (APB) for the Zone:

e Hours Worked in APB Zones Report

e Zone Occupancy Report

e  Zone Occupancy (Common Zones) Report

e Access Pattern Report

e Department Access Pattern and Time Report

e Department Hours worked in APB Zone Report

Zone Occupancy Reports do NOT make allowance for Interleading Zones.

The Person (Non-tabbed) Report displays Transactions for individual Employees.
Filter the Report by: Employee and Start and End Dates and select whether to Include all
Sites.

The Zone Occupancy (Non-tabbed) Report displays details of Tagholders in a specific
Zone.
Filter the Report by: Zone and select whether to Include all Sites.

The Absenteeism (Non-tabbed) Report details Employees absent on a specified date.
Filter the Report by: Date and Department and select whether to Include all Sites.

The Access Pattern (Non-tabbed) Report displays a selected individual Employee’s Time
In, Time Out and Hours at Work (Last Out - First In).

Filter the Report by: Employee and Start and End Date and select whether to Include all
Sites. Alternatively, a Summary option is available for viewing.
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The Hours Worked in APB Zones (Non-tabbed) Report calculates hours worked from the IN
and OUT Transactions of all APB Zones.

Filter the Report by: Employee and Start and End Dates and select whether to Include all
Sites.

The Person Detailed Access (Non-tabbed) Report provides detailed information of all
Locations, Zones and Controllers, and provides a list of Tagholders with access to them.
Filter the Report by: Controller, Zone or Door and select whether to Include all Sites.

The Person Details (Non-tabbed) Report displays all captured details for a selected
individual Tagholder.

Filter the Report by: Employee and Start and End Date and select whether to Include all
Sites.

The Zone Occupancy (Common Zones) (Non-tabbed) Report displays Tagholders
currently in the selected Common Zone.
Filter the Report by: Zone and select whether to Include all Sites.

The Department (Non-tabbed) Report displays Transactions for Employees in a specific
Department.

Filter the Report by: Department, Site, Start and End Date and select whether to Include all
Sites.

The Department Access Pattern and Time (Non-tabbed) Report is a summary of Daily
Hours Worked and Total Hours Worked, grouped by Department.

Filter the Report by: Person, Department, Company, Start and End Date and select
whether to Include all Sites.

The Department Hours Worked in APB Zone (Non-tabbed) Report is a summary of the,
daily Hours worked in APB Zones, grouped by Department.

Filter the Report by: Employee, Department, Employer, Zone and Start and End Date and
select whether to Include all Sites.

The Holiday (Non-tabbed) Report displays details of public and other company holidays.
Select whether to Include all Sites.
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System Reports

e The Status (Tabbed) Report displays all the status transactions from Controllers and
Terminals on a selected date. That is Terminal timeouts; tables corrupt and Request to
Enter/Exit information.

e Filter the Report by: Site, Event, Door and Logical Address.

e The Door Access (Non-tabbed) Report displays the frequency of access at each Door.
e Filter the Report by: Period and Site and select whether to Include all Sites.

e The Alarm (Tabbed) Report displays all Alarms generated by the System.
o Filter the Report by: Site, Date and Time.

e The Comms Diagnostic (Non-tabbed) Report displays all diagnostic transactions from IP
Terminals for a specific date.

o Filter the Report by: Date, Controller, Door and Logical Address and select whether to
Include all Sites.

Configuration Reports

e The Access (Tabbed) Report displays all Locations that a Tagholder/Tag has access to.
o Filter the Report by: Site, Person, Tag Code, Department and Vicinity.

e The Terminal Action (Non-tabbed) Report displays of all Terminals and their available
Actions.
o Filter the Report by: Terminal and Event and select whether to Include all Sites.

e The Area (Tabbed) Report displays all Terminals within each Area of a Site.
o Filter the Report by: Site.

Tagholders’ Reports

e The Employee (Tabbed) Report includes details of all Employees that have valid Tags in
the System.
e Filter the Report by: Site and/or by Department.

20 August 2010



file://iserv/manual/SHANNON%20FRANCES/MANUALS/$%20ImproNet/English%20Manuals/LATEST%20ISSUE/net.impro.impronet.web.webreports.StatusReport

file://iserv/manual/SHANNON%20FRANCES/MANUALS/$%20ImproNet/English%20Manuals/LATEST%20ISSUE/net.impro.impronet.web.webreports.DoorAccessReport

file://iserv/manual/SHANNON%20FRANCES/MANUALS/$%20ImproNet/English%20Manuals/LATEST%20ISSUE/net.impro.impronet.web.webreports.AlarmTransactionReport

file://iserv/manual/SHANNON%20FRANCES/MANUALS/$%20ImproNet/English%20Manuals/LATEST%20ISSUE/net.impro.impronet.web.webreports.AlarmTransactionReport

file://iserv/manual/SHANNON%20FRANCES/MANUALS/$%20ImproNet/English%20Manuals/LATEST%20ISSUE/net.impro.impronet.web.webreports.AccessConfigurationReport

file://iserv/manual/SHANNON%20FRANCES/MANUALS/$%20ImproNet/English%20Manuals/LATEST%20ISSUE/net.impro.impronet.web.webreports.EmployeesTagHolderReport



Part 4 — Reports

The Employees without Tags (Tabbed) Report includes details of all Employees that DO
NOT have valid Tags in the System.
Filter the Report by: Site and/or by Department.

The Employees Tags Without Access (Tabbed) Report includes details of Employees that
have NO Tagholder Access Group assigned to them.
Filter the Report by: Site and/or by Department.

The Tags Not Used (Non-tabbed) Report Lists Tags NOT used since a selected date.
Select whether to Include all Sites.

The Tagholders Configuration (Tabbed) Report provides detailed information on all the
Tagholder Access Groups.
Filter the Report by: Site.

The Visitor (Tabbed) Report displays details of Visitors with valid Tags in the System.
Filter the Report by: Site and/or by Department.

The Visitors Without Tags (Tabbed) Report displays details of Visitors that DO NOT have
valid Tags in the System.
Filter the Report by: Site and/or by Department.

The Visitors Tags Without Access (Tabbed) Report includes details of Visitors that have
NO Tagholder Access Group assigned to them.
Filter the Report by: Site and/or by Department.

The Tag Expiry (Non-tabbed) Report Lists details of Tags that have expired and that will
expire as of the current date.
Filter the Report by: Start and End Date and select whether to Include all Sites.

Tagholders Access Group Configuration (Non-tabbed) Report provides detailed information
on configuration of all the Tagholder Access Groups.
Select whether to Include all Sites.
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e The Biometric Tag (Non-tabbed) Report lists details of valid EMPLOYEE Tagholders with
Biometric Templates.
e Filter the Report by: Employee and Tag Type and select whether to Include all Sites.

e The Visitor Biometric (Non-tabbed) Report lists details of valid VISITOR Tagholders with
Biometric Templates.
o Filter the Report by: Visitor and Tag Type and select whether to Include all Sites.

Alarm Arming Reports

e The Alarm Arming Access (Non-tabbed) Report displays details of Tagholders with Alarm
Arming rights. The Report also indicates which Tagholders have PIN-codes and the
Tagholder Access Group(s) they belong to.

o Filter the Report by: Person, Access Group and Access Rights and select whether to
Include all Sites.

e The Alarm Arming Transactions (Non-tabbed) Report displays details of all Alarm Arming
transactions.
o Filter the Report by: Event, Date and Time and select whether to Include all Sites.

e The Alarm Tagholder Access Groups (Non-tabbed) Report displays details of all Tagholder
Access Groups with Alarm Arming rights.
e Select whether to Include all Sites.

Custom Reports

Because of the complexities of this feature, only approved Distributors or Impro Technical Support Staff
can design Custom Reports. Therefore, please contact your Impro Distributor for support.

This option provides access to any Custom Reports developed by the user.
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Typical Sample Reports

This section outlines one Report from each category, thus providing insight into use of the
Reports.

Access Reports
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Employee Transaction Report
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Select Tabs to be seen

¥ Site

I~ Date & Time
I Person

I Tag Code

I~ Employer
I” Department
I~ Event

I™ Vicinity
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Figure 11 — Employee Transaction Report Initial Set-up Screen

Details of the Tab Filters follow:

Select Site Tab
The Site Tab (Figure 12) allows selection of the Site required, using the Site drop-down list.
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Select Site

femeo o]

Site : Impro Technologies Durban ~

Figure 12 — Site Selection
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Date & Time Tab
The Date & Time Tab (Figure 13) allows selection of a date and time range, thus filtering the
Report results.

8 "Employee Transaction Report” - Windows Intemet Explorer [=xren <)
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Retumn to the Main Page Print  Filter

Select Date and Time

B Date From 2007/10/22 THto0 2007/10/22 3
Daily Time From 000000 to 240000 (24 Hour Clock)

Figure 13 — Select Date and Time Dialog

Display the calendar shown in Figure 14, by clicking on the Date From =] (calendar) button.
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7 8| 9| 10| 11]12|13
14| 15( 16| 17| 18| 19|20
21| 22| 23| 24| 25| 26| 27
28| 29| 30| 31| 1] 2

w

Figure 14 — Calendar Dialog
Select the required date, as follows:

1. Click onthe or arrowheads to move between Years.
2. Click on the or E arrowheads to move between Months.
3. Finally, select the required date.

Person Tab
The Person Tab allows selection of an Employee (Figure 15) if none is selected; data for all
Employees listed is shown.

f /& "Employee Transaction Report” - Windows Internet Explorer [o)a==
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Employee : v =

Figure 15 — Employee Selection Screen
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Employee Drop-down Menu Filter
The ringed symbol in Figure 15 opens a drop-down menu filter (see Figure 1
click on the symbol to open the dialog.

NAME SORT BY NAME FILTER BY

@ Default & Department:

First
Name

Last
Name

® Employer:

-~

Employee

X
Number

Figure 16 — Employee drop-down Menu Filter
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6) for Employees,

Name Sort By allows sorting (in either Ascending (ASC) or Descending (DESC) order) by:

e Default

e First Name

e Last Name

e Employee Number

Name Filter By allows filtering by:

e Department
e Employer
Click Refresh to update the drop-down menu.

Tag Code Tab
This tab allows the selection of a Tag Code from those displayed (Figure 17).

¢ 4 | @ "Employee Transaction Report”

€ "Employee T ion Report” - Windows Internet Explorer [=)e =
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"Retum to the Main Page

Select tag

" Print_Filter

Tag Selected :

NAME

TAG CODE
30413

Andrew Young
Paul Smith 20! 59

Sarah Dumsfield 208171701810

Figure 17 — Tag Code Selection

‘w

Employee was selected, only that Employees Tag numbers display.

If an Employee is NOT selected on the Employee Filter screen, all Tag numbers display. If an
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Employer Tab
The Employer Tab allows selection of an Employer from those displayed (Figure 18).

T " = —
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Employee Transaction Report 09:07:51

P
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™ Return to the Main Page Print Filter
E Select Employer :
Employer :
Figure 18 — Select Employer Screen

Department Tab

The Department Tab (Figure 19) allows filtering of data by Department.

[ “Employee Tansaction Report - Windows Intemet Explorer
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Select Department

Department :
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Figure 19 — Department Selection Screen

Event Tab
The Event Tab (Figure 20) allows filtering of data by Event.
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Figure 20 — Event Selection
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Vicinity Tab
The Vicinity Tab (see Figure 21) allows filtering of data by specifying a particular Site, Zone and
Location (Vicinity).

€ "Employee Transaction Report” - Windows Internet Explorer E]
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Figure 21 — Vicinity Tab selection
Click on the required Site, Zone, Location (Vicinity or Door).
Group By Tab

The Group By Tab allows the grouping of Employee Transactions by choosing ONE of the
categories shown in the Figure 22.
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Refresh

|
Filter | Site SLA TDalo & Time | Person | Tag Code 'Emp.‘oyer IDopanmon.' , Event I Vicinity 'Gmwby] Report ‘

Return to the Main Page Print  Filter

Select Group By :

@ Default

€ Location

 Zone

€ Tag Code

 Person

 Employer =l

Figure 22 — Group By selection

*CZmMT ZMUVO *

Report Tab
Clicking on the Next button displays the Report.

The filters used in the selection of parameters for the Report shown in Figure 23 were Date, Employee
and Location.

-
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€ "Employee Transaction Report” - Windows Internet Explorer [o]l@]=

@@ v 'e_ http://192.1.3.195/webreports/net.impro.impronet.web.webreports.EmpTransactionReport v | 45 [ X l ‘ Live Search »p !
File Edit View Favorites Tools Help & -
¢ & | 48 "Employee Transaction Report” [ 2~ B - @ v :»Page v { Tools v =

Employee Transaction Report

»
o Refresh
P,
E
M Filter IStreSLA IDate& Time IPelson ITagCode IEmployerIDepamnem | Event l Vicinity IGroupBy ‘Rspon]
E
v Retumn to the Main Page Export CSV  Print Filter
-
DATE TIME NAME EMPLOYEE NUMBER TAGCODE EMPLOYER DEPARTMENT DIRECTION LOCATION EVENT

2008/11/25 | 13:57:23 ' Sarah Durnsfield 3 208171701810 Manufacturing In Location 1 | Denied Location In

2008/11/25 | 13:57:25 | Sarah Durnsfield |3 208171701810 Manufacturing Out Location 1 | Denied Inhibited by Input Out

2008/11/25 13:57:27 Andrew Young 2 208037590413 Manufacturing In Location 1 | Denied Location in

Figure 23 — Sample Employee Transaction Report

The sort order of data in this Report is by Date. However, the column headings in this Report
also allow the sorting of the data. Click on the required column heading, and the results will
display in alphabetical or numerical order as appropriate. On sorting the data, a triangular
symbol displays in the column heading of the sorted column (highlighted in Figure 24).

€ "Employee Transaction Report” - Windows Internet Explorer [ol@]=

@Q v '2__ http://192.1.3.195/webreports/net.impro.impronet.web.webreports.EmpTransactionReport v I ‘f[ X l { Live Search 2 -
File Edit View Favorites Tools Help e.a’ 36
¢ & | 48 "Employee Transaction Report” ’ - v i v [} Page v {} Tools v

K.) This report displays a detailed report on all transactions made by employees. Can be fitered by Site, Date and Time, Person, Tag Code, Department, Event and Vici

Employee Transaction Report

Refresh

!
(o]

€ Prov | Hex
E Prev Next
N

M!

E

N

u

v

ml&l‘esu TDate& T:mTPersonTTagCodeTEmploysrTDepamm | Event l Vicinity IGroupBy ‘Rnpon]

Return to the Main Page Export CSV  Print Filter
DATE TIME ‘ NAME & , EMPLOYEE NUMBER TAGCODE EMPLOYER DEPARTMENT DIRECTION LOCATION EVENT

2008/11/25 13:57:27 A g 2 208037590413 Manufacturing In Location 1 ' Denied Location In

2008/11/25 | 13:59:56 Andrew Young 2 208037590413 Manufacturing In Location 1 | Allowed Normal in

2008/11/25 |14:00:00 |Andrew Young |2 208037590413 Manufacturing Out Location 1 | Denied Inhibited by Input Out

Figure 24 — Data Sorted by Column Heading
Report Menu Bar (Export CSV, Print and Filter)
Three menu choices appear at the right of the screen just under the Tabs. Details of these menu
choices follow:

Export CSV (Comma Separated Value)

> When exporting a Report to a CSV file, if the results of the Report are greater than 200 000 records, an
error occurs. To avoid this, draw smaller Reports when exporting.

The Export CSV menu option allows export of the Report file (this is possible for all Reports) in
CSV format:
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[Emp.’oyer TDeperrmenf TE-.'em‘ T Vicinity T Group By IRepon]
i —

Export CSV ) Print Filter

LOCATION EVENT |

Figure 25 — Report options

1. Click on Export CSV.

File Download X

Do you want to open or save this file?

Q j Name: EmpTCSV-2008-11-25.csv
a, Type: Microsoft Office Excel Comma Separated Values ...

From: 192.1.3.195

[ Open J[ save [[ Concel ]

While files from the Intemet can be useful, some files can potentially
ham your computer. If you do not trust the source, do not open or
save this file. What's the risk?

Figure 26 — CSV File Download Dialog

2. Select the button option you want:

— Open - Opening the file causes a screen similar to Figure 27 to display. In this case

the file was opened in Microsoft Excel.
- Save
— Cancel

EmpTCSV-2008-11-25[2].csv

Page Layout Formulas Data Review View

Date

2008-11-25
2008-11-25
2008-11-25
2008-11-25
[4-4> W] Em

Ready

4
1
2
3
4
5
6
7

Employee Transaction Report

Time Name Employee Tag Code Employer Department  Direction Location Event
13:57:27 Andrew Young 2 208037590413' !Manufacturing In Location 1 Denied Location|
13:59:56 Andrew Young 2 208037590413 Manufacturing In Location 1 Allowed Norma
14:00:00 Andrew Young 2 208037590413 Manufacturing Out Location 1 Denied Inhibite(
14:01:42 Andrew Young 2 208037590413 M Manufacturing Out Location 1 Allowed Normalgs
TCSV-2008-11-25(2) 47 4

Figure 27 — Employees Report Exported in CSV Format

August 2010

29





Part 4 — Reports

Print
The second menu choice allows you to print the Report as it appears on the screen.

(e e e [ e )

Export CSV Wmu

MENT  DIRECTION LOCATION EVENT |

Figure 28 — Print Option

Click on Print (see Figure 28).

Filters

ﬂ[ﬁmt Time Iw]rum‘[mA[am:[mTvmrmsx [ Ragen)

Expot CSV  Print Filter

LOYEE NUMBER TAGCODE EMPLOYER DEPARTMENT  DIRECTION LOCATION EVENT |
Figure 29 — Filter Tab

1. Return to the Filters screen, by clicking on Filter tab (see Figure 29).

o o [ [ o [ e [ v [ e
Expot CSV Fau)
LOYEENUMBER TAGCODE EMPLOYER OEPARTMENT OIRECTION LOCATION EVENT |

Figure 30 — Filters Data Display Option

2. To display data on the Filters used, click on Filter (see Figure 30).

This displays Filter data similar to the information shown in Figure 31.

|
[Employer IDepanment IEvent I Vicinity ‘GmmBy{ Report ]
Print

Date Filter:  2008/11/25 to  2008/11/25

Allowed Date Difference : 182 days

Time Filter:  00:00:00 to 23:59:59

Grouped By : Default

Site : Excel Technologies (Pty) Ltd (01000000)

Figure 31 - Filter Data

Person Reports

The Person Details Report displays a report of transactions for individual Employees. You may
filter the data by Employee, Start and End Dates. Select either the current Site or all Sites.
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1. Select the required Person from the drop-down menu.

2. Select the required Start and End Dates using the calendars provided (see page 24 for
details of how to use the calendars).

3. Click on Submit.

-

%€ "Person Details Report” - Windows Internet Explorer [o][E ==
-
@u v ‘g http://192.1.3.195/webreports/net.impro.impronet.web.webreports.PersonDRepc v I ‘7| X ' , Live Search bl -
File Edit View Favorites Tools Help &~
$¢ ¢ | @ "Person Details Report” [ - v (= v :»Page v {(} Tools v &

displays a detailed report for individual tagholders. Can be fitered by Person, Start and End Dates.

Person Details Report

16:15:34

Back to Web Reports Home Page
[ suomic [ ExporiCsv
Person: Sarah Dumnsfield (3) -9

Start Date: 2008/11/25 9]
End Date: 2008/11/25 9]
Include All Sites: ||

PERSON DETAILS :
i TITLE: Miss
P FIRST NAME : Sarah
= MIDDLE NAME :
LAST NAME : Durnsfield
: D: 3
N GENDER : Female
I COMPANY DETAILS :
CURRENT : Yes
TYPE: Employee

Figure 32 — Typical Person Details Report
CSV (Comma Separated Value) Export

The Export CSV button displays after you submit the filter data.

g When exporting a Report to a CSV file, if the results of the Report are greater than 200 000 records, an
error occurs. To avoid this, draw smaller Reports when exporting.

Use the Export CSV button when exporting Non-tabbed Reports in CSV format.

f /€ "Person Details Report” - Windows Internet Explorer @@‘
@Q v ]g http://192.1.3.195/webreports/net.impro.impronet.web.webreports.PersonDRepc vl 4y l X I ] Live Search L v|
File Edit View Favorites Tools Help @ v
W 4 "Person Details Report” ‘ | (-} v B v M v rPage v } Tools v =

Can be fitered by Person, Start and End Dates.

Person Details Report

i

v
Figure 33 — Non-tabbed Report CSV Export

Person:

August 2010 31





Part 4 — Reports

System Reports

Displays how frequently each Door has been accessed (Figure 34). You may filter data by
Date. Select either the current Site, or all Sites.

'8 "Door Access Report” - Windows Intemet Explorer

- I 5 ‘ X ‘ Live Search

(] http://1921.361/

@O'

P erviet/ P P P € P

o v |- Page v (G} Tools v

-8 -

[Back to Web Reports Home Page

: Date From :

Include All Sites: [

‘& 4 | @ "Door Access Report”

Export CSV

2007/10/23 5
2007/10/23 8

Door Access Report 14:09:49

TERMINAL NAME

TIMES ACCESSED

PERCENTAGE

Controller : 00533FD4

Location : - Front Door

Zone : Manufacturing

ImproX KMA:0053067E IN - IN
ImproX MA:0053067F OUT - OUT

2 (22%)
1(11%)

Zone : Reception

Controller : 00533FD4

Location : Reception - Front Door

ImproX DPA:00519942 OUT - OUT
ImproX KA:00519943 IN - N

2 (22%)
4 (44%)

LR
LU LT LR LR
Figure 34 — Typical Door Access Report

Configuration Reports

The Access Configuration Report displays all Locations that a Tagholder has access to. You
may filter the data by Site, Person, Tag Code, Department, and Vicinity. Refer to Figure 35.

,7‘, "Access Configuration Report” - Windows Internet Explorer

o -

Live Search

@O- [2] httpi//1921.361/webreports/serviet/netimpro.imp eb.webrep figurationRep [ ] x
&~

W& | @ "Access Configuration Report” \'

o v "_'_,}PageV-@Toolsv 2

F=5fcx/~=)

Access Configuration Report

[14:26:11
-
ol
P
E
N
M
; [ text |
N
b Filter ' Site SLA ] | . T Gmap 2y [ Repon
*
Retum to the Main Page Export CSV  Print Filter
FULL NAME & TAG CODE DEPARTMENT ZOMNE NAME LOCATION NAME
Andrew Young 208037590413 Manufacturing - Front Door
Andrew Young 208037590413 Manufacturing Reception Reception - Front Door
Paul Smith 208037567659 Default Department ing Front Door
Paul Smith 208037567659 Default Department Reception Reception - Front Door
Sarah Durnsfield 208171701810 Manufacturing ing Front Door
Sarah Durnsfield 208171701810 Manufacturing Reception Reception - Front Door

Figure 35 — Access Configuration Report
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Tagholders’ Reports

Figure 36 shows a typical Employee Tagholder Report.
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z ;‘E.mplvyee 'i'ag Holder Report” - Windows Internet Explorer

|

(serviet/netimpro.i web,
servlet/ P

@O « | &) http//1921.361/webrep

&~

I

Live Search

vl‘,{x

o~ v () v ;b Page v {(} Tools v 2

& 4 | @ "Employee Tag Holder Report” | ‘
L Can be fitered by Site and Departs

Employee Tag Holder Report

Refresh

ﬂ

Fiiter | Site SLA T T Group By ‘Rmal

*sCIMET ZMUVO *

Retumn to the Main Page

Export CSV  Print Filter

sQ 0 NAME EMPLOYEE NO TAG CODE DEPARTMENT
1 1 Paul Smith 1 208037567659 Default Department
2 2 Andrew Young 2 208037590412 Manufacturing
3 3 Sarah Durnsfieid 3 208171701810 Manufacturing a
Figure 36 — Typical Employee Report
Figure 37 shows a typical Alarm Arming Access Report.
O - [ npun9213135/mebrep impro.impronet.web.webrep ingAccess v [ 49| x || Live search o -
File Edit View Favorites Tools Help
W& | @ Alarm Arming Access ‘,—} o2~ v & v > Page v (Tooks v
i
4 14:36:05]
Alarm Arming Access
jBack to Web Reports Home Page
Export CSV
Persons: Sarah Durnsfield (9) ~ 9
4 Access Groups: Reception with ARMING (5) +
Filter By Access Rights: [
M|
i Include All Sites: B8
ACCESS GROUP AREA ACCESS TIME PATTERN ZONE LOCATION ALLOW ACCESS ARMING DISARMING PIN CODE
[ Sarah Durnsfield (9) ]
Reception with ARMING (S5) Arm Zone 1 Arm Alarm Pattern Zone 1 Manufacturing Yes Yes Yes No
Reception with ARMING (5) Arm Zone 1 Arm Alarm Pattern Zone 1 Reception Yes Yes Yes No
Reception with ARMING (5) Arm Zone 1 Arm Alarm Pattern Zone 1 Strongroom Yes Yes Yes No

Figure 37 — Typical Alarm Arming Report

Other Reports

The other Reports available are all conceptually similar to one or other of the Reports described

previously.
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Unlock on First Tag

Purpose of this Feature

Unlock on First Tag feature provides the facility of unlocking selected door(s) when the first
valid Tag is presented during a specified time period. The door remains unlocked for that time
period, but is locked outside that time period, opening only on presentation of a valid Tag.

Example

In the following example procedure, activate the Unlock on First Tag feature only on weekdays
from 7 am to 5 pm. This means that you must create the following Device Time Patterns (in
Access) for the Terminal(s) concerned:

e A Device Time Pattern from 7 am until 5 pm on weekdays (Monday to Friday). This is the
period for which the Unlock on First Tag feature must be enabled.

e A Device Time Pattern from Sunday until Friday, 5 pm until 12 am. This is the remaining
time on each of the above days during which the Unlock feature must be disabled.

e A Device Time Pattern from Sunday until Friday, 12 am until 7 am. The Sunday period
covers the time from midnight to 7 am on Monday.

e A Device Time Pattern called Deactivate Relay at 17:00. Set the start time to 5 pm and
select Monday to Friday.

e A Device Time Pattern for Saturday, Sunday and public holidays for the full 24 hours.
These are the days on which the feature must be disabled.

Procedure

1. InAccess, in the Navigate Pane (from the Hierarchical Tree) select the icon.
2. Inthe Main Pane, click the button.

/Y Adding Device Time Pattern... =)
Description  |Adding New Pattern|
StartDate [0 [ change
End Date 0 | [ change |

StartTime |00 |:oo

Duration 00 ': 00 '
Monday Friday
Tuesday Saturday
Wednesday Sunday

Figure 1 — Adding Device Time Pattern Dialog
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3. Inthe Description textbox, enter a name for the Device Time Pattern.
4. If required, complete the Start Date and Stop Date textboxes.
5. Inthe Start Time field, enter 0700.
6. Inthe Duration field, enter 1000.
7. Select the Monday through Friday checkboxes.
8. Repeat the processes mentioned in steps 2 to 7 for the remaining Device Time Patterns.
stem ;:
, E3  DEVICE TIME PATTERNS
|S«tes
hﬁxce‘ Technologies (Pty) Ltd (01000000)| | (7 )| No Time Pattern Name Start Date | End Date | Start Time | Duration | Mon | Tue | Wed | Thu | Fri | Sat | Sun | Hol
# Hosts 1 0 07:00 00 0 0 00 000 v v v v v
qw'r Access Time Patterns 2 2|Sat, Sun, Hol 24 Hrs 0 0 0 20 | T K Cr|F#l Fl
%mw 3 || 3|Sun-Fri 17:00-00:00 0 0 0 o VW W M VM M| M
Taoholde, A 4 || 4|sun-Fri00:00-07:00 0 0 0 w0 M| M| F| FIF| T FlT
Tagholders 5 || 5|Deactivate Relay at 17:00 0 0 0 o VM VM VM MM T T
i}' Holidays
Device Time Patterns

Figure 2 — Completed Device Time Patterns

New Action - Mon-Fri 07:00-17:00 Device Time Pattern

1. Select the Actions tab, for the output relay on the Terminal controlling the door strike.
2. Inthe Main Pane, click the button.
3. Inthe Action Name textbox, assign your action the name Enable Relay Indefinitely.
4. Alongside the Time Pattern textbox, click the button.
5. From the list of displayed Device Time Patterns, select the Mon-Fri 07:00-17:00 record.
6. Click the 2 button,
= @ System 3: Terminal | Terminal Modes | Inputs | Outputs ~Actions |
Sites Action No Action Type Action Name
© M Excel Technologies (Pty) Ltd (01000000) 1 1|Relay Relay - Allowed In
5 B Hosts 2 2 [Buzzer Buzzer - Allowed In
=8 Host: Host PC 3 3[R press e in
= [ Controller: 6E00010A 4 4o LED LED: Alowed I
5'7] Unassigned Terminals 2 Pt LEDperier
i 6 6 Door Open Timer |Door Timer - Allowed In
= Zone: Reception p ,
& @ Location: Reception -| | || 4& New Action X3
- (=8 ImproX DPA 00S1 Select Action Type: |Relay vl
i) 1rprox KA 00519
q-’i‘ Access Time Patterns Action Name: {Enab!e Relay Indefinitely ]
B aveas Time Pattern: Mon-Fri 07:00-17:00 | EJ
! Tagholder Access Groups
| Tagholders
Hnlidave

Figure 3 — New Relay Action — Enable Relay Indefinitely

7. Atthe New Action dialog, click the button.
8.

This Action enables the relay for an indefinite period.

In the Action Parameters dialog, set the Duration (0.1s) to 65535.
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&3 system HTemi*.dITem’hdModesllrutletmts Actions |
= (Y sies
- fhagq Excel Technologies (Pty) Ltd (01000000)
B osts
lé‘!"-_ﬂ Host: Host PC
e l Controller: 6E00010A
@l Unassigned Terminals
N
5.
|| © Deactivate Relay
Access Time Patterns © Activate Relay
S arees Select Relays
Tagholder Access Groups [7] Relay 1
i) Tagholders
Holidays Duration (0.1s)
Device Time Patterns - - I
T Hint Maximum=864000(24hrs), Infinite=65535
J Actions
ot XS
Outputs S— - o

Figure 4 — Set Relay Action Duration to “Infinite”
9. Click the button.

New Action - Sat, Sun, Hol 24hrs Device Time Pattern

1. Inthe Main Pane, click the button.

2. Inthe Action Name textbox, assign the action a name (for example Drive Relay 4
Seconds).

3. Alongside the Time Pattern textbox, click the button.

4. From the list of displayed Device Time Patterns, select the Sat, Sun, Hol 24 Hrs record.

=& system y Terminal | Terminal Modes | Inputs | Outputs  Actons |
LT
& {4841 Excel Technologies (Pty) Ltd (01000000)
& B Hosts

=B Host: Host pe
& [@_controler: eeo0010a
=
=0

Select Action Type: |Relay

Action Name: |Drive Relay 4 Seconds

i Tagholder Access Groups | Time Pattern: |sat, Sun, Hol 24 Hrs

Nauica Tirna Dabbavms

Figure 5 - New Relay Action — Drive Relay 4 Seconds

5. Click the button.
6. Atthe New Action dialog, click the button.
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7.

In the Action Parameters dialog, set the Duration (0.1s) to 40 (4 seconds).

8. At the Action Parameters dialog, click the button.

Edit Action - Sun-Fri 17:00-00:00 Device Time Pattern

1. Inthe Main Pane select the existing Relay — Allowed In Action.
2. Click the & button,
3. Inthe Action Name textbox, assign the action a new name (for example Sun-Fri 1700-
0000).
4. Alongside the Time Pattern textbox, click the button.
5. From the list of displayed Device Time Patterns, select the Sun-Fri 17:00-00:00 record.
6. Click the button.
= @ System 1: Terminal | Terminal Modes | Inputs | Outputs ~Actions |

= [ sites ‘
= M Excel Technologies (Pty) Ltd (01000000) |
= Hosts
= Host: Host PC

Controller: 6E000104
* Unassigned Terminals

= Zone: Reception
= I Location: Reception -
‘ ImproX DPA 0051
ImproX KA 00519
Access Time Patterns
}V
VANl Areas
o0 |
ff~ Tagholder Access Groups
) Tagholders
o
E,; Holidays

Device Time Patterns

Time Triggered Actions

Actions

Action No Action Type Action Name

Relay

Relay - allowed In

Buzzer Buzzer - Allowed In

Buzzer Buzzer - Denied In

Status LED LED - Allowed In

1
2
3
4
S

Status LED LED - Denied In

6 Door Open Timer |Door Timer - Allowed In

13 |Relay Enable Relay Indefinitely

Mon-Fri 07:00-17:00

O\IOU’I‘QN-‘H

Drive Relay 4 Seconds

14 Relay

Sat, Sun, Hol 24 Hrs

/A Edit Action

Sun-Fri 1700-0000]

Isun-Fri 17:00-00:00

Action Name

Time Pattern

l[ Action Parameters

WX

Figure 6 — Edit Relay — Allowed In Action

7. At the Edit Action dialog, click the button.

New Action - Sun-Fri 00:00-07:00 Device Time Pattern

1.

2
3.
4

In the Main Pane, click the button.
In the Action Name textbox, assign your action a name (for example Sun-Fri 0000-0700).
Alongside the Time Pattern textbox, click the button.
From the list of displayed Device Time Patterns, select the Sun-Fri 00:00-07:00 record.
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=& system ; rmulterwmdeslmtslm Actions |
=3 Sites
El 44 Excel Technologies (Pty) Ltd (01000000)
& Hosts
Cil“'_ﬂ Host: Host PC
=8 l Controller: 6E00010A
Figure 7 — New Relay Action — Sun-Fri 00:00-07:00
5. Click the button.
6. Atthe New Action dialog, click the button.
7. Atthe Action Parameters dialog, click the button.

New Action - Deactivate Relay at 17:00 Device Time Pattern

1. Inthe Main Pane, click the button.
2. Inthe Action Name textbox, assign your action a name (for example Deactivate Relay).
3. Alongside the Time Pattern textbox, click the button.
4. From the list of displayed Device Time Patterns, select the Deactivate Relay at 17:00
record.
€ system § Terminal | Terminal Modes | Inputs | Outputs Actions |
& gt Excel Technologies (Pty) Ltd (01000000)

& B Hosts
&8 ’ Host: Host PC
& @ controler: 62000108

g Access Time Patterns

‘Areas Select Action Type: IRday vl

Tagholder Access Gri
e [Deactivate Relay
“lal”) Tagholders
] voidays j : DeactivateRelay at17:00 | [
Device Time Patterns
Time Triggered Actions

Figure 8 — New Relay Action — Deactivate Relay at 17:00
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Click the 2 button.

® N o

New Action - All Relays

At the New Action dialog, click the button.
In the Action Parameters dialog, set the Duration (0.1s) to 65535.
At the Action Parameters dialog, click the button.

1. Inthe Main Pane, click the button.
2. From the Select Action Type drop-down list, select the Multiple Actions option.
3. Inthe Action Name textbox, assign your action a name (for example All Relays).

= @ System
= M Sites
= I_l';m Excel Technologies (Pty) Ltd (01000000)
= @ Hosts
5B Host: Host pC
= E Controller: 6E00010A

* Unassigned Terminals

Zone: Reception
= Location: Reception -
~ =8 1mprox DPA 0051

ImproX KA 00519
Access Time Patterns
NZ
reas
R
o0 |
= Tagholder Access Groups
| Tagholders

Holidays

Device Time Patterns

Time Triggered Actions

Actions
[ =

A &N

Terminal | Terminal Modes | Inputs | Outputs Actions |
(7| ActionNo Action Type Action Name Time Pat!
1 1 |Relay Sun-Fri 1700-0000 |Sun-Fri 17:00-00:00
2 2 |Buzzer Buzzer - Allowed In
3 3|Buzzer Buzzer - Denied In
4 4|Status LED LED - Allowed In
5 5| Status LED LED - Denied In
6 6 Door Open Timer |Door Timer - Allowed In
7 13 Relay Enable Relay Indefinitely Mon-Fri 07:00-17:00
8 14 Relay Drive Relay 4 Seconds Sat, Sun, Hol 24 Hrs
9 15 Relay Sun-Fri 0000-0700 Sun-Fri 00:00-07:00
10 16 Relay Deactivate Relay Deactivate Relay at 17:00
A New Action (23]
Select Action Type: | Multiple Actions v
Action Name: ZAIIiRelaiys |
Time Pattern: ‘ @]

Figure 9 — New Relay Action — Deactivate Relay at 17:00

© o N O

earlier.

11.
12.
13.

Click the button.

In the Action Parameter dialog, for the First Action, click the 1 button.
From the list of displayed actions, select the Sun-Fri 1700-0000 action created earlier.
For the Second Action, click the 2 button.
From the list of displayed actions, select the Sun-Fri 0000-0700 action created earlier.
For the Third Action, click the 3 button.
From the list of displayed actions, select the Enable Relay Indefinitely action created

. For the Fourth Action, click the 4 button.
From the list of displayed actions, select the Drive Relay 4 Seconds action created earlier.

At the Action Parameters dialog, click the button.

1. Inthe Main Pane, click the Active System Events button.

On opening, under Actions for Allowed Events, the First Action appears as Sun-Fri 1700-
0000, add the remaining actions as follows:

10
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4 Active System Events Editor (5]
Actions For Allowed Events
First Action 1] lSun-Fri 1700-0000

Second Action 2‘ lBuzzer - Allowed In

|

Fourth Action 6] lDoor Timer - Allowed In

-
&

|
|
Third Action [ 4] ILED - Allowed In
|
|

Fifth Action Ol I S
Actions For Denied Events
First Action 3] leuzzer - Denied In

Second Action 5] ILED - Denied In

|
|

Third Action F 70] [
|

-

Fourth Action

FEEEE

Fifth Action

2@ Advanced

Figure 10 — Active System Events Editor Dialog

Under Actions For Allowed Events, replace the First Action, by clicking the 1 button.

From the list of actions displayed, select the All Relays action you created earlier.
Click the EZ button.

At the Active System Events Editor dialog, click the button.

At the Confirm Save dialog, click the Yes button.

In Access, in the Navigate Pane (from the Hierarchical Tree), select the icon.

In the Main Pane, click the button.

In the Action Name textbox, give your Time Triggered Action a meaningful name (for
example Deactivate Relay 1).

Click the Trigger Time’s associated button.

From the list of displayed Device Time Patterns, select the Deactivate Relay at 17:00
record.

Click the [ button,

Click the Execute Action’s associated button.

From the list of displayed actions, select the Deactivate Relay action created earlier.
Click the button.

At the Create Time Triggered Action dialog, click the button.
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Lift (Elevator) Control

Purpose of this Feature

Lift (Elevator) Control feature provides the facility of setting up Lift (Elevator) Control in your
Access Control System.

Example

The following example procedure shows the use of this feature.

Procedure

1. In Access, in the Navigator Pane (from the Hierarchical Tree), select the icon selecting

the ImproX O16 Terminal's Zone.

In the Main Pane, from the Anti-passback group, select the Strict radio button.

In the Navigator Pane, from the Hierarchical Tree, select the ImproX O16 Terminal.

In the Main Pane, on the Terminal tab, from the Position group, select the Exit radio button.

Select the Actions tab.

On the Main Pane, click the button.

In the New Action dialog, from the Select Action Type drop-down list select the Relay

option.

In the Action Name textbox, assign your action a name (for example Elevator Access).

9. Click on the button.

10. In the Action Parameters dialog, from the select Relay Activate/Deactivate group, select
the Activate Relay radio button.

11. From the Select Relays group, select the required Relay.

No ok wbd

©

You may select more than 1 Relay.

To change the Duration value, click in the field and type in the required time duration (10 = 1 second).
If, for example, wheelchair access is required, it may be necessary to extend this time.

12. Click on the button.
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D Remember, a Lift (Elevator) Area CANNOT co-exist in another physical Area as well as its own Area.

An Area is a user-defined grouping of Locations to assist with access allocation. Configure the

Area as follows:

1. Inthe Navigator Pane (from the Hierarchical Tree) select the B icon.

2. Inthe Main Pane, click the button.

Add

Area Name
Area Description

Il‘ﬂ;:] Excel Technologies (Pty) Ltd (01000000)
E @ 00533FD4
= Il Manufacturing
Manufacturing - Front Door
= ll Reception

Reception - Front Door

= II Building Control
: Elevator/Lift

Figure 11 — Add Dialog

o0k w

Click on the button.

The newly defined Area displays, showing details of the included Zones and their Locations.

In the Area Name field, enter a name for the new Area.
In the Area Description field, enter a unique description of the new Area.
On the Location tree, click on the specific Location where you set up the Lift (Elevator).

G Select the @ button to display the full tree in order to select or deselect Locations, thus forming an

amended Area.

14
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In the Navigator Pane (from the Hierarchical Tree) select the icon.

The Main Pane defaults to the General (Employees/Staff) tab, if Visitors is required; select that tab
before proceeding further.

In the Main Pane, click the button.

( 4 Access Descriptions ]
Tagholder access group Name :,C,i“‘E'E'eE“,’I Access A
No 3
("] Suspended

Access Description 1 .

Access Time Pattern Maintenance, Cleaners [ Modify }]

Area Elevator Access I Modify "

o] [

11X

Figure 12 — Access Descriptions Dialog

In the Tagholder Access Group Name field, assign a meaningful name (for example
Central Elevator Access).

Click the button, activating the Access Description.

Alongside the Access Time Pattern field, click the Select Button.

From the displayed records, choose the required Time Pattern.

Alongside the Area field, click the Select button.

From the displayed records, choose the required Area.

Click the Advanced (1) button.

=)

-
ZA Advanced Settings [
Reporting ] Start & Expiry Date [ SLpeLvnso[Unlock Actions Alarm Arming |

Action (ComingIn) [Relay - Allowed In | [[Select)
Action (Going Out) :Relay - Allowed Out @

v X

Figure 13 — Advanced Settings Dialog
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10. Select the Actions tab.

The Select buttons shown in Figure 13 only activates if you set the Zone Anti-passback setting as
Strict. Refer to the Relay Setup procedure on page 13.

11. Alongside the Action (Coming In) field, click the Select button.

12. From the Actions at Locations drop-down list, select the required Location.

13. Following with the example we used in the section Relay Setup (on page 13), select the
ImproX 016 Terminal's Elevator Access action.

14. Click the 2 button,

15. In the Advanced Settings dialog, select the Start & Expiry Date tab.

16. Edit the dates as necessary.

17. Click [ the button,

18. Close the Access Descriptions dialog by clicking on the 2 button.

1. Inthe Navigator Pane (from the Hierarchical Tree) select the 3 icon.

2. From the records displayed in the Main Pane select a Tagholder who requires access to the
Lift (Elevator). B

3. With the Tagholder's record selected, click the S button.

4. In the Edit Tagholder dialog, click the Tag (1-8) button associated to the Tag for editing.

5. From the Tagholder Access Groups Available for Site group, from the next available
Group (1-10) drop-down list, select the Central Elevator Access group that you created
earlier.
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Interleading Zone Routing

Purpose of this Feature

Select the Strict Anti-passback (APB) Zone setting, when enforcing Interleading Zone Routing.

The purpose of Interleading Zone Routing is to force people to follow a logical path of tagging
IN and OUT. Interleading Zone Routing is used mostly with Time and Attendance Software
where it's necessary for Tagholders to clock in and out of their work area for payment purposes.
For example the Work Area Zone lies within a larger access controlled Perimeter Zone. A
Tagholder’s normal tagging route for a work-day is:

IN at the Perimeter Zone.

IN at the Work Area Zone.
OUT of the Work Area Zone.
OUT of the Perimeter Zone.

powdPE

Once inside the Perimeter Zone, the Tagholder is allowed to freely tag-in and tag-out of the
Work Area Zone. However, the Tagholder is prevented from tagging-out of the Perimeter Zone
if currently tagged into the Work Area Zone. This means the following sequence is NOT
allowed:

1. IN at the Perimeter Zone.
2. IN at the Work Area Zone.
3. OUT of the Perimeter Zone (Denied Interleading Zone Routing).

A Tagholder must also have tagged into the Perimeter Zone otherwise access to the Work Area
Zone is denied. There may be several perimeter access points on different Controllers but all
the Perimeter Zones MUST belong to a Common Zone. There may be several work area
access points on different Controllers but, again, all the Work Area Zones MUST belong to a
Common Zone. You MUST set the entry and exit locations for the Work Area Zones to
interlead to one of the Perimeter Zones.

Example

Door 1 Door 2

Window

Interleading Zone01.jpg
Figure 14 — Interleading Zone Routing
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We want Tagholders to tag-in at Door 1 and THEN tag-in at Door 2, and not to tag-in at Door 2 if
they have not tagged-in at Door 1. In reality somebody may climb through the window, and try
tagging-in through door 2 without tagging-in at door 1.

Procedure

Let’s look at it from an ImproNet point of view:

PERIMETER ZONE

INTERNAL ZONE

@ Interleading Zone02.jpg

Figure 15 — Interleading Zone Routing

We configured the System using 2 zones, and a minimum of 4 Readers. Two Readers for each
access point, 1 IN and 1 OUT for Anti-passback (APB). So when Tagholder A presents their Tag
at Reader 1, Tagholder A’'s considered to be inside the Perimeter Zone. At this point Tagholder
A has two available transactions: OUT at Reader 2 or IN at Reader 3.

This routing thus prevents Tagholder A from passing their Tag back through the gate for use by
another person trying to enter at Reader 1. Tagholder A’'s also prevented from passing their Tag
through a window to the Internal Zone for a person trying to exit at Reader 4.

In summary, the Gate (Perimeter Zone) is in one zone, and the Office Door (Internal Zone) is
another zone. To get into the internal office area, you need to go through the gate and through
the door.

To set up this scenario:

1. InAccess, select the Site in the Navigator Pane.
2. Select the Enforce Zone Routing checkbox.

18
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A Access

E File @ Localize a Reports ? Web Clients ¢ Configuration ? Help

= @ System

=4 Sites

Hosts
’vﬂ Areas

-} Tagholders

Actions
I:‘E Inputs
-
Outputs

BB
>
l Common Zones

Messages

E g IP Mapping

Access Time Patterns

Tagholder Access Groups

Time Triggered Actions

4

M site
Site Number
Site Name

{Excel Technologies (Pty) Ltd (01000000) ]

Socket Server Port Numbers:

'ﬁq Holidays Transaction Port 26663
Device Time Patterns Alarm Port 26661

B —

Connection Type:

LAN/WAN v

[7] Socket Authentication

26665
Host Validation Port

Messaging Port

Door Status Port

[] Shared Site
[¥] UDP Comms

Figure 16 — Enforce Zone Routing Checkbox

3. Click on Location: Office Door.
4. And in the Interleading to Zone drop-down list, select the Perimeter Zone.

5. Select the Enforce Interleading Zone Routing checkbox.

A Access

= File @ Localize Z Reports B2 Web Clients & Configuration ? Help

= @ System
S Sites
= l]!m] Excel Technologies (Pty) Ltd (01000000)
= Hosts
E Host: HostPC
=} Controller: Building Controller
= ll Zone: Office
G Location: Office Door
= E Controller: Gate Controller
= Zone: Perimeter
& Location: Gate
Access Time Patterns
}XQ Areas
, Tagholder Access Groups
] Tagholders
Holidays

Device Time Patterns

Time Triggered Actions

T
4 Location
A I
Location No 1
Location Name [Office Door
Location Type Access Control v
Zone
Interleading to Zone l 01010200 Perimeter v
Enforce Interleading Zone Routing (V]
Multiple Tag Access @ 1Tag 2 Tags

Figure 17 — Interleading to Zone and Enforce Interleading Zone Routing Options

D Always interlead your INTERNAL ZONE to your EXTERNAL ZONE.

Needed when zones belonging to different Controllers must have Anti-passback (APB) controls
applied as these zones form a single physical work area. If Anti-passback is set, then tagging-in
to any of the zones belonging to a common zone prevents entry to any of the zones until
tagging-out of the common zone has taken place. In this scenario, the Controllers must

August 2010
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communicate with one another, and update each other on presentation of the Tag. Zones can
only be specified as common if they exist on different Controllers.

Each Controller can have only ONE configured Common Zone.

You may also apply Interleading Zone Routing to Common Zones. Consider the following:

Controller 2

Building A

Perimeter:

‘Controller 1

N

Common Zone.jpg

Figure 18 — Interleading Zone Routing

Consider 2 internal zones (Office 1 and Office 2) on different Controllers belonging to a common
zone. Each zone must be separately configured to interlead to the same Perimeter Zone. If
there are several Perimeter Zones all belonging to a common zone then choose any one of
those zones to interlead all the internal zones to.

If interleading to a zone on a different Controller then ensure that that zone is a member of a Common
Zone even if it is the only member.

Location for Office Door 1

1. InAccess, click on Location: Office Door 1.

2. Inthe Main Pane, in the Interleading to Zone drop-down list, select the Perimeter Zone.
3. Select the Enforce Interleading Zone Routing checkbox.

Location for Office Door 2

1. Click on Location: Office Door 2.

2. Inthe Main Pane, in the Interleading to Zone drop-down list, select the Perimeter Zone.
3. Select the Enforce Interleading Zone Routing checkbox.
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Troubleshooting

Common Zone 1

Turnstile Set 1 Turnstile Set 2

Interleading Zone03.jpg

Figure 19 — Interleading Zone Routing

Time and Attendance Points

Interleading Zone04.jpg
Figure 20 — Interleading Zone Routing

In the scenario outlined in Figure 19 and Figure 20:

e The Red area represents a Common Zone.

e This Common Zone includes 2 double sets of Turnstiles, each controlled by their own
Controller.

e The Time and Attendance points also have their own Controller.

e Zone Broadcast is enabled on each of the Zones.

¢ Interleading Zone Routing is set up and the Time and Attendance points interlead to the
Turnstiles.

In this scenario, create another Common Zone for the Time and Attendance points, ensuring
that the 2 Common Zones communicate with one another.

August 2010
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dom Search

Purpo

se of this Feature

When Random Search is active, the System randomly selects a Tagholder for searching. The
System can select ANY Tagholder. When the System selects the Tagholder for searching, a red
light shines, an external buzzer sounds and the IN and OUT Antenna Readers prevent other
Tagholders gaining access. Security officials must then take the selected Tagholder aside, and
then present their “security” Tag to the Override Antenna Reader on the turnstile. This Tag
presentation unlocks the inhibited IN and OUT Antenna Readers allowing normal traffic flow.

There is a chance the searched Tagholder may be selected again when they re-present their
Tag at the IN or OUT Antenna Reader. This is possible and some inconvenience may arise.

Example

ImproX (KHA) Metal |
Keypad Antenna Reader §

This example procedure and Figure 21 refer to connections using the ImproX iTT. You may however
use other Terminals from the ImproX family, including the ImproX MfT, ImproX iTRT or ImproX [16.

ImproX (iTT) Intelligent Twin Antenna Terminal ImproX (iTT) Intelligent Twin Antenna Terminal

- -

- AcT - T ACT
WENET SP0 Buzzer W ENET SPD
-ET LK

ENET LN

ImproX iTT
1 Printed Circuit Board

ImproX iTT
Printed Circuit Board

lTo the
Turnstile
or Door

ImproX (MA)
Micro Antenna Reader

ImproX (KHA) Metal
Keypad Antenna Reader

Exit Antenna Reader

Override Antenna Reader Entry Antenna Reader Random Search.jpg

Figure 21 — Random Search Connection Details
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Procedure

G Set up and name the Terminals and Readers as shown in Figure 21 and Figure 22.

This step is important, if not carried out correctly; you could inhibit the wrong Antenna Reader.

ﬁ Access

= File @ Localize 2 Reports BZ Web Clients ¢ Configuration

= @ System

= M Sites
= E::] Excel Technologies (Pty) Ltd {(01000000)
& @ Hosts
= Host: Host PC
& Controller: Main Gate
E I Zone: Perimeter
=
! Turnstile 1 OUT
~ Turnstile 1 IN
& I Location: Turnstile 1 Random
-8B Turnstile 1 Random Override
’ Spare
Access Time Patterns

Figure 22 — Random Search Setup

In Access, select the Site in the Navigator Pane.
Select the Location, Turnstile 1.

Select the Terminal, Turnstile 1 In.

Select the Edit Terminal Parameters button.

In the Random Search textbox, enter a suitable value.

ok~ wdhPE

A low value here selects more often, a high value selects less frequently.

Click the button.

Select the Terminal, Turnstile 1 Out.

On the Main Pane, click the Edit Terminal Parameters button.
In the Random Search textbox, enter a suitable value.

10. Click the 2l button.

© o N o

<
4

Next setup the Door Inhibiting Inputs on the ACCESS iTT, do this for both Antenna Readers:

Turnstile 1 In

24
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In the Navigator Pane, select the Terminal, Turnstile 1 In.
In the Main Pane, select the Inputs tab.

On the Main pane, select the General Input 1 record.
Click the button.

»powbdpE

4 Tnput Device X

Input Name

Inhibit Door
Additional Information

This input, when shortened, will inhibit the Antenna Reader

Input Function
[;ﬂlbt Scanner i v ‘

[ Enable Time Pattern ]

[ Input Parameters ]

Figure 23 — Input Device Dialog

5. Inthe Input Name field, assign the Input a name.
6. From the Input Function drop-down list, select Inhibit Scanner.
7. Click the Input Parameter button.

The ability to inhibit multiple units, as shown in Figure 24, is only available on sites using EC"
Controllers (IXP400i Sites). In configurations using IC’s or EC’s (IXP300 and IXP400 Sites) the dialog
only lets you inhibit a single unit.

4 Input Parameters (23]
~Inhibit Scanner Contact
() Inhibit on Open Contact

@ inhibit on Closed Contact

Logical Address of Scanner to Inhibit

6 |

Logical Address of Scanner to Inhibit

I I

Logical Address of Scanner to Inhibit
| |

Logical Address of Scanner to Inhibit

l l

Logical Address of Scanner to Inhibit

Figure 24 — Input Parameters Dialog
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10.
11.

Based on the connections shown in Figure 21, in the Input Parameters dialog, select the
Inhibit on Closed Contact radio button.

Ensure the Logical Address of Scanner to Inhibit textbox displays the correct scanner to
inhibit, if incorrect, click the button alongside the textbox and make your selection
accordingly.

Close the Input Parameters dialog by clicking the 2 button.

Close the Input Device dialog by clicking the 2 button.

Turnstile 1 Out

© N O~ WNPRE

10.
11.
12.
13.

In the Navigator Pane, select the Terminal, Turnstile 1 Out.

In the Main Pane, select the Inputs tab.

On the Main pane, select the General Input 1 record.

Click the & button.

In the Input Name field, assign the Input a name.

From the Input Function drop-down list, select Inhibit Scanner.

Click the Input Parameter button.

Based on the connections shown in Figure 21, in the Input Parameters dialog, select the
Inhibit on Closed Contact radio button.

In the Input Parameters dialog, alongside the first available Logical Address of Scanner to
Inhibit textbox, click the button.

From the dialog, select the record associated to Turnstile 1 Out.

Click the [ button.

Close the Input Parameters dialog by clicking the 2 button.

Close the Input Device dialog by clicking the 2 button.

Next set up an action on the Random iTT, for driving a relay when the Tagholders selected:

Scanners Disabled Action

1.
2.
3.

4,
5.
6.

In the Navigator Pane, select the Terminal, Turnstile 1 Random Override.
In the Main Pane, select the Actions tab.
Click on the button.

New Action (=23w)
Select Action Type: { Relay v ]
Action Name: |Scanners Disabled| |

Time Pattern: [ ]

Figure 25 — New Action Dialog

From the Select Action Type drop-down list, select Relay.
Assign the Action a name, such as Scanners Disabled.
Click the button.

26
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Fe- ™
& Action Parameters @
Relay Activate/Deactivate !
() Deactivate Relay

@) Activate Relay

Select Relays
(V| Relay 1

Duration (0.1s)

l65535] ]
Hint: Maximum=864000(24hrs), Infinite=65535

M X

Figure 26 — Action Parameters Dialog

In the Action Parameters dialog, set the Duration to 65535, to drive the relay indefinitely.
Click the [ button.

Relay Allowed In Action

1.
2.

No gk w

In the Main Pane, on the Actions tab, select the action Relay Allowed In.
Click the button.

Edit Action (=3

Action Name [Relay - Allowed In| I
Time Pattern ’ ] @
[ Action Parameters ]

Figure 27 — Edit Action Dialog

In the Edit Actions dialog, click on the Action Parameters button.

From the Relay Activate/Deactivate group, select the Deactivate Relay radio button.
Set the Duration (0.1s) to 65535, to drive the relay indefinitely.

Close the Action Parameters dialog by clicking the button.

Click the [ button.

Buzzer Action

1.

arwnN

In the Navigator Pane, select the Terminal, Spare.

In the Main Pane, on the Actions tab, click the button.

From the Select Action Type drop-down list, select the Relay option.
Assign your action a suitable Action Name (for example Buzzer).
Click the button.
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6. From the Relay Activate/Deactivate group, select the Activate Relay radio button.

7. Click the I button.

Now, tell the Antenna Readers, that if a Tagholder’s denied by Random Search, the Random

Turnstile iTT must drive it’s relay Inhibiting the Scanners.

Turnstile 1 In

1. Inthe Navigator Pane, select the Terminal, Turnstile 1 In.

2. Inthe Main Pane, select the Actions tab.
3. Atthe bottom left-hand side of the Main Pane, click the Active System Events button.

.
4 Active System Events Editor ()
Actions For Allowed Events
First Action l 27] lRelay - Allowed In [ 1 ]
Second Action 2 [Buzzer - Allowed In 2
Third Action 4 [LED - Allowed In -
Fourth Action 6‘ Door Timer - Allowed In
Fifth Action OI S |
Actions For Denied Events
First Action I 3] lBuzzer - Denied In 1
Second Action SI ILED - Denied In
Third Action o] [ -
Fourth Action 0 [+ ]
Fifth Action 0 S
2@ Advanced

Figure 28 — Active System Events Editor Dialog

4. At the bottom right-hand side of the Active System Events Editor dialog, click the Advanced

button.
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r

4 Active System Events Editor =)

Active System Event

{Denied Random Search In i v |
First Action 3| |Buzzer - Denied In ‘ “ 1 }
Second Action S] LED - Denied In ‘ ‘[ 2 }
—
Third Action \ o‘ ’ 3
Fourth Action 0‘ i[ 4 }

Fifth Action [ o‘ i ] 1[?}

Figure 29 — Active System Events Editor (Advanced) Dialog

From the Active System Event drop-down list, select Denied Random Search In.
Select the next unassigned action.
Click the action’s associated numeric button.

. Select the next unassigned action.
. Click the Actions numeric button.
. In the Action Selector dialog, select the Buzzer action created earlier.

&2 button.

Close the Active System Events Editor dialog by clicking on the 2

Turnstile 1 Out

1.

pown

In the Navigator Pane, select the Terminal, Turnstile 1 Out.

In the Main Pane, select the Actions tab.

At the bottom right-hand side of the Main Pane, click the Active System Events button.

At the bottom right-hand side of the Active System Events Editor dialog, click the Advanced
button.

From the Active System Events drop-down list, select Denied Random Search Out.
Select the next unassigned action.

Click the action’s associated numeric button.

In the Action Selector dialog, select the Scanners Disabled action created earlier.

Click the 2 putton.

. Select the next unassigned action.

. Click the action’s associated numeric button.

. In the Action Selector dialog, select the Buzzer action created earlier.
. Click the

. Close the Active System Events Editor dialog by clicking on the

button.

<2l button.
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Messages

Purpose of this Feature

Devices fitted with an LCD, such as a Time and Attendance Reader, can display a Message.
Messages can be activated by Events and Time Triggered Events. The Message screen in
ImproNet Access enables you to create up to 63 Messages for assignment to suitable
hardware.

Procedure

To create a new Message, proceed as follows:

In the Navigator pane, click the & icon.

In the Main pane, select a Message number from the No drop-down list. The default value
is 1.

Enter the Message content in the Message textbox.

Click the button to save.

Repeat steps 1 to 4 to create additional messages.

Remember to select an unused Message Number each time; otherwise the original Message will be
overwritten.

To use the Messages you created, proceed as follows:

Create the Action

No akwbhR

bd

8.

9.

In the Navigator pane, select the Terminal or Remote you want to display the Message.
In the Main pane, select the Actions tab.

Click the EH button.

In the New Action dialog, from the Select Action Type drop-down list, select LCD.

In the Action Name textbox, give the Action a suitable name.

Click the [ button.

In the Action Parameters dialog, in the Text Message Number textbox enter the
appropriate message number. For example based on the Figure 30, enter 2 to display
“Welcome”.

Only complete the Line and Column textboxes when using an ImproX DL.

In the Duration field, enter the duration for displaying the Message. The default duration is
40.
In the LCD Mode group, select the Clear Display checkbox.
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10. Click the button.

Assign the Action

1. On the Actions tab, click the Active System Events button.
2. Inthe Active System Events Editor dialog, from the Actions for Allowed Events group, click
the numeric button alongside the next available unused Action.

Click the button.
Click the button.

o0k w

bJ

To Delete a Message, proceed as follows:

In the Confirm Save dialog, click the Yes button.

1. Inthe Navigator pane, click the = icon.
2. Inthe Main pane, click a Message to select it.

In the Action Selector dialog, select the appropriate LCD Action type.

The ImproX TA, iTA, TAR and iTAR range of Terminals and Readers only display 16 characters.
Messages longer than 16 characters will NOT display in their entirety.

A Access

= File 6 Localize 2 Reports 2 Web Clients & Configuration ? Help

= @ System
Sites
e Excel Technologies (Pty) Ltd (01000000)

@ Hosts

Access Time Patterns
N
reas
B 4
oo |
= Tagholder Access Groups

-} Tagholders
»)
Holidays
Device Time Patterns
Time Triggered Actions
Actions

™

& Inputs

I Outputs
I Common Zones

3. Click the B button.

<

M

= m™essaces

Message No
1

1 Sorry, Invalid Tag
2 |Welcome to Excel Technologies (Pty) Ltd

Message

2
3

3|Please Report to your Supervisor

Figure 30 — Messages Screen
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Emergency Door Open

Purpose of this Feature

The Emergency Door Open feature provides an exit route in the unlikely event of an

emergency.

Example

The fire panel provides an output linked up to an input on the Access Control System.

Procedure

File @ Localize B2 Reports B2 Web Clients & Configuration @ Help

B@ System
=2 Sites
& {48t Excel Technologies (Pty) Ltd (01000000)
& B hoss
= B Host: Host pe

&- l Controller: 00S33FD4
EJ.I Zone: Reception

& [l zone: Mancfacturing

m Access Time Patterns

Terminal | Terminal Modes |Inputs || Outputs | Actions |

Location: Reception - Front Door

& ] Location: Manufacturing - Front Door

Figure 31 — Main Pane Showing the Inputs Tab Selected

Configure the Inputs

1. Select the specific Terminal that must receive the output from the Fire Panel.

Click on the Inputs tab.

Eall S

Click the & button.

Select either Input 1 or Input 2.
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Input Name

IGeneraI Input 1 l
Additional Information

Figure 32 — Input Device Dialog

5. Inthe Input Name field, type in a name for the Input.
6. From the Input Function drop-down list, select Emergency.

Ensure that your input parameters are correct. Either open or closed state.
7. Click the 4 button.
Configure the Outputs
1. Click on the Outputs tab.

2. Click the & putton.

Output Name ‘
[Relay 1 | |
Output Function
|Generd Relay - |

Relay during Locked Mode

Relay during Unlocked Mode

Relay during Tag Mode
Relay during Emergency Mode
Relay during Lockdown Mode

Relay during Armed Mode Configure

[V] Custom [7] Clear All [] Select All

Configure Outputs l

Figure 33 — Output Device Dialog
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3. Inthe Output Name field, type in a name for the Output.
4. Alongside Relay During Emergency Mode click the Configure button.

£ Output Parameters
Relay Contact State
) Do NOT drive relay in this mode.

@ Drive relay in this mode.!

E X

Figure 34 — Output Parameters Dialog

5. Select the Drive Relay in this Mode radio button.
6. Click the button, to return to the Output Device Dialog.
7. Click the [ button.

Repeat the output procedure on all doors that must open in case of emergency.
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Lockdown Terminal Mode

Purpose of this Feature

Lockdown Terminal Mode locks selected doors in such a way that no Tagholder can gain
access through those doors. This Mode can be used, for example, when intruders are in the
area concerned, and they are to be denied exit through a selected Door or group of Doors. You
may select this Mode at Controller or Terminal level.

Example

An intruder is detected in the company Strong Room. The Operator decides to place the Strong
Room door in Lockdown Terminal Mode.

Procedure

Start the Engine thereby ensuring that the Site is on-line before continuing further.

1. In Access, Navigator Pane:
— select the appropriate Site icon.
— under the Host icon, select the Strong Room Exit Terminal.
2. With the Terminal (Reader) selected Right-click your mouse, opening the menu below.

Emergency mode on

Emergency mode off

Lock-down on

Lock-down off
Open door
Reset Unit

Replace unit

Figure 35 — Lock-down Menu

3. Select Lock-down On.
4. In Windows®, select Start>Programs>ImproNet>Graphics Runtime.
5. Enter your Username and Password.

. The default username is SYSDBA. The default password is masterkey. The Password is case-
sensitive.
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6. Selectthe Door Status tab.

The Strong Room Door displays in Lock-down Mode see Figure 36.

STRONGROOM

Reception IN

oo op 53 3LE

AN

4 Graphics Runtime [lolle=
File View Tools Help
@U [ Level 1

Transactions | Alarms | Messages | Door Status I

LLCL M e e e

Terminal

Istrongroom OUT

Location

strongroom

Status

JLockdonn Mode

Duration

[10:07

Figure 36 — Lockdown Mode at Terminal Level

You may apply the same procedure at Controller level, in which case all Terminals connected to
that Controller are placed in Lock-down Mode. Figure 37 shows the Door Status display in
Graphics Runtime when Lock-down Mode is applied at Controller 1 (Controller 00533FD4).

A Graphics Runtime
File View Tools Help

Reception IN

STRONGROOM

P -0 - | o l |
(/

L CL M e el -
Transactions | Alarms | Messages | Door Status |
Terminal Zone Location Status Duration
Reception IN Reception [Reception - Front Door | [Lockdown Mode | lo:3s | &
Reception OUT Reception [Reception - Front Door \Lockdown Mode [0:38 “
Strongroom OUT Strongroom Strongroom Lockdown Made 0:36 |
Strongroom IN Strongroom [Strongroom [Lockdown Mode [o:38

Figure 37 — Lockdown Mode Applied at Controller Level
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Start the Engine thereby ensuring that the Site is on-line before continuing further.

In Access, Navigator Pane:

— select the appropriate Site icon.

— under the Host icon, select the Strong Room Exit Terminal.

With the Terminal selected Right-click your mouse, opening the menu below.

Emergency mode on

Emergency mode off

Lock-down on

Lock-down off
Open door
Reset Unit

Replace unit

Figure 38 — Lock-down Menu

Select Lock-down Off.
In Windows®, select Start>Programs>ImproNet>Graphics Runtime.
Select the Door Status tab.

In Graphics Runtime, view the Door Status by selecting View>Door Status>Show Lockdown
Mode.

If you apply Lock-down Mode to a Terminal, you can switch the Mode off either at Terminal level or at
Controller level. However, when you apply Lock-down Mode to a Controller, you can only switch off the
Mode at Controller level.
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Force Upload of Hardware or Tagholder
Data

Purpose of this Feature

The Force Upload of Hardware or Tag Data feature is used to force the upload of data from
the Engine to the Controllers, without disrupting normal access control operation. The Feature
operates at Host level. The Feature could be used, for example, where you have edited a large
number of Tags, or you have made other configuration changes.

Example

Changes have been made to Tagholders Groups for a large building with several Controllers,
and it is necessary to make this data available to the Controllers.

Procedure

1. In Access, select Configuration>Force Upload from the Menu Bar.

= File @ Localize B2 Reports B2 Web Clients ? Help

@ System Display Properties

Sk Batch Enroliment
e Il_‘{n] Excel Technologies (Pty) Ltd (01000000 e

Moving Employees

@ System Event Editor

Reason Codes

59 Force Upload 4 Hardware Data
Tagholder Data

B3 Oberator Securitv
Figure 39 — Tagholder Data Selection

2. Select either Hardware Data or Tagholder Data. (For this example, we selected the
Tagholder Data option).

Zb Select Site ==
The following hosts are available

Host I.P. Site

Host PC 192.1.3.61 Excel Technologies ... P8

Default Host 0.0.0.0 Excel Engineering (...

Figure 40 — Site Selection Dialog
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3. Inthe Select Site dialog select the required Site.
4. Click the OK button.
5. The selected data uploads (if Engine is running).
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Device Time Patterns (DTP’s) supported in
Actions

Purpose of this Feature

The Device Time Patterns (DTP’s) Supported in Actions Feature allows Device Time
Patterns to be associated with system Actions. When a Device Time Pattern is attached to an
Action, this makes the Action active only during the period specified by the Device Time Pattern.

Example

For example, adding a Device Time Pattern to a Relay Action. In this case, the Action is to be
enabled between the hours of 7 am to 5 pm, Sunday to Friday, and during those hours the
Relay duration is required to be 2 minutes to permit handling of goods at that Location.

Procedure

1. InAccess, select Device Time Patterns from the Navigator Pane.
2. Inthe Main Pane click the button.

<

-
4 Adding Device Time Pattern... (=3

Description  |Mon-Fri 07:00-17:00

Start Date |0 \ change |

cndose 0 =

Start Time (07 |00 |

Duration "10 V:'OO |
7| Monday V] Friday:
(V] Tuesday Saturday
J/| Wednesday | Sunday
V| Thursday Holiday

Figure 41 — Adding Device Time Pattern Dialog

In the Description textbox, enter a name for the Device Time Pattern.
In the Start Time field, enter 0700.

In the Duration field, enter 1000.

Select the Monday through Friday checkboxes.

ook w
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7. Click the button.

Select the required Terminal in the Navigator Pane.

9. Select the Actions tab for the Terminal.

10. Select the Relay — Allowed In action.

11. Click the & button,

12. In the Edit Action dialog, add the Mon-Fri 0700-1700 device time pattern to the action.

o

iy =]
Action Name IReIay - Allowed In ]
Time Pattern [Mon-Fri 07:00-17:00 ]
Action Parameters ]

Figure 42 — Modify Relay — Allowed In Action

13. Click on the Action Parameters button.

' =
& Action Parameters
rRelay Activate/Deactivate 1
() Deactivate Relay

@) Activate Relay

Select Relays
Relay 1

Duration (0.1s)

|1200] |
Hint: Maximum=864000(24hrs), Infinite=65535

VI

Figure 43 — Modify Relay — Allowed In Action Parameters

14. Set the Relay Duration to 120 seconds (10 = 1 second).
15. Close the Action Parameters dialog by clicking on the button.
16. Close the Edit Action dialog by clicking on the button.
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Anti-passback (APB) Lockout Entry and

Exit Delays

Purpose of this Feature

The Anti-passback Lockout Entry and Exit Delays feature lets you set delay periods
enforcing Anti-passback (APB) Entry and/or Exit Lockout restrictions after the presentation of a
Tag. This prevents multiple presentations of a Tag to the same Terminal during the delay
period. And so provides extra protection against a Tag being passed back to another person for

unauthorized access.

Procedure

1. Select the Zone required. A screen similar to Figure 44 displays in the Main Pane.

S M Excel Technologies (Pty) Ltd (01000000)
Hosts
= Host: Host PC

= Controller: 00533FD4
= Location: Manufacturing
=8 Manufacturing IN
=8 Manufacturing OUT
= II Zone: Zone 2
= Location: Metal Workshop
=8 metal Workshop IN
=B metal workshop OUT
Access Time Patterns
% Areas
1 Tagholder Access Groups
- Tagholders
Holidays
Device Time Patterns
o,v Time Triggered Actions
Actions
E Inputs
I_:“, Outputs
I Common Zones
Messages
E g 1P Mapping
Zone: Zone 1 010101 00 01 00

Zone Number It

Zone Name |Zone 1

Anti-Passback None

Supervisor Group for this Zone
Fully Nested within Zone |

Part of Common Zone |

Relaxed Exit Conditions for this Zone No

Zone Broadcast

- 3
4 Access =3O8
= File @) Localize B2 Reports B2 Web Clients & Configuration @ Help

= @ System :
Sites

@ Relaxed

9 Yes

Strict

T
Anti-Passback Lockout Entry Delay (min) ‘°

Anti-Passback Lockout Exit Delay (min) |0

Limit Tags Inside this Zone to ‘O

S

Figure 44 — Zone Selected

2. When either Relaxed APB or Strict APB is selected, the Anti-Passback Lockout fields

enable.

3. Inthe Anti-passback Locked Entry Delay and/or Anti-passback Locked Exit Delay
fields, enter the required time in minutes.

4. Click the

button to accept these changes.
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Purpose of this Feature

The ImproNet Software Suite offers full User and Operator Security. Previously, the third-party
database utility, IBConsole, was required to administer usernames and passwords. Now,

ImproNet facilitates administration of usernames and passwords.

Any User or Operator can be configured to have access to any part of the ImproNet Software. It

is possible to restrict Operator access to specific Tagholders and ImproNet Applications.

Procedure

To open the Operator Security screen, proceed as follows:

Display Properties [
Batch Enroliment

Moving Employees

System Event Editor
Reason Codes

Force Upload »
Operator Security
Event Log

Card Designer
Batch Printing
Properties

Maintenance

Biometric Addresses

Camera Setup

& Access

= File @ Localize B2 Reports B2 Web Clients ? Help

= @ System

= M Sites

* E‘::‘_'] Excel Technologies (Pty) Ltd (01000000 8

AD

&3

B

4

4

g

-

Import ECI
T

Figure 45 — Operator Security Selection

In Access, select Configuration>Operator Security.

By default, the Operator Security screen displays the System Administrator group. This group

has full access to all ImproNet Software applications and all Tagholders.
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The System Administrator group cannot be edited or deleted. SYSDBA is the only user that is a
member of the System Administrator operator group.

To create a new Operator Group, proceed as follows:

AP wbhpR

In Access, select Configuration>Operator Security.
Click the button.

Enter an Operator Group Name.

Click OK.

The Operator Security screen consists of the following sections; configure each section for each
Operator Group that you create.

Security Access—the Security Access section defines the Software interfaces that
different Users have access to. The Full Security access template is enabled by default.
To change this, choose from a list of preset access template, or click the Advanced button
to configure a new access template in the Security Control Panel.

Users—add Users to the database BEFORE assigning them to an Operator Group.
Tagholder Access Groups—the Tagholder Access Groups section specifies the Access
Groups that the selected Operator has access to.

User Profiles—when adding Tagholders to the database, you may assign them to a User
Profile. However, you must create User Profiles in the Operator Group screen BEFORE
you can assign Tagholders to them.

Change Template

1. To change to a different template, click the & button.
2. Select another template from the drop-down list.

3. Click the & putton.

Templates

You can select default, pre-configured templates from the Security template name drop-down-
list. These templates are not editable but are useful for standard Users. Alternatively, create a
new template as follows:

1.
2.

Click the Advanced button.
Click the button.
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=

A Add new template @

Security template name

~Enable Type

Deny All
@ Full Access All

Existing Template

Figure 46 — Add New Template Dialog

3. Inthe Add New Template dialog, enter a Security template name.
4. Select one of the following options as a starting point:

— Deny All—all parts of ImproNet Access are restricted. Use this option if you are only
enabling a few items.

— Full Access All—all parts of ImproNet Access are accessible. Use this option if you
are only restricting a few items.

— Existing Template—the new template settings are the same as an existing template.
Use this option if you are designing a template that is similar to an existing template and
has only a few differences.

5. Click the 2 button.

Using the Security Control Panel

The Security Control Panel lets you restrict access to almost every screen, section, or object in
ImproNet Access. Figure 47 shows the Security Control Panel. ImproNet applications list in
the left-hand pane. When you select an application, its features display on tabs in the main
Security Control Panel pane.

To customize a template proceed as follows:

1. Select each application one at a time.
2. In the Main Pane, carry out one of the following:

— Click the Full Access option to enable access to all items.

— Click the Denied Access option to deny access to all items.

- Click an item to toggle its accessibility—the Customised Access option is selected
3. Click the & button to save.
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4 Security Control Panel
File Localize Help

Security template name | FULL SECURITY ACCESS =

Application name Access Access
@ Full Access Denied Access Customised Access

Alarms

Engine

Graphics Designer
Graphics Runtime
QuickTag
Transaction Viewer
\Visitor
DXP200Conversion
FindDuplicates
\Web Reports
Biometric Server

Main Menu \TreelDialoqlPoptpMem\

NSSSSSCCCECS

v v v v V4 v

< | m | »

EEE

Figure 47 — Security Control Panel

Clear All Select All

Add Users to the database BEFORE assigning them to an Operator Group.
To add users to the database, proceed as follows:

1. Inthe Users panel, click the Advanced button. The first time the Advanced button is
clicked, the following dialog box displays.

7 o

4 Security Database Properties

Security Database URL
‘ st/C:/Program Files/Firebird/Firebird_1 _Slsecurity.fdbll

‘ I[ Test Connection Jl

~
t“-"" %

Figure 48 — Security Database Properties Dialog

Use this window to specify or confirm the location of the Security Database that you are
connecting to. A default path is shown if a Database exists.
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If no Database file path displays in the textbox, click the EJ button.

Browse to the location of the Security Database (C:\Program Files\Firebird\Firebird_1_5).
Select the security.fdb file.

Click Open.

The Security Database is installed to c:\program files\firebird\firebird_1_5 by default. However, if
the default directory does not exist, consult the person who installed the Firebird Database Server.

Click the Test Connection button. .
If Access connects to the Security Database successfully, the €2 button turns green to let
you save the setting.

The location of the Security Database is saved in the Access.properties file. Therefore, if the
location of the Security Database changes, you must edit the last line of the Access.properties
file to reflect the change.

Add and Delete Users
In the Users Panel, click the Advanced button.

4 Add/Edit Users =)

File Localize Configuration Help

User Name

SYSDBA

4+ ] — |

Figure 49 — Add/Edit Users Dialog

In the Add/Edit Users dialog, do one of the following:

Click the button to add a User.
Select a User and click the = button to delete them.
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Change Password

In the Add/Edit Users dialog, proceed as follows to change a User’s password:

Select a User.
Click the button.

Click the [ button.

No gakrwbde

Click the [ button.

Assign Users

In the Old assword textbox, enter the OLD Password.

In the New Password textbox, enter a NEW Password.
In the Re-enter Password textbox, re-enter the NEW Password in confirmation.

1. Click the & button. The Select Group’s Users dialog displays.
2. Select users in the Available Users section.

3. Click the > ] button to move them to the Assigned Users section.
4

Click the 2 button.

G Use the button to move all users at once.

To edit the available Tagholder Access Groups, proceed as follows:

1. click the & putton.

-
4 TagHolder Access Groups
File Localize Help

Site

All Sites iw

Available Items

Excel Technologies (Pty) Ltd (01000000)
Default Employee Group
Central Elevator Access
Default Visitor Group

Excel Engineering (Pty) Ltd (02000000)
Default Employee Group
Default Visitor Group

>>

<

S
L

o

55
rKey
B General
. Visitors

Assigned Items

Figure 50 — Tagholder Access Groups Dialog
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2. Inthe Tagholder Access Groups dialog, select Access Groups in the Available Items

section.
3. Click the button to move them to the Assigned Items section.

4. Click the [ button.

G Use the button to move all Access Groups at once.

A Tagholder assigned to a User Profile is visible and editable only to Security Users who are
configured for the particular User Profile.

For example, Andrew Young is an Operator Security User. He belongs to an Operator Group
called Operator Group 2—refer to Figure 51. Andrew is assigned the Contract Staff and
Casuals User Profiles. This means that when Andrew uses Access, he can only see and edit
Tagholders who are assigned to one of these groups. Andrew will not see Tagholders belonging
to other User Profiles.

-

p
4 Operator Group F=8|EoB~x7
File Localize Help
Operator Group Name 'Operator Group 2 v '
~Security Access ~Users
ANDREW YOUNG
JOHN SMITH

ENROLMENT

(=R 5y

~Tagholder Access Groups ~User Profiles
Excel Technologies (Pty) Ltd (01000000) Excel Technologies (Pty) Ltd (01000000)
Manufacturing Staff Contract Staff
Casuals

&Y &

+ | — X

Figure 51 — User Profile Example

[] Auto Update
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Create User Profile
To create a User Profile, proceed as follows:

In the User Profile section, click the Advanced button.

From the Select Site drop-down menu, select a site.

Click the button.

In the User Profile dialog, click the button.

Enter a User Profile Name.

Click the 2| button.

At the Confirm Insert dialog, click the No button. (Clicking the Yes button adds the user
profile to all operator groups).

8. Click the button.

No o wdNE

Assign User Profiles to Users
Ensure that you select the correct Operator Group Name, then proceed as follows:

In the User Profiles section, click the Y button.
Select User profiles in the Available Items section.
Click the [ > button to move them to the Assigned Items section.

Click the button.

MowbdPE

Use the |>> button to move all User Profiles at once.

Assign Tagholders
Assign User Profiles to Tagholders in the Edit Tagholder screen.

To do this, proceed as follows:

In the Access, Navigator pane, click the & button.

In the Main pane, select a Tagholder.

Click the & button. The Edit Tagholder screen displays.
From the User Profile drop-down list, select a User Profile.
Click the button to save.

a s~ wdhPRE

If the All value is selected, the Tagholder is visible to Operator Security Users who are assigned any
User Profile.
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SMS Support on Events and Actions

Purpose of this Feature

The SMS Support on Events and Actions Feature allows an ImproX EC" Controller to send
and respond to received SMS messages when certain trigger events occur.

Example

You may only create this SMS action on the Controller; however, you may link the SMS action to
ANY event on the Controller or any of its Terminals.

An outgoing SMS sent by your ImproNet System could alert you of an alarm being triggered,
such as a door forced, Anti-tamper, power failure, Emergency Mode on or Lock-down Mode on.

Alternately an incoming SMS sent to your ImproNet System’s Controller, could activate or
remove certain modes before you arrive at your site. These SMS instructions could include,
removing Lock-down Mode or Emergency Mode, or driving a relay thereby opening a door.

Procedure
Ensure that you unlock your ImproX RH for SMS support before continuing.

Connect the USB GSM Modem to the ImproX EC" Controller.

1. Open the Ethernet Discovery Utility.
2. Onthe menu bar, go to Action>Search Local Subnet.
3. Wait for the Controllers to display.

On display of the Controllers and Terminals, the following icons appear: the Q icon represents
unlinked Controllers. The 8 icon represents Terminals and the b P icon represents Controllers with
linked Terminals. On expanding the Controller tree, the b Vicon displays, with the linked Terminals
displaying below.

4. Select the Controller for configuration.
5. On the menu bar, go to Action>Set GSM Modem Configuration.
6. Inthe Device Password dialog, enter your password.
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The default password is impro.

7. Click on the &2

button.

= Set GSM Modem Configuration (=53]

Device i[dev/ttyUSED
SMS Action Password

Optional PIM (For SIM card) 0
Delay Interval () 5

Maxirmum Mumber of Pending Oukgaing Messages 10
Initialis ation String

AT+CPMS="5M","SM","SM"
7 |~

Figure 52: Set GSM Modem Configuration Dialog

In the Set GSM Modem Configuration dialog, configure the following:

1. Device—depends on the Modem used. The default suggested (/dev/ttyACMO) is for the
Falcom Samba 75 Modem.

2. SMS Action Password—set this password for use when sending SMS messages. This
password prevents unauthorized applications from using the GSM service.

3. Optional PIN (for SIM card)—enter your SIM card’s PIN if using one.

4. Delay Interval—the interval in seconds between checking for SMS messages. Change this
setting only to ensure the best possible operation.

5. Maximum Number of Pending Outgoing Messages—this setting limits the buffer in case
an event repeatedly creates false messages. Change this setting only to ensure the best
possible operation.

6. Initialisation String—depends on the Modem used. The default suggested
AT+CPMS="SM”,”"SM”,”SM” is for the Falcom Samba 75 Modem pre-approved for use with
this System.

7. Click the button to confirm.

8. Close the Ethernet Discovery Utility.

Create a Message
To create a new Message in Access, proceed as follows:

1. Inthe Navigator Pane, click the icon.
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Time Triggered Actions
s Actions
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& Inputs
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=3 Outputs

]

l Common Zones

Mess

EBIP

apping

1
A B mMessaces

l Message No l

Message

.
A Access
B File 6 Localize 2 Reports 2 Web Clients & Configuration ? Help
= @ System
= Sites
S M Excel Technologies (Pty) Ltd 010000000
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reas
DA 4
o0 |
lf= Tagholder Access Groups
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Device Time Patterns

/A Create SMS

Phone Number(s)
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+ | 00 | 0000000000 + | 00

Message
(Example: Alarm input 1 on main building controlier)

|

Phonesto SMS: @) 1 2 3
=) « i

No B Message [

[ Create SMS J

Figure 53: Set GSM Modem Configuration Dialog

2. Inthe Main Pane, click the Create SMS button.

3. Select the required Phones to SMS radio button. That is:
— 1—sends the message to a single cellular telephone.
— 2—sends the message to two cellular telephones.
— 3—sends the message to three cellular telephones.

4. Based on the selection you made above, complete the highlighted Phone Number(s) text

boxes.

bd

Specify the 2-digit country code (in the textbox directly after the “+” symbol) even when the cellular

telephone operates within the same region.

5. Enter the Message content in the Message textbox.

é

the middle and at the end of your Message.

Ensure that your Message is NOT preceded by a numeric digit. Numeric digits may however appear in
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6.
7.

click the B2 button.

In the Message Exists dialog, make your selection:

— Yes—overwrites the message selected when you pressed the Create SMS button. The
Message No confirmation dialog informs you of the message number used.

— No—selects the next un-used message number and stores the message. The
Message No confirmation dialog informs you of the message number used.

— Cancel—cancels the create sms process.

Create an Action

© o N Ok wDDPE

In the Navigator Pane, select an EC" Controller by clicking the icon.

In the Main Pane, select the Actions tab.

Click the button.

From the Select Action Type drop-down list, select the SEND SMS option.

In the Action Name textbox, assign your action a suitable name.

Select the Time Pattern by clicking on the button.

Click the &2l button.

In the New Action dialog, click the 2 button.

In the Action Parameters dialog, select the Message number by clicking on the ) button.

10. Select a Message from the records displayed.
11. Click the 4 button. .
12. In the Action Parameters dialog, click the 4] button.

Link Action to an Event

bJ

a s wdhPRE

© N o

You may link the SMS action to any event on the Controller (or any of its Terminals). When the event
triggers (for example door forced) the SMS action takes place and an SMS sends to the cellular
telephone numbers listed in the Message.

In the Navigator Pane, select an EC" Controller by clicking the & icon.

In the Main Pane, select the Actions tab.

Click on the Active System Events button.

From the Active System Event drop-down list, select an event.

Alongside your first available action, (for example First Action, Second Action and so on),
click the numeric Select Action button.

In the Action Selector dialog, click on the Global button for a larger search result.
From the Action Selector dialog, select the SMS action (created on the Controller).

Click the 4 button. -
At the Active System Events Editor dialog, click the £4] button.

When the event occurs, the SMS transmits (according to your action and Time Pattern settings)
to your cellular telephone.
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To set up incoming Messages for direction to your GSM Modem, continue as follows:
1. From your cellular telephone, type your SMS.

G Ensure that your Message structure is as follows:
<Action Number>,<Password>,<Confirm>,<Description>
For example: 10,1234,c,0Open Reception IN.
Broken down, the Message structure is explained as follows:
e Action Number—the number of the Action you want performed by the Controller.
e Password—this is the SMS Action Password set up in the Ethernet Discovery Utility (refer to
the section Set GSM Modem Configuration on page 55).
e Confirm—enter the character “c” if you want a confirmation SMS returned, or leave the field
blank if you don’t want confirmation (for example: 10,1234,,0pen Reception IN).
e Description—this field is optional and is ignored by the ImproNet Software. Use the
Description field as a reminder as to what the Action does.

2. Send the SMS to your GSM Modem (SIM Card).
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Alarm Arming

Purpose of this Feature

The Alarm Arming feature, incorporated in ImproNet V7.60 upwards, monitors relays and
drives digital inputs of third-party alarm panels.

This feature therefore lets you arm and disarm your third-party alarm system direct from your
ImproX Keypad Antenna Reader or Keypad Remote Reader.

While your alarm panel is in an armed state, ImproNet denies access by Tagholders into or out
of the armed Zone.

Alarm Arming offers the following setup options:

e Single Controller Configuration
e Multiple Controller Configuration

While using the Alarm Arming feature, you may still arm or disarm your alarm from your third-
party alarm panel.

Example

Ensure that you unlock your ImproX Registration Reader for Alarm Arming support before continuing.

The Alarm Arming feature only works on sites using ImproX EC" Controllers. On mixed sites using
ImproX IC’s and EC'’s, the feature is disabled.

Figure 54 and Figure 55 show sample connections using the ImproX iTT. You may however use other
Terminals from the ImproX family, including the ImproX MfT (Firmware V7.18 and upwards only),
ImproX iTRT, ImproX 116 or ImproX O16.
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Armed / Disarmed Output

Ready / Not Ready Output

Ready Input
=y

Armed Input
—

Third-party Alarm Panel

. STATUS
M ENETACT

W ENET SPD
W ENET LNK

ImproX iTT

Printed Circuit Board

Arm Relay

Disarm Relay

NOTE: Some third-party Alarm Panels
require only a single line for arming
and disarming. In that instance it is
NOT necessary to wire a separate

000000000000 disarm line.

ImproX (KHA) Metal
Keypad Antenna Reader |§

Entry Anténna Reader

ol
L)

o 3

mproX WA_JAmpro
s 0300080181
PN XTT8021.00801

Exit Antenna Reader

Alarm Arming.jpg

Figure 54: Alarm Arming - Single Controller Configuration
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ImproX iTT

Host PC

ImproX KHA

ImproX MMA .’

ImproX EC" J
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Armed / Disarmed Output - 3
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Third-party Alarm Panel i / ImproX MMA
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Arm Relay
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NOTE: Some third-party Alarm Panels
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disarm line. Ko Alarm Arming - Across Controllers.jpg

Figure 55: Alarm Arming - Multiple Controller Configuration

e e

U ImproX iTT

Procedure

ﬂ The following procedure is for Alarm Arming setup using SINGLE CONTROLLER configuration. For
extra instructions relating to Alarm Arming across MULTIPLE CONTROLLERS, refer to the sections
marked as being specific to Alarm Arming using Multiple Controllers.

1. InAccess, select the Zone in the Navigator Pane.
2. Select the Alarm Zone checkbox.
3. Click the button.
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G When you select the Alarm Zone checkbox, Access creates several extra default Actions needed by

the Alarm Arming feature.

If you remove Alarm Arming from a zone or common zone, deselecting the Alarm Zone checkbox only
removes the extra Alarm Arming actions. Therefore, manually delete the Arm and Disarm relays and
inputs making the Allowed Normal Relays available.

Removing the Alarm Zone setting from a zone in a Common Zone, all zones in the common zone lose

their Alarm Zone setting and their extra Alarm Arming actions.

ol o

edit the outputs for that Relay.
Action 1 — Arm Alarm System Relay

In the Main Pain, select the Actions tab.
Click the button.

o0k whPRE

Select the Terminal that will control the Alarm Panel.

From the Select Action Type drop-down list, select Arm Alarm System Relay.

=
A Action Parameters

Relay Activate/Deactivate

@ Activate Relay

Select Relays
[V]Relay 1

Duration (0.1s)

40

Select Zone

1
Zone to be armed

| Bl

|

Hint: Maximum=864000(24hrs), Infinite=65535

Figure 56: Action Parameters Dialog

You may only set up one Arm Alarm System and one Disarm Alarm System Relay per Zone.

Remember, all Zones under a Common Zone are treated as one Zone. Therefore, you may only create
one Arm Alarm System and one Disarm Alarm System Relay per Common Zone.

Once a Relay is set up for Alarm Arming, you cannot use it for anything else. Note also that you cannot
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7. The Action Parameter settings vary according to the brand of third-party alarm panel in use.
Please consult your alarm panel’s user manual for settings specific to your installation.
8. Click the button.

Warning!

N

All Relay actions with the same relay configured as this Arm/Disarm action, will be removed.
Do you still want to create the Arm/Disarm relay action?

| Yes I [ No

B>

Figure 57: Warning Dialog

9. Atthe Warning dialog, click the Yes button.

Action 2 — Disarm Alarm System Relay

In the Main Pain, select the Actions tab.
Click the button.

From the Select Action Type drop-down list, select Disarm Alarm System Relay.
Give your action a suitable name.
Click the button.

1.

a s N

7
& Action Parameters

Relay Acti

@ Activate Relay

Select Relays
[V]Relay 1

Duration (0.1s)
40 |
Hint: Maximum=864000(24hrs), Infinite=65535

! |

Zone to be disarmea

Select Zone

&3

Figure 58: Action Parameters Dialog

6. The Action Parameter settings vary according to the brand of third-party alarm panel in use.
Please consult your alarm panel’s user manual for settings specific to your installation.
7. Click the B2 button.

bJ

Before deleting an Arm or Disarm Relay from a Zone or Common Zone that has Alarm Armed or

appearance of an Error dialog.

Alarm System Ready inputs, ensure that you delete the Alarm Arming Inputs and or Time Triggered
Actions first. Failure to delete the Alarm Arming Inputs and or Time Triggered Actions results in the
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You may only set up one Alarm Armed and one Alarm System Ready input per Zone.

Remember, all Zones under a Common Zone are treated as one Zone. Therefore, you may only create
one Alarm Armed and one Alarm System Ready input per Common Zone.

General Input 1

1. From the Main Pane, select the Input tab.

2. From the displayed records, select General Input 1.

3. Click the & putton.

4. Atthe Input Device dialog, in the Input Name textbox, assign your input a suitable name,
for example Alarm Ready.

From the Input Function drop-down list, select Alarm System Ready.

6. Click the Input Parameters button.

o

= =\

A Inrput Parameters @

Alarm Ready on Request

Ready on Open Contack

@ Ready on Closed Contact

Figure 59: Input Parameters Dialog

7. The Input Parameter settings vary according to the brand of third-party alarm panel in use.
Please consult your alarm panel’s user manual for settings specific to your installation.

8. Click the & button.

9. Atthe Input Device Dialog, click the

2 putton.

General Input 2

1. From the displayed records, select General Input 2.

2. Click the & putton.

3. Atthe Input Device dialog, in the Input Name textbox, assign your input a suitable name,
for example Alarm Armed.

4. From the Input Function drop-down list, select Alarm Armed.

Click the Input Parameters button.

6. The Input Parameter settings vary according to the brand of third-party alarm panel in use.
Please consult your alarm panel’s user manual for settings specific to your installation.

7. Click the &2 button.

8. Atthe Input Device Dialog, click the

o

2 button.

G Failure to assign the Location or Zone an Alarm Arm or Disarm Alarm System Relay Action results in
display of the Actions Required warning dialog.
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From the Navigator Pane, select the ke icon.
In the Main pane, click on the Alarm Arming Settings button.

Alarm Arming Settings ()
Arming Delay (seconds)
30|

Arming Timeout (seconds)
3

Disarming Timeout (seconds)
3

Pin Lockout Time (seconds)
40

Disarm Request (pin)
@ Not Required

Required

Figure 60: Alarm Arming Settings Dialog

In the Alarm Arming Settings dialog, adjust the following settings:

— Arming Delay (seconds)—the amount of time between issuing the arming request and
ImproNet arming the alarm panel.

— Arming Timeout (seconds)—if the alarm panel is not armed within the time period
specified, the arming instruction fails.

— Disarming Timeout (seconds)—if the alarm panel is not disarmed within the time
period specified, the disarming instruction fails.

— Pin Lockout Time (seconds)—the Terminal “locks” for the specified time period, on
successive entry of 3 incorrect PIN-codes.

— Disarm Request (pin)—Select either Required or Not Required, thus indicating
whether PIN-code entry is required or not required when disarming the alarm panel.

Click the button.

You may NOT move a Terminal or Location with Alarm Armed or Alarm System Ready Inputs to
another Zone with the same Inputs. Attempting this move, results in the appearance of an Arming
Conflict warning dialog.

Create the Common Zone

1.
2.
3.

4.
5.

From the Hierarchical Tree, select the B3 icon.

From the No drop-down menu select an unused number.

In the Name textbox, enter in a name for the Common Zone. Alarm Common Zone is the
preferred name.

Complete the Description textbox.

Click the button.

Create a New Alarm Zone

1.
2.

On a separate Controller, create a new Alarm Zone.
On the Main Pane, select the Alarm Zone checkbox.
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bd

Making this new Alarm Zone common with an existing Zone (that already has the Arm and Disarm
Alarm System Relay Actions) means you cannot add these Actions to the new Alarm Zone.

A common Alarm Zone performs in the same way as a stand-alone Alarm Zone; therefore, you can
only control a single alarm panel within the common Zone.

Setup the Common Zone

1.

From the Hierarchical Tree, select the Zone for which you created the relays Arm Alarm
System Relay and Disarm Alarm System Relay, see Action Setup on page 64.

In the Main Pane, from the Part of Common Zone drop-down menu, select the Common
Zone you created earlier (that is Alarm Common Zone).

Click the & button.

Setup your required Access Time Patterns, as follows:

o0k w

aprwbdPRE

1.
2.
3.

In Access in the Navigator Pane, click the &2 icon.

Do one of the following:

— Select an Access Time Pattern, and click the Y button

— Click the button to create a new Access Time Pattern

Enter a Description for the Access Time Pattern.

Enter a Start Time.

Enter the Duration in hours and minutes.

Select the days of the week when the Access Time Pattern is enabled.

In the Navigator Pane, click the B icon.

In the Main Pane, click the button.

Enter an Area Name and Area Description.

From the Hierarchical Tree select locations by clicking on them.
Click the 2 button.

The following settings do NOT apply to Visitor Tagholder Access Groups, therefore visitors do NOT
have arming or disarming rights.

In the Navigator Pane, click the icon.
In the Main Pane, click the button.
Enter a name in the Tagholder Access Group Name textbox.

If you call your Tagholder Access Group “Reception” for example, we suggest you add the phrase
With Arming to the name. This will assist you when you assign the Tagholder Access Group later.
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7~ It
4 Access Descriptions |23
Tagholder access group Name [Reception With Arming ]
No [6 |
[7] Suspended

Access Description 1 | |

Access Time Pattern I [ Select ]

Area I [ Select ]

I Advanced (1) || |c )

B &=

Figure 61: Access Descriptions Dialog

Alongside the Access Time Pattern textbox, click the Select button.
From the list of records select an Access Time Pattern.

Click the [ button,

Alongside the Area textbox, click the Select button.

Select the Area you created earlier under Area Setup.

© N o ok

ﬂ The Area selection includes access and arming rights.

9. Click the 4 button.
10. Click the Advanced (1) button.
11. In the Advanced Settings dialog, select the Alarm Arming tab.

-

.
4 Advanced Settings (223w

| Reporting | Start & Expiry Date | Supervisor Unlock | Actions | Alarm Arming

Allow Access for this Area

Allow Arming of Alarm System for this Area

Allow Disarming of Alarm System for this Arez

B

Figure 62: Advanced Settings Dialog
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12. On the Alarm Arming tab, select from the following options:
— Allow Access for this Area—allows the user access to the area.

G If Allow Access for this Area is deselected, and the Allow Arming and Allow Disarming option is
selected, the user could for example arm and disarm the System, but not physically enter the Zone.

— Allow Arming of Alarm System for this Area—selecting this option gives the user
permission to arm the Zone.

— Allow Disarming of alarm System for this Area—selecting this option gives the user
permission to disarm the Zone.

13. Click the E4 button.
. . . =

14. At the Access Descriptions dialog, click the &4 button.
A Access £=5E08
= File @ Localize Z Reports B2 Web Clients & Configuration ? Help

5 system \ TAGHOLDER ACCESS GROUPS ACCESS DESCRIPTIONS
- Sites - Access Description 1
i “ﬂm A General | visitors :
= Excel Technologies (Pty) Ltd (01000000) | | - Time Pattern  Default Access Time Pattern
5 I =) Nol Group Name
‘ 1 1 }Default Employee Group Area Name Reception

58 Host: Host PC e

3 2 ?Centralrﬁrl;vator Access
= 5 Controller: 6E000104

2
3 |4 '}Manufacturing Staff
4

[ zone: zone 1 5  Reception with ARMING Allow Arming of Alarm System For this Area

C: Zone: Zone 2
Access Time Patterns Allow Disarming of Alarm System for this Area
’V
VA Areas

MM gd Tagholder Access Groups
m Tagholders

Figure 63: Access Window Showing Access Descriptions Summary

The Access Descriptions pane highlighted in Figure 63 shows a summary of the settings you've
applied earlier. This Access Description information is read only.

Edit your Tagholder Access Group by selecting the Tagholder Access Group record and
clicking the S button. Figure 63 shows record number 4 selected.

1. Inthe Navigator Pane, click the £ icon.
2. Inthe Main Pane, do one of the following:
— Click the button to add a Tagholder.
— Click the button to edit a Tagholder.
Enter the Tagholder’s First Name and Last Name.
Complete other personal information as necessary.
Select the Current checkbox to enable the Tagholder (selected by default).
Use the Notes text area to enter other information about the Tagholder.
In the PIN textbox, enter a PIN-code of up to 5 digits (required for disarming the alarm
panel).
8. Select the Tagholder’s Department from the Department drop-down list.
9. On the Edit Tagholder dialog, click any of the New Tag buttons.
10. On the Tag Details dialog, select one of the following Tag Options:
— Normal—normal employee.
— Suspend—Tag is suspended from all access on the Site.

No gk w
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— Blacklist—Tagholder is blacklisted and denied access to the Site.
— Special Event 1—Tag raises an Event when presented to the Reader — in this case
Special Event 1. The Event can be linked to a specific Action.
— Special Event 2—Tag raises an Event when presented to the Reader — in this case
Special Event 2. The Event can be linked to a specific Action.
11. Configure the following:
— APB Override—Tags are not subject to APB rules.
— Report Always—all transactions for the Tag are written to the Database.
12. Assign the Tagholder to a Site by selecting a value from the Site Assigned drop-down list.
13. Assign the Tagholder to one or more Tagholder Access Group. From the next available
Group (1-10) drop-down list, select the Tagholder Access Group you created under the
heading Tagholder Access Group Setup on page 68. (For example Reception With
Arming).

At least one Tagholder Access Group must be assigned for the Tag to have any access rights.

14. Present a Tag to an Enroliment Reader and click the Read Tag button.

15. If the Tag Type is not displayed when the card is read, or if you are entering a Tag code
manually, select the Tag Type from the drop-down list.

16. Click the button.

17. Click the [ putton,

18. At the Add or Edit Tagholder dialog, click the button.

19. Click the button.

Upload all data in the ImproNet Database to the Controllers:
1. In Engine, click the | @ | putton.

2. Click the | @™ | hytton.

3. Atthe Confirm Upload dialog, click the Yes button.

4. Click the | €= putton.

Only arm or disarm the alarm from locations that you have rights to arm or disarm from.

You may arm or disarm the Alarm using a Time Triggered Action. See Part 3 — General Configuration
for details on adding a Time Triggered Action.

Zone Arming

The * used below, represents the * button on either your Keypad Antenna Reader or Keypad Remote
Reader. Where the instructions state * * or * * * this indicates that you must press the * button the

respective number of times.

e Arm Zone—* + present Tag.
e Arm ALL Zones on the Controller—* * + present Tag.
e Arm ALL Zones on the Site—* * * + present Tag.
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Zone Disarming

The # used below, represents the # button on either your Keypad Antenna Reader or Keypad Remote
Reader. Where the instructions state ## or ### this indicates that you must press the # button the
respective number of times.

e Disarm Zone—# + present Tag + enter PIN-code + #.
e Disarm ALL Zones on the Controller—## + present Tag + enter PIN-code + #.
e Disarm ALL Zones on the Site—### + present Tag + enter PIN-code + #.

If during Site Setup (see page 67) you selected Not Required for the Disarm Request (pin) setting,

you are NOT required to enter a PIN-code when disarming the alarm. Please note however you are
still required to press the # key after presenting your Tag.

The Zone Arming Status dialog that indicates the Zones status:

4 Zone Arming Status ==

'a Zone 1

< 10 »

Figure 64: Zone Arming Status Dialog

Access the dialog, by right-clicking your mouse over the M icon and selecting Zone Arming
Status from the shortcut menu.

e When the lock icon is BLACK, this indicates the Zone is NOT READY.

e When the lock icon is GREEN, this indicates the Zone is READY.
e When the lock icon is RED, this indicates the Zone is ARMED.

Table 1 below shows the buzzer and LED states for the following actions:

Action State

Buzzer—Armed Out of Sequence Medium (60 seconds)
Buzzer—Failed to Arm High (20 seconds)
Buzzer—Failed to Arm All Zones High (20 seconds)

Buzzer—No Arm Authority High (20 seconds)
Buzzer—Zone Already Armed Medium (20 seconds)
Buzzer—Zone Armed Medium (40 seconds)
Buzzer—Zone Not Ready High (20 seconds)
LED—Armed Out of Sequence Green Strobe Red (60 seconds)
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State

LED—Failed to Arm

Red (20 seconds)

LED—Failed to Arm All Zones

Red (20 seconds)

LED—No Arm Authority

Red (20 seconds)

LED—Zone Already Armed

Green Strobe Red (20 seconds)

LED—Zone Armed

Green (40 seconds)

LED—Zone Not Ready

Red (20 seconds)

Buzzer—Already Disarmed

Medium (20 seconds)

Buzzer—Disarm Failed

High (20 seconds)

Buzzer—Disarmed Emergency Unlock

Medium (60 seconds)

Buzzer—Disarmed out of Sequence

Medium (60 seconds)

Buzzer—No Disarm Authority

High (20 seconds)

Buzzer—Zone Disarmed

Medium (40 seconds)

LED—AIready Disarmed

Green Strobe Red (20 seconds)

LED—Disarm Failed

Red (20 seconds)

LED—Disarmed Emergency Unlock

Green Strobe Red (60 seconds)

LED—Disarmed out of Sequence

Green Strobe Red (60 seconds)

LED—No Disarm Authority

Red (20 seconds)

LED—Zone Disarmed

Green (40 seconds)

Table 1 — Action Buzzer and LED States
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Supervisor Unlock

Purpose of this Feature

The Supervisor Unlock feature prevents general Tagholders from entering a Zone without prior
entry by the Supervisor Tagholder.

Procedure
(@
4 Access o |[E@
o File @ Localize B2 Reports B2 Web Clients & Configuration ? Help
= @ System :
Sites
= ll_‘_::'] Excel Technologies (Pty) Ltd 010000000 Zone Number
Hosts
OS Zone Name Technical Support
= Host: SHANNONF-PC1
E Controller: 6E00010A
= Anti-Passback None Relaxed @ Strict
Zone: Technical Support

1.
2.
3.

Location: Location 2

Figure 65: Zone Configuration

In Access from the Navigator Pane, select the Zone for configuration.
From the Anti-passback radio buttons, select the Strict choice.
Click the & button.

Supervisor Area

1.

ok~ wDn

From the Navigator Pane, select the B icon.

Click the EH button.

In the Area Name textbox assign your Area a name (for example Supervisor Area).
Assign a suitable Area Description.

Select the zone you want to configure for Supervisor Unlock. (You may also add any other
required zones at this point).

Click the 4l button.

General Area

1.

a kv

From the Navigator Pane, select the B icon.

Click the button.

In the Area Name textbox assign your Area a name (for example General Area).
Assign a suitable Area Description.

Select ONLY the zone you want to configure for Supervisor Unlock.

Ensure that this area contains only a single zone, otherwise Supervisor Unlock will NOT work.
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6. Click the 4 button.

Supervisor Tagholder

n

& Access Descriptions (2w
Tagholder access group Name rSuperwsor Access Group
No B
| Suspended
Access Description 1 '
Access Time Pattern Management L Modify
Area Supervisor Area

' Advanced(l)\‘| =
=

Figure 66: Access Descriptions Dialog

From the Navigator Pane, select the icon.

Click the button.

Enter a name in the Tagholder Access Group Name textbox (for example Supervisor

Access Group)
Click the button.

Assign Access Time Pattern
1. Click the top Select button to assign an Access Time Pattern to the Access Description.

2. Click a Tie Pattern Name to select it.

Click the bottom Select button to assign an Area to the Access Description.
From the Area Name drop-down list, make your selection (for example Supervisor Area).

3. Click the 2 button.
Assign Area

1.

2.

3. Click the button.
5.

Close the Access Descriptions dialog by clicking the button.
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== —

-
4 Access Descriptions e
Tagholder access group Name {General Access Group ]
No B )
[ ] Suspended
» Access Description 1 | I
| —
Access Time Pattern |General J \[ Modify ]
Area |General Area J j| Modify I
= ‘ ]

&3

Figure 67: Access Descriptions Dialog

From the Tagholder Access Groups Main Pane, click the button.

Enter a name in the Tagholder Access Group Name textbox (for example General

Access Group).
Click the button.

Assign Access Time Pattern

1. Click the top Select button to assign an Access Time Pattern to the Access Description.
2. Click a Time Pattern Name to select it.

3.

Click the button.

Assign Area
1. Click the bottom Select button to assign an Area to the Access Description.

2. From the Area Name drop-down list, make your selection (for example General Area).

3.

Click the 2 button.

Advanced Configuration

1.

Click the Advanced (1) button.

& Advanced Settings

| Reporting | Start & Expiry Date | Supervisor Unlock | Actions | Alarm Arming|

Select Supervisor Group for unlocking Zone:

‘

==

(B

Supervisor Access Group

Figure 68: Advanced Settings Dialog
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2. Select the Supervisor Unlock tab.

3. From the Select Supervisor Group for Unlocking Zone drop-down list, select the
Supervisor Access Group you created earlier.

4. Click the 2 button. -

5. Close the Access Descriptions dialog by clicking the 2 button.

From the Navigator Pane, select the EB icon.

Supervisor Tagholder

1. Open the appropriate Tagholder record for editing.

2. Select the Tag for editing.

3. Assign the Tagholder to the Supervisor Tagholder Access Group by selecting Supervisor
Access Group from the next available Group (Groupl to Group 10) drop-down list.

4. Click the & button.

5. Click the [24 button.

6. Close the Edit Tagholder dialog by clicking the button.

General Tagholder

1. Open the appropriate Tagholder record for editing.

2. Select the Tag for editing.

3. Assign the Tagholder to the General Tagholder Access Group by selecting General Access
Group from the next available Group (Groupl to Group 10) drop-down list.

4. Click the &l button.

Click the button.

6. Close the Edit Tagholder dialog by clicking the button.

o

-
A Access o[- & |3
= File @ Localize 2 Reports 2 Web Clients @ Configuration ? Help

= @ System :
Sites
= Excel Technologies (Pty) Ltd 010000000
E“'m xcel Technologies (Pty) Zone Nissber
= Hosts
5B Host: sHaNNONF-PC1 Zone Name |Technical Support
= E Controller: 6E000104
= Zone: Technical Support Anti-Passback None Relaxed @) Strict
= Location: Location 2
=8 techsupp ouT Supervisor Group for this Zone
- =8 rechsupp Iv Fully Nested within Zone , —_—

Figure 69: Zone Configuration

1. In Access from the Navigator Pane, select the Zone you configured earlier.

2. From the Supervisor Group for this Zone drop-down menu, select the Supervisor
Access Group option you created earlier.

3. Click the & button.
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Door Strike Lock Setup

Purpose of this Feature

The Door Strike is the usual mechanical type of lock but with an electromechanical action
enabling it to be actuated by the presence or absence of a current flowing through an internal
solenoid.

Follow the procedure below in order to setup your Door Strike Lock in the ImproNet Software.

Procedure
&Access E
= File 6 Localize B2 Reports 2 Web Clients & Configuration ? Help
= @ System : Terminal | Terminal Modes Inputs] Outputs | Actions |
5 Y sies (7 )| input Device | InputiPort No | Input Name | Input Function
= Ilm Excel Technologies (Pty) Ltd 010000000 1 1 GeneralInput 1 Not Used
5 BB Hosts 2 |General Input 2 General Input 2 | Not Used
= Host: HOST PC
= f Controller: 6E00010A
= ll Zone: Loading Bay
= Location: Gate 01
IS8 Gate 01 OUT
5] Gate 01 IN
3. |
Figure 70: Access Dialog
1. Select the specific Terminal that will control the Strike Lock (for example Gate 01 IN as
highlighted in Figure 70).
2. Inthe Main Pane, select the Inputs tab.
3. Click the & putton.
4. Inthe Input Device dialog, assign your input a name (for example Door Open Sensing).
5. From the Input Function drop-down list, select the Door Open Sensor choice.
6. Click the Input Parameters button.
7. Inthe Input Parameters dialog, select the Door Open is Open Contact radio button.
8. Click the [ button.
9. Atthe Input Device dialog, click the button.
1. Inthe Main Pane, select the Actions tab.
2. Click the E& button,
3. Inthe New Action dialog, from the Select Action Type drop-down list, select Relay.
4. Assign your action a meaningful name (for example Stop Relay Drive Entry).
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5. Assign your action a meaningful time pattern.
6. Click the button.

-
£ Action Parameters EXa
~Relay Activate/Deactivate ]

() Activate Relay

Select Relays
[V]Relay 1

Duration (0.1s)

l65535 ]
Hint: Maximum=864000(24hrs), Infinite=65535

v I

Figure 71: Action Parameters Dialog

7. From the Relay Activate/Deactivate group, select the Deactivate Relay radio button.
8. Inthe Duration (0.1s) textbox, set the duration to 65535.

9. Click the [ button.

10. Click the button.

11. In the Main Pane, click the Active System Events button.

12. Click the Advanced button.

Door Open Sensing Door Open Normal 1
1. From the Active System Event drop-down list, select Door Open Sensing Door Open

Normal 1.
[ ZA Active System Events Editor ] J
Active System Event
| Door Open Sensing Door Open Normal 1 -
First Action 0 1
Second Action 0 2
Third Action { 0 l l 3

Fourth Action 0 [I]
Fifth Action 0 S

Figure 72: Active System Events Editor Dialog
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2. Alongside the First Action textbox, click the 1 button.

3. From the list of displayed action records, select the action you created under Action
Configuration in 4 (Stop Relay Drive Entry).

4. Click the 2 button.

Door Open Sensing Door Open Too Long 1
1. From the Active System Event drop-down list, select Door Open Sensing Door Open
Too Long 1.

-
4 Active System Events Editor (%]

Active System Event

[DoorOpenSensthoorOpenTooLongl v‘
First Action \ 0‘ )
Second Action { o} } [m
Third Action { 0‘ l l ﬁ
Fourth Action ’ o} ‘ ’ﬁ]
Fifth Action ’ 0‘ ‘ [m

Figure 73: Active System Events Editor Dialog

2. Alongside the First Action textbox, click the 1 button.

3. From the list of displayed action records, select the action you created under Action
Configuration in 4 (Stop Relay Drive Entry).

4. Click the B2 button.

5. At the Active System Events dialog, click the button.

USER NOTES
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Chapter 1: Web-based QuickTag Module

Introduction

The web-based QuickTag Module is intended for use for example, by an operator using a PC at
a location remote from the System’s Access Host PC. This Module requires no extra ImproNet
software installation, simply installing Java Runtime Environment V1.60 and above allows any
member of your staff access to the Module.

The Module’s basic function is enrolling Tags so employee Tagholders and visitor Tagholders
may access selected areas at named times. As this is an enrolment Module, each PC running
the web-based QuickTag Module must connect to a Registration Reader. The benefit of running
this now entirely web-based Module, is less bandwidth usage promoting improved network
speed. You may use the web-based QuickTag Module with Windows® Internet Explorer 7 (and
above) or alternatively Firefox 2 (and above).

=

Using your Internet browser enter the following URL: www.java.com.
On the Home Page, click on the Free Java Download button.

n

G Alternatively, open the JRE folder on your ImproNet installation CD. Double-click your mouse pointer
over the jre-6u7-windows-i586-p.exe file starting the installation on the client machine.

At the Internet Explorer — Security Warning dialog, click the Install button.
At the Java Setup — Welcome dialog, click the Accept > button.

At the Java Setup — Complete dialog, click the Finish button.

Close your Internet browser.

Restart your PC.

N o gk w

The properties file is PC (workstation) specific, meaning that the file location is hard coded. The
properties file lets you change the number of records displayed per page. Change this setting
as follows:

G If you change the property settings, while working in the Web-based QuickTag Module, shut down the
Browser for the changed settings to take effect.

G The settings referred to in the following paragraph refer to a default installation.

1. From C:\ImproNet\quicktag open the QuickTag.properties file.
2. Change the quicktag.loading.records.show= setting to a number between 1 and 200.
3. Save the properties file.
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Starting up the Web-based QuickTag Module

E Ensure that you do NOT open more than 1 instance of this Module per PC workstation.

E Where your Controllers connect via RS485, do NOT run the Enrollment Client on the same PC as the

Engine Module.

G If the Web Server resides on a Port other than Port 80, the URL becomes:
http://localhost: XX/quicktag/thin_client.html. The XX highlighted in the URL refers to the new Port

number, for example 82, 83 or 84 and so on.
To open ImproNet Access, continue as follows:

1. InWindows®, click Start>Programs>ImproNet>Access.
2. Enter your Username and Password.

E The default username is SYSDBA. The default password is masterkey. The Password is case-

sensitive.

3. From the Menu Bar, select the Web Clients>QuickTag.

ﬂ Alternately using a separate PC workstation, with Engine running on the Database Server, start up the

Module as follows:

1. Using your Internet browser in the Address Bar, enter the phrase Localhost (and if necessary

the Port Number).
2. Atthe landing page, select the E (Web Enroliment) icon.

4. In the Warning — Security dialog, select the Always Trust Content from this Publisher

checkbox.
5. Click the Run button.

Warning - Security

The application’s digital signature cannot be verified.
Do you want to run the application?

Name: ReadTag
Publisher: Impro Technologies

From: http://localhost

(V] Always trust content from this publisher .

4\

o

Run

][ Cancel ]

FR)  The digital signature cannot be verified by a trusted source. Only

More Inf
W run if you trust the origin of the application. AL .

Figure 1 — Warning — Security Dialog
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Restarting the Module (on that specific client PC) for future use will NOT display the Warning — Security
dialog.

6. Atthe Login dialog, enter your Username and Password.

L YLogin

UserName | |
Password | |
[ Submit J

Figure 2 — Logon Dialog

The default username is SYSDBA and the default password is masterkey. The Password is case-
sensitive.

7. Click the OK button.

€ Impro Technologies-Web QuickTag Enrolment - Windows Internet Explorer [o][®]=.
OO - | &) http//192.1.3.195/quicktag/thin_client.html v| 49 | x || Live search I

File Edit View Favorites Tools Help & -

. Y ; " »
¢ 4 | 48 Impro Technologies-Web QuickTag Enrolment -~ v d# v |5 Page v {GF Tools v
Quick Tag Site Excel Technologies (F v
H 4
Show Current Tagholders Only (V] Tag Type SimTag (Sbytes) v
v

No Title First Name Last Name Department Employee No

1 Miss Sarah Durnsfield Manufacturing 3 o

2 Mr  Andrew Young Manufacturing 2

3 Mr  Paul Smith Sales 1

- Mrs Monica Avrich Accounts 4

on Column Last Name v

BERNE -

Applet ReadTag started @ Internet | Protected Mode: Off #100% ~

Figure 3 — Web-based QuickTag — Employees Tab
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below is a brief description of all the fields associated with the web-based QuickTag Module, the
information displayed in these fields and button functions:

The

standard buttons: Search, Add, Edit and Refresh are available at the bottom of the

screen. Move between Tagholder records by using the back and forward buttons displayed at
the bottom of Figure 3.

Iltem Description

Site

Allows the selection of another Site, to enable Site specific
Tagholders to be viewed.

Show Current Tagholders When checked, only current Tagholders display; if not checked, all
Only past Tagholders also display.

Read Tag Button Allows the Tag code of a Tag presented to the Tag Registration

Reader to be read and then displayed in the cell adjacent to the
button. If the Tagholder exists in the table, the Tagholder's record
is selected in the table.

Tag Type Indicates the type of Tag read.

Employees Tab

No System assigns the next logical number.

Title Tagholder’s title that is Mr., Miss or Dr and so on.

First Name Tagholder first name displays in this field.

Last Name Tagholder last name displays in this field.

Department Tagholder’s Department name displays in this field.

Employee No Tagholder’s employee number displays in this field.

Find (Field) Enables search for specific name.

On Column Allows searching by: No, Title, First, Second Name, Last Name,

ID and so on.

Table 1 — Web-based QuickTag — Employees Tab Screen

The Employees’ tab displays by default, displaying data about all Tagholders related to the Site
(see Figure 3).

Select another Site by making your selection from the Site drop-down list.

The Employees’ (and Visitors’) tab defaults to show all current Tagholders only. To show
past and current Tagholders, uncheck the Show Current Tagholders Only checkbox.
Check Tag numbers by clicking the Read Tag button. The Tag code displays in the textbox
alongside the button. The grid selection moves to the Tagholder to whom the Tag belongs
(if it finds one).

To find Tagholder information, from the on Column drop-down list, select in which column to
search.

In the Find field type-in the required text. The program searches for the closest match to
the entered text (incremental search).

Click the Refresh button to update data changed in the Employees’ and Visitors’ tabs.

You may set the sort order of the records by right-clicking your mouse over any column
header and selecting either Sort Ascending or Sort Descending.

You may show or hide columns, by right-clicking your mouse over any column header and
select the Column option. Select or deselect the checkboxes to show or hide the columns
as you require.
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Employee Tagholder Configuration

To

configure QuickTag data, continue as follows:

On the Employees tab, click the (or ) button.

L. YAdd/Edit Tagholder X
Title
FirstName | | Notes
Middle Name -
LastName | |
Suffix |
b |
PIN
Gender OF

M

Emiovee No Current (V]

Employer No Department Default Department v

Position User profile [1] All v

| | | | J (Loepartments | = IPXS

| | | J

Figure 4 — Add or Edit Tagholder Dialog

Add/Edit Tagholder

%

n

o

The minimum information needed for the System to accept the data is the First Name and Last Name
fields.

Enter the Tagholder’s First Name and Last Name.

Complete other personal information as necessary.

Select the Current checkbox to enable the Tagholder (selected by default). If this Current
checkbox is unchecked, the Tagholder is inactive in the system.

Use the Notes text area to enter other information about the Tagholder.

Enter a PIN-code of up to 5 digits, if required.

In the Department field select the required Department from the drop-down list.
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Add Department
1. Click the Departments button.

G Department Editor X
Departments

Default Department
Manufacturing
Sales
Accounts

B [

Figure 5 — Add New Department Dialog

2. Inthe Department Editor, click the button.

G Department Editor X
Departments

Figure 6 — Department Editor Dialog

3. Inthe Departments field, type-in the new Department Name.
4. Click the I button to accept the new Department into the System.
5. Return to the Add/Edit Tagholder dialog by clicking the [2¢] button.

Adding a Tagholder Image

1. Click on the Browse button.

2. From the Choose File dialog, navigate to and select your image file.
3. Click the Open button.

Where you insert an image smaller than 200 x 170 pixels, the image keeps its dimensions. Where you
insert an image larger than 200 x 170 pixels, the image shrinks to 200 x 170 pixels.
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Add New Tag _
1. To save the Tagholders details, click the button.
2. Click the New Tag button.

In an IXP400 System, 4 New Tag buttons activate, allowing allocation of up to 4 Tags to the same
person. In an IXP400i System, 8 New Tag buttons activate, allowing allocation of up to 8 Tags to the
same person.

L yTag X
Tag Options Tagholder Access Groups available for site Tag Code and Type
9) Normal Site assigned to  Excel Technologies (F v
S Group 1 None v Group6 None v TagType RFiinfrared Tag v
BlackList
Group 2 None v Group 7  None -
Spedial Event 1 Tag Code
Group 3 None v Group8  None v
Spedal Event 2
APB Over Ride Group 4 None v Group9  None v
Read Tag
7| Report Always Group 5 None v Group 10  None v
Start Date 0 Expiry Date 0 Expiry Time  0/%57:00

Figure 7 — Tag Details Dialog

3. On the Tag dialog, select one of the following Tag Options:

— Normal—normal employee.

— Suspend—Tag is suspended from all access on the Site.

— Blacklist—Tagholder is blacklisted and denied access to the Site.

— Special Event 1—Tag raises an Event when presented to the Reader.

— Special Event 2—Tag raises an Event when presented to the Reader.
4. Configure the following:

— APB Override—Tags are not subject to APB rules.

— Report Always—all transactions for the Tag are written to the Database.
5. From the Site Assigned to drop-down list, assign the Tagholder to a Site.
6. From the Groupl to 10 drop-down lists, assign the Tagholder to a Tagholder Access Group.

At least one Tagholder Access Group must be assigned for the Tag to have any access rights. In an
IXP400 System a Tagholder can have up to 3 different Tagholder Access Groups. In an IXP400i

System a Tagholder can have up to 10 different Tagholder Access Groups.

7. Present a Tag to an Enrollment Reader and click the Read Tag button.
8. Select the Tag Type from the drop-down list.

To create a Personal Access Code (PAC) only, select the Personal Access Code option from the Tag
Type drop-down list and enter the PAC in the Tag Code textbox.

The Start Date field can remain blank for indefinite validity.

B .
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Start Date Configuration

a.

b.
c.
d

In the Tag dialog, select the Start Date textbox.
Select the Year using the & and B2 arrow buttons.
Select a Month using the B and B arrow buttons.
Click on the Date required in the grid.

Expiry Date Configuration

a.
b.
c.
d.

In the Tag dialog, select the Expiry Date textbox.
Select the Year using the & and B2 arrow buttons.
Select a Month using the B and B arrow buttons.
Click on the Date required in the grid.

G From the Tag dialog, remove a Tag from the System by selecting the Tag and clicking the = button.

9.

At the Tag dialog, click the &l button.

10. Click the 2] button.

11. At the Add/Edit Tagholder dialog, click on the %

= button.

12. Click the 2] button.

1.
2.
3.

Fi on Column Last Name

D ESE

Figure 8 — Tagholder Search Facility

In the on Column drop-down list, select the Search Category.
In the Find field, type in the relevant Tagholder data.
Click the 2 button.

G Hide Tagholders from display by making them non-current.

A user cannot delete any Tagholder data because of the Systems reporting requirements. The
Tagholders data is maintained in the database for security, Tag history and personnel history

reasons. You may however, delete or reassign the Tags themselves to another user.

12
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Click the Visitors’ tab. The QuickTag — Visitors’ tab displays all data concerning all visitor
Tagholders related to the Site. When you want to select another Site, make your selection from

the Site drop-down list.

AN
File Edit View

w & @ Impro Technologies-Web QuickTag Enrolment

€ Impro Technologies-Web QuickTag Enrolment - Windows Internet Explorer o5 (3]
| @) http://192.1.3195/quicktag/thin_client.html ~| 42| x || Live Search L~
Favorites Tools Help & v

"} v B v @ v :»rPage v {(} Tools v 2

Site Excel Technologies (F v

QuickTag
EHTAGHOLDERS

Show Current Tagholders Only [V Read Tag Tag Type Slim Tag (S bytes) v
—
No Titie First Name Last Name Company Hosted
5 Mr Dylan Peterson Peterson Civils and Engineering

on Column Last Name v

BES

Applet ReadTag started

&)

& Internet | Protected Mode: Off #,100%

m

Figure 9 — Web-based QuickTag — Visitors Tab

Visitors Tab Item Description

No System allocates the next logical number.

Title Tagholder’s title for example Mr., Miss or Dr and so on.
First Name Tagholder’s first name is displayed in this field.

Last Name Tagholder’s last name is displayed in this field.
Company Visitor’'s company name is displayed in this field.
Hosted Checkbox indicating whether visitor is hosted or not.

Table 2 — Web-based QuickTag — Visitors Tab Screen

Refer to Table 1 for field and button descriptions not listed here (fields are identical).

August 2010
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The configuration procedures for Visitors Tags are similar to that of the Employees Tags, except
that some additional data is required as described below. Refer to the section Adding (or
Editing) a Tagholder on page 9 for procedures not found here. To add (or edit) a Visitors
Tagholder, continue as follows:

On the Visitors tab, click the (or ) button.

¢y Add/Edit Tagholder X
Title
First Name | | Notes
Middle Name ‘
LastName | |
Suffix {
D .
PIN .
Gender QOF |

M

Current [¥]

Was ™ Department Manufacturing v o

x::g 1 R— User profile [1] All v

b Andrew Young (2

[ | | | J (.oepartments | = IS

[ | | | ]

Figure 10 — Add or Edit Tagholder Dialog
Add/Edit Tagholder

The minimum information needed for the System to accept the data is the First Name and Last Name.

1. Enter the Tagholder’s First Name and Last Name.

Complete other personal information as necessary.

3. Select the Current checkbox to enable the Tagholder (selected by default). If this Current
checkbox is unchecked, the Tagholder is inactive in the system.

4. Use the Notes text area to enter other information about the Tagholder.

Enter a PIN-code of up to 5 digits, if required.

6. Inthe Department field select the required Department from the drop-down list.

n

o
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For details of adding extra departments, refer to the section Add Department on page 10 for more
information.

For details of adding an image, refer to the section Adding a Tagholder Image on page 10 for more
information.

Adding a Company Name

If the Company name does not exist, continue as follows:
1. Click the L] alongside the Company drop-down list.
In the Company dialog, click the button.

In the Company textbox, enter a company name.

Click the 2l button.

Select the company name from the display pane.

Click the [ button.

o0~ wN

Delete a Company Name by clicking on the L button, selecting the company name and clicking
the = button.

Add/Edit Tagholder
1. Select the Was Hosted checkbox.
2. From the Hosted By drop-down list, select an employee name.

This Host must precede the visitor at each Location, presenting their Tag before the Visitor presents
their Tag. About 10 seconds is allowed between presentation of the two Tags.

3. To save the Tagholders detalils, click the button.
Click one of the New Tag buttons.
5. On the Tag dialog, select one of the following Tag Options:
— Normal—normal employee.
— Suspend—Tag is suspended from all access on the Site.
— Blacklist—Tagholder is blacklisted and denied access to the Site.
— Special Event 1—Tag raises an Event when presented to the Reader.
— Special Event 2—Tag raises an Event when presented to the Reader.
6. Configure the following:
— APB Override—Tags are not subject to APB rules.
— Report Always—all transactions for the Tag are written to the Database.
7. From the Site Assigned to drop-down list, assign the Tagholder to a Site.
8. From the Group 1 to 10 drop-down lists, assign the Tagholder to a Tagholder Access
Group.

>

At least one Tagholder Access Group must be assigned for the Tag to have any access rights. In an
IXP400 System a Tagholder can have up to 3 different Tagholder Access Groups. In an IXP400i
System a Tagholder can have up to 10 different Tagholder Access Groups.

9. Present a Tag to an Enrollment Reader and click the Read Tag button.
10. Select the Tag Type from the drop-down list.

For Start Date configuration details, refer to the section Start Date Configuration on page 12 for
more information.
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For Expiry Date configuration details, refer to the section Expiry Date Configuration on page 12
for more information.

G Ensure the Start Date and Expiry Date are not more than 7 years apart.

11. At the Tag dialog, click the =]
12. Click the [ button. _
13. At the Add/Edit Tagholder dialog, click on the
14. Click the button.

button.

For information on searching for visitor Tagholders, refer to the section Searching for
Tagholders on page 12.

For information on deleting visitor Tagholder information, refer to the section Deleting a
Tagholder on page 12.

16
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Chapter 2: QuickTag Module

Introduction

The QuickTag Module is for use, for example, by an operator using a PC remote from the
System’s Access Host PC. This Module could typically be installed on a PC in the Reception
Area.

The QuickTag Module is a rapid Tagholder/Tag entry Module for enrolling both Employees and
Visitors into the Access Control System. This Module’s basic function is to add Tags so
Employees and persons visiting the company may have access to selected areas at named
times.

This Module also allows the Supervisor to disable certain editing features, thus improving the
security of this Module. By disabling these features, the operator has limited access and
therefore cannot change any sensitive setting in the System. Each button within the application
can be disabled.

The QuickTag Software Module has been designed with user-friendliness as a major design
criterion. The Application Window has a menu at the top and two Tabs below. The System
defaults to Employees Tab, where the relevant Tagholder data is displayed in the panel. The
Visitors Tab displays only visitor Tagholder data in its panel.

It is assumed that after installing the QuickTag Utility Software that this application will run
continuously 24 hours a day. However, if the application is shutdown or the PC needs rebooting
continue as outlined below, Starting up the QuickTag Module.

Starting up the QuickTag Module

To run the Software, proceed as follows:

In sites with low bandwidth requirements, or where you need to load Tagholders quickly, we
recommend using pagination.

When running QuickTag on a PC separate from the Access PC, edit the access.properties file
(tagholders.max.rows=0 setting). By default the setting is 0, indicating pagination is not activated.
Activate pagination, by entering a number in the range of 1 to 99. The number you select is the
maximum number of rows displayed where using pagination.

For more information on this feature, refer to Part 3 — General Configuration.
1. Click on Start>Programs>ImproNet>QuickTag.

2. Enter your Username (SYSDBA) and Password. (masterkey). The Password is case-
sensitive.
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For the security of the database the software installer may have changed the QuickTag Module’s
default Password (using IBConsole). This may not be a problem on a separate PC.

3. Click the 2 button.

4 QuickTag fo]E]Es]
= File @Translation & Configuration ? Help

QuickTag Ste | Excel Technologies (Pt... |

[ TAGHOLDERS

Show Current Tagholders Only (] | Read Tag ” ’Tag Type |Slim Tag (5 bytes) v I

Employees | Visitors|

No Title First Name Last Name Employee No Department

1 Mr Andrew Young 1 Manufacturing
3 Miss Sarah Durnsfield 3 Manuf acturing
4 Mrs Christine Harrier S Sales
S Mr Paul Smith 4 Sales

Findl ‘ on Column‘ Title v ’
Q @ nupage 10of 1

Figure 11 — QuickTag — Employees Tab Screen (with Pagination Enforced)

below is a brief description of all the fields associated with the QuickTag Module, the information
displayed in these fields, and button functions:

The standard buttons: Search, Add, Edit and Refresh are available on the screen.

Item Description

Site Allows the selection of another Site, to enable Site specific
Tagholders to be viewed.

Show Current Tagholders When checked, only current Tagholders display; if not checked, all

Only past Tagholders also display.

Read Tag Button Allows the Tag code of a Tag presented to the Tag Registration
Reader to be read and then displayed in the cell adjacent to the
button. If the Tagholder exists in the table, the Tagholder's record
is selected in the table.

Employees Tab

No System assigns the next logical number.

Title Tagholder’s title that is Mr., Miss or Dr and so on.
First Name Tagholder first name is displayed in this field.
Last Name Tagholder last name is displayed in this field.
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Item Description

Department Tagholder’s Department name is displayed in this field.
Employee No Tagholder’'s employee number is displayed in this field.

Find (Field) Enables search for specific name.

On Column Allows searching by: No, Title, First, Second Name, Last Name,

ID and so on.

Select Button

Allows Tagholders to be chosen in subsets that is Names,
Department, Gender and so on.

Table 3 — QuickTag Associated Fields

Employee Tagholder Configuration

To configure QuickTag data, continue as follows:

The Employees’ tab is the default. The QuickTag — Employees’ tab similar to Figure 11,
displays all data about all Tagholders related to the Site. When you want to select another Site,
make your selection from the Site drop-down list.

e The Employees and Visitors tabs default to show all current Tagholders only. To show
past and current Tagholders, uncheck the Show Current Tagholders Only checkbox.

e For Tag numbers to be checked click the Read Tag button. This number will be displayed in
the box next to the button. The grid selection moves to the Tagholder to whom the Tag

belongs, if it finds one.

¢ To find Tagholder information in the on Column field, click the arrow button to view the
drop-down list. From the drop-down list select the column to search.

¢ Inthe Find field type-in the required text. The program searches for the closest match to
the entered text (incremental search). It will only search the subset available on the screen
(i.e. the subset selected by the filtering facility).

e Click the Refresh button to update data that has been changed in the Employees and

Visitors tabs.

Table 4 details the fields associated with the Add Tagholders dialog:

Item

Description

Picture Frame

Photograph of Tagholder, if available.

Title Tagholder’s title for example Mr., Miss or Dr and so on.

First Name Tagholder’s first name.

Middle Name Tagholder’s middle name.

Last Name Tagholder’s last name.

Suffix Tagholder’s letters that is Jr. PhD, CA.

ID Tagholder’s personal Identity Number.

PIN Pin code, if required (minimum of four digits and a maximum 5
digits).

Gender Tagholder’s gender.

Current Makes the Tagholder current or not current.

Department Department selection for Tagholder.
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Item Description

User Profile Related to Operator Security, this drop-down lets you assign
Tagholders to Operator Groups.

Tagholder Type This value, once captured in the master table, lets the third-

party Time and Attendance Software determine who to
calculate and who not to calculate. For Sites using third-party
Time and Attendance Software we therefore recommend that
you select the Access and Time option, for all other
installations select the Access Only option.

Employee No Tagholder’s employee number.

Employer No Company employer number.

Position Tagholder position within the company.

Notes Comments about the Tagholder.

New Tag Buttons Allows creation of a new Tag for the Tagholder.

Departments Button Allows a new Department to be added.

Custom Fields Button Lets you create any extra fields you may need. For example,

there is no field where you may enter the Tagholders home
address or telephone number.

User Profile Allows selection of a User Profile from drop-down list.
Table 4 — Add Tagholder Fields

4 Add Tagholder =)
Title
First Name
Middle Name
Last Name o
Suffix
D
PIN
Gender @F
M
Current
Eanias Bo Department Default Depart...
Employer No User profile [1]Al v
Position | Tagholder Type Access Only v |
New Tag New Tag New Tag New Tag Departments
New Tag New Tag New Tag New Tag

Figure 12 — Add Tagholder for Employees Dialog
To add a new Employee Tagholder, continue as follows:

1. In QuickTag, on the Employees tab, click the button.
2. Complete as many of the fields shown as are required.

The minimum information needed for the System to accept the data is the First Name and Last Name
fields and selection of a Department.

3. Inthe Department field select the required Department from the drop-down list. If a
Department list exists advance direct to step 8, or if not, continue with step 4.
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4. Click the Departments button.

"~ -
/& Department Editor
Departments:
Default Department -
Manufacturing
Sales

Figure 13 — Add New Department Dialog

5. In the Department Editor, click the button.

A Department Editor

Departments:

Marketing]|

Figure 14 — Department Editor Dialog

6. Inthe Departments field, type-in the new Department Name.
7. Click the button to accept the new Department into the System.

G Delete a Department from the list by highlighting the Department concerned in the Department Editor
screen, and then clicking the = button.

8. Return to the Add Tagholder dialog by clicking the button.
9. To save the Tagholders detalils, click the button.
10. Click the New Tag button.

In an IXP400 System, 4 New Tag buttons activate, allowing allocation of up to 4 Tags to the same

person. In an IXP400i System, 8 New Tag buttons activate, allowing allocation of up to 8 Tags to the
same person.
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Start Date |0

-
A Tag LX)
TAG DETAILS

Tag Options Tagholder Access Groups available for site Tag Code and Type

@ Normal Site Assigned: | Excel Technologies (P...
Suspend Tag Type | Slim Tag (S bytes) -
Blackist Group 1 |None j Group 6 |None ;J Tag Code
Special Event 1 Group 2 |None d Group 7 |None LI Read Tag
Special Event 2 Group 3 |None ;I Group 8 |None L]
APB Over-ride Group 4 |None ;I Group 9 |None L]

V] Report ANaYs || GroupS [None ~| Group 10 [None ~|

Pick Start Date || Expiry Date |0

Pick End Date || Expiry Time| 0-5- : 00
= X

Figure 15 — Tag Details Dialog, New Tag Read

Item Description

Normal Normal Employee.

Suspend Checked — if all access for a particular Tag is suspended.
Blacklist Checked — if Tagholder is to be denied access to the company.

Special Events, 1 and 2

Used where Tagholders are admitted for specific events, such
as a demonstration.

APB Override

APB override enables the Tagholder to override the APB
constraint condition on the doors to which he or she has
access.

Report Always

Checked — Reports all transactions.

Site Assigned

Allows the selection of the applicable Site.

Tagholder Access Group

Group 1to 10

Access Group/s assigned to the Tag.

Tag Type

The type of Tag selected.

Tag Code

Displays the unigue Tag code number of the current Tag.

Read Tag Button

Allows the Tag code of a Tag presented to the Tag reader
(ProxMate) to be read and then displayed in the Tag Code field.

Copy Existing Tag Code
Button

Copies the Tag code for use in sites with Tags and biometric
facilities, thus upholding Anti-passback (APB) rules.

Biometric Enroliment Button

Opens the Biometric Enroliment dialog.

Start Date

Displays the date when the Tag will be activated— yyyy mm dd.
(0 = Indefinite).

Pick Start Date Button

Allows start date to be set.

Expiry Date

Displays the date when the Tag will expire — yyyy mm dd.
(0 = Indefinite).

Pick End Date Button

Allows end date to be set.

Expiry Time

Allows the expiry time to be set (in hours).

Table 5 — Edit Tag Details

11. Click the appropriate checkboxes to select any of the functions as listed
12. In the Site Assigned field select the required Site from the drop-down list.
13. In the Tagholder Access Groups field. Select the required access group/s from the drop-

down list.

22
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In an IXP400 System a Tagholder can have up to 3 different Tagholder Access Groups. In an IXP400i
System a Tagholder can have up to 10 different Tagholder Access Groups.

If a Sagem Fingerprint Reader is installed then select Sagem Reader from the Tag Type. Use the ID No
to insert into the Tag Code Field, and then click Read Tag. The Sagem Reader will read the
Fingerprint and store the coding required. Similar alteration may be required for the Handkey or the

Bioscrypt Readers. Refer to the Impro publication IXP System-compatible Biometric Readers
Installation and User Guidelines’.

14. Place the Tag in the recess of the Tag Enrollment Reader and then click the Read Tag

button.

The Tag’s code number and type display in the Tag Type and Tag Code Fields.

The Start Date field can remain blank for indefinite validity.

Start Date Configuration

Select Start Date ==
Today's date is: 2007-11-06
nNovember ‘u n2007 ‘u
A S T
3

1 2

4 S 6 J 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30

[ Clear JI [ Zero Date J

| 1%

Figure 16 — Calendar Dialog

In the Tag Details dialog, click the Pick Start Date button.
Select a Month and a Year using the Kl and I3 arrow buttons.
Click on the Date required in the grid.

— To clear the selected date in the grid, click the Clear button.

— To specify an indefinite time period, click the Zero Date button (not recommended).

Click the &2 button.

Expiry Date Configuration

a.
b.
c.

In the Tag Details dialog, click the Pick End Date button.
Select a Month and a Year using the Kl and I3 arrow buttons.
Click on the Date required in the grid.

— To clear the selected date in the grid, click the Clear button.

— To specify an indefinite time period, click the Zero Date button (not recommended).

Click the &2 button.
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ﬂ In the Tag Details dialog, remove a Tag from the System by first selecting the Tag for deletion and then
clicking the = button.

15. Click the button to accept the new Tagholder data.

16. Click the button to return to the Add Tagholder for Employees dialog.

17. Click on the button to accept the complete record for the new Tagholder.
18. Click the button to return to the QuickTag — Employees Tab Screen.

To search for a Tagholder, proceed as follows:

1. Select the search criteria from the on Column drop-down-list.
2. Enter the search text into the Find textbox.
3. If you have pagination enabled, click the button.

Visitor Tagholder Configuration

Click the Visitors’ tab. The QuickTag — Visitors’ tab displays all data concerning all visitor
Tagholders related to the Site. When you want to select another Site, make your selection from
the Site drop-down list.

4 QuickTag [F=%EoR ("<
B File @Translation & Configuration ? Help

QlliCkT ag Site rExcel Technologies (Pt... « ]

[B TAGHOLDERS

Show Current Tagholders Only [¥] | Read Tag “ ITag Type |Slim Tag (5 bytes) v I

[ En;pgyegw. WS@'SW

I

No Title First Name Last Name Company Hosted
2 Mr Richard Smith Speed Courier Se... 0
6 Mr Colin Porter Print House 0
7 Miss Christine Jones Print House 0

Find| | A on cotumn| e v
Q @ nuPagelofl

Figure 17 — QuickTag — Visitors’ Tab (with Pagination Enforced)

Visitors Tab Item Description
No System allocates the next logical number.
Title Tagholder’s title for example Mr., Miss or Dr and so on.
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Visitors Tab Item Description

First Name Tagholder’s first name is displayed in this field.
Surname Tagholder’s last name is displayed in this field.
Company Visitor’'s company name is displayed in this field.
Hosted Employees name is displayed in this field.

Table 6 — Visitors Tab ltems

Refer to QuickTag — Employees Tab screen for field and button descriptions not listed here as the
fields are identical.

The configuration procedures for Visitors Tags are similar to that of the Employees Tags, except
that some additional data is required as described below. Refer to the section Adding a
Tagholder on page 19 for procedures not found here. To add a new Visitors Tagholder, continue
as follows:

1. Inthe Visitors tab click the button.

The Add Tagholder for Visitors dialog similar to that shown below displays. The screen and
procedure is similar to that for Employees. The difference is the three items mentioned below:

-
ZA Add Tagholder =)
Title
First Name
Middle Name
Last Name e
Suffix
ID
PIN |
Gender oF
Current v
1 =1 Department Default Depart...
Company - _] P P =
fil All
Was Lcetad User profile ‘[1] v :
Hosted By [ Tagholder Type Access Only v
New Tag New Tag New Tag New Tag ! Departments }
New Tag New Tag New Tag New Tag

Figure 18 — Add Tagholder for Visitors Dialog

Item Description

Company Visitor’'s company name.

Was Hosted Checked — if visitor is to be escorted by an employee.
Hosted By Employees name is displayed in this field.

Table 7 — Add Tagholder Screen
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Fe- ™

£/ Company (=5
Company
Default Company -

+ IN=R

Figure 19 — Company Dialog

Click on the button alongside the Company drop-down list.
In the Company dialog click the button.

In the Company field type in the name of the visitor'’s company.
Click the 2l button.

a LN

E Delete a Company Name by clicking on the button and highlighting the name (see Figure 19), and
then clicking the = button.

6. Selectthe Was Hosted checkbox.
7. From the Hosted By drop-down list, select an employee name.

E This Host must precede the visitor at each Location, presenting their Tag before the Visitor presents
their Tag. About 10 seconds is allowed between presentation of the two Tags.

Advanced Search

Where you have not implemented the pagination feature, search for a specific Tagholder as
follows:

™

, 4 Select (=)

Select By [No iv = =

[ Select ][ Reset ][ Close ]

Figure 20 — Select Search Dialog

1. Clickon 2 button.
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In the Select By field, select the required field from the drop-down list.

From the Middle drop-down, select the required option. Refer to the section Search
Operators for more information.

In the Right-hand textbox, capture the search text.

Click the Select button to begin the search.

= means the same as—use = to search for exact matches to your keyword

I= means not equal to—use !=to search for Tagholders that do not match your keyword.
For example, use != to search for Tagholders that are not in a particular Department

LIKE means same first character—use LIKE to search for Tagholders if you are unsure of
a spelling. For example, if you know that a Tagholders Last Name is Johnson, but you are
unsure how to spell it, enter the character J into the keyword textbox. All Tagholder records

that have Last Names beginning with a J are returned

The first drop-down list in the Select Search window contains the following fields:

Field Name Description Search Criteria
No Tagholder’s unique ID assigned by ImproNet Number
Title Tagholder’s title. For example, Mr, Mrs, or Prof. Text
First Name Tagholder’s first name Text
Second Name Tagholder’s second or middle name Text
Last Name Tagholder’s last name Text
Suffix Tagholder’s name suffix. For example, John Doe Jr Text
ID Number of Tagholder’s ID Document or Passport Number
Gender Male or Female M or F
Pin PIN-code for use with Keypad Terminals Number
Type Tagholder type, 0 (Employee) or 1 (Visitor) Number
Current Employee The Tagholder is currently employed, that is 0 (Not Number
Current) or 1 (Current)
Position Tagholder’s status in the company Text
Department Tagholder’s department Text
Employee Number Tagholder’s number assigned by their company Number

Table 8 — Available Search Fields
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Editing Tagholders

-
4 Edit Tagholder =]
Title :MISS
First Name Sarah Lo
f tes:
Middle Name r
Last Name Durnsfield
Suffix
D 3
PIN »
Gender QOF
Current v
Employee No l3 Department Manuf acturing v |
Employer No [ User Profile (A |
Position [Administrative A¢  Tagholder Type Access Only v |
:j ‘ New Tag } i New Tag i ‘ New Tag New Tag | ‘ Departments ||| Custom Fields ;'.7
[ NewTag ||| NewTag H New Tag New Tag

Figure 21 — Edit Tagholders for Employees Dialog

The descriptions of the fields in the top pane, and bottom row of buttons are the same as for the Add
Tagholder for Employees dialog. The only difference between the dialogs is the addition of the Third-
party Application button to the Edit Tagholders for Employees dialog. Clicking on this button runs a
third-party application such as WordPad. Holding down the Ctrl button while clicking on the Third-party
Application button lets you change the application selection.

To edit an existing Employee Tagholder, continue as follows:

HwbhpRE

In the Employees tab, click the S button.

Click on the First, Previous, Next and Last buttons to navigate through the Tagholder’s data.
To edit the existing Tag in this example, click on the Tag 1 button.

To edit the Tagholder Access Groups, click on the arrow icon of the appropriate drop-
down list.

To edit the Site Assigned applicable to this Tag, click on the arrow icon of the Site Assigned
drop-down list.

You may also edit other parameters such as Suspend, Report Always, Blacklist, APB
Override and Start/End Dates.

ﬂ To remove a Tag from the System, first select the Tag to be Deleted and then click on the = button.

Click on the & pbutton to accept the changed Tagholder data, and the button to return to
the Edit Tagholder for Employees dialog.

Click on the &l button to accept the changes to the record for the updated Tagholder.
Click the button.

When adding another new Tag for this Tagholder, click on the New Tag button in the Edit Tagholder for
Employees dialog.

28

August 2010





Part 6 — General Software Modules

The edit procedures for Visitors Tags are similar to that of the “Employees Tags”, except for
Company, Was Hosted and Hosted By fields.

- >
A Edit Tagholder (o]
Title Mr
First Name [Jonathan
. r Notes:
Middle Name | [
Last Name [Smith
Suffix .
D 8
PIN |
Gender F
oM
Current v
Company iNashua - ‘ Q] Department :Accouts v
Was Hosted [ User Profile (1] Al v
Hosted By [ Sarah Dur | Tagholder Type Access Only v |
= - : i . > 3 ——
‘\: I { New Tag H New Tag ‘{ New Tag H New Tag H Departments HCustomFields }‘%l
[ New Tag H New Tag i[ New Tag H New Tag ]

Figure 22 — Edit Tagholders for Visitors Dialog
To edit an existing Visitors Tag, continue as follows:
In the Visitors tab, click on the S button.
To check descriptions for fields and buttons refer to the section Adding a Tagholder on page 19.

For editing procedures, refer to the section Editing Tagholders, Employees Tagholder on page
28.

To edit an existing Department follow the procedure described in the section Adding a Tagholder
on page 19.

A user cannot delete any Tagholder data because of the reporting requirements of the System.
The Tagholders data is maintained in the database for reasons such as security, Tag history and
personnel history. However, the Tags themselves can be Deleted and/or reassigned to another
user.

G To hide Tagholders from the normal grid display they should be made non-current.
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Chapter 3: Visitors Module

Introduction

The Visitor Module is designed to be used, for example, by an operator using a PC remote from
the Systems Access Host PC. This Module could typically be installed on a PC in the Reception
Area.

The Visitor Module is a rapid Tagholder/Tag Entry Module for enrolling visitors into the Access
System. ltis intended to be a front-desk, Reception area, application. This Module’s basic role
is to add Tags so persons visiting the company may have access to selected areas at specified
times.

This Module also has the facility of setting up Visitor’'s Tags. Using Visitor Tags prevents visitors
from gaining access to a door unless a Host Employee first presents a Tag. After presentation
of the Host Employees Tag, the visitor must present their Visitor Tag within ten seconds. This
facility improves security by not allowing visitors to walk freely into sensitive non-visitor areas.

The Visitor Software Module has been designed with user-friendliness as a major design
criterion. The application window has a Menu at the top and two Tabs below. The module
defaults to Panel View Tab, where Tagholders can be added. The Visitors Tab lists all visitors to
the Site.

It is assumed that after the installation of the Visitor Utility Software that this application will run

continuously 24 hours a day. However, if the application is required to be shutdown or the PC
needs to be switched off and restarted continue with the following:

Starting the Visitor Module

To run the Software, continue as follows:

1. Click on Start>Programs>ImproNet>Visitor.
2. Enter your Username and Password.

The default username is SYSDBA. The default password is masterkey. The Password is case-
sensitive.

When the Visitor Module installation is complete, the Password should be changed to uphold
the security of the database within the System.
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Panel View

A Visitors

= File @Localize @Configuration ? Help

Visitor

| Panel View | Erid view

Site

| Excel Technologies (Pt... «

MST SQ Number:

Panel View Site SLA: 01000000

Title:

First Name:
Middle Name:
Surname:
Suffix:
Company:
Department:
Gender:

ID Number:
PIN Number:

6

Mr
Jonathan
Smith
»Nashua
Accounts

Male
6

B

Figure 23 — Visitor Access — Panel View Screen

Table 9 offers a brief description of all the fields associated with the Visitor Access screen, the
information displayed in these fields and what are the button’s functions. (The standard
Movement, Add, Edit, Refresh and Cancel button descriptions are not repeated):

Panel View Tab

Data

Picture Frame

Photograph of the Tagholder (if available).

MST SQ Number

Tagholder number (Master Sequence Number).

Title

Tagholder’s title that is Mr., Miss or Dr and so on.

First Name Tagholder’s first name.
Middle Name Tagholder’s middle name.
Surname Tagholder last name.
Suffix Visitors Letters that is Jr, PhD and so on.
Company Visitors company name.
Department Tagholder’s Department name.
Gender Tagholder’s gender.
ID Number Tagholder’s personal identity number.
Pin code number, to be added, if necessary, for security (minimum
PIN Number

of 4 digits and a maximum 5 digits).

Panel View Site SLA

Displays the Site on to which visitors are being added or edited.

Table 9 — Panel View Tab
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ZA Visitors

B File @ Localize ¢ Configuration ? Help

=] OS]

Grid View Site SLA: 01000000

Visitor Site [Excel Technologies (Pt... J
[Panel vied G view )
[B TAGHOLDERS
Show Current Tagholders Only: [¥] {( Read Tag )| Tag Type |[Slim Tag (S bytes) ;I
r loyees ‘ Visitors }
7 Jno[Ttle|  Firstname | Lastmeme [ Company Hosted
S |Mr |Dylan Peterson |Peterson Civils and Engineering r
2 6 Mr Jonathan Smith Nashua ||
Find [ ‘ on Column | Last Name v

Figure 24 — Grid View Screen - Visitor Tagholders

Grid View Tab Description

Show Current Tagholders  When Checked only current Tagholders are displayed; if unchecked

Only all past Tagholders will also be displayed.
Allows the Tag code of a Tag presented to the Tag reader

Read Tag (ProxMate) to be read and then displayed in the cell alongside the
button.

On Column Allows searching by: first name, surname, title, Department and so
on.

Visitors Tab

No System gives the next logical number.

Title Tagholder’s title that is Mr., Miss or Dr and so on.

First Name Tagholder’s first name is displayed in this field.

Surname Tagholder’s last name is displayed in this field.

Company Visitors company name.

Hosted Employees name is displayed in this field.

Table 10 — Grid View Tab
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Visitors Tagholder Configuration

To configure Visitor data, proceed as follows:

The Panel View screen is the default however you may use the Grid View screen if preferred.
There is no difference in the final entry details.

1. Visitors tabs, default to show all current Tagholders only. To show past and current
Tagholders, uncheck the Show Current Tagholders Only box.

2. For Tag numbers to be checked click on the Read Tag button. This number will be
displayed in the box next to the button.

3. To find Tagholder information in the on Column field, select the column in which to search
from the drop-down list.

4. Inthe Find field type-in the required text. The program searches for the closest match to
the entered text (incremental search). It will only search the subset available on the screen
(that is the subset selected by the filtering facility).

5. Click on the button to update data that has been changed in the Employees and Visitors

tabs.

Adding a Visitors Tagholder

e

£ Add Tagholder =)
Title
First Name
Middle Name
Last Name bt
Suffix
ID
PIN
Gender @ F
M
Current v
171 Department Accounts
Company v _] bl ‘ ¥
fil
Was Hosted User profile ’ [1] Al v
Hosted By Tagholder Type | Access Only v |
New Tag New Tag | New Tag I New Tag Departments | [_EIH 2@
i | L J | oremnt)
New Tag New Tag | New Tag I New Tag
Figure 25 — Add Visitors Tagholder Dialog
Item Description

Picture Frame

Photograph of Tagholder, if available. (Use Jpeg format).

Title

Tagholder’s title for example Mr, Miss or Dr and so on.

First Name Tagholder’s first name.

Middle Name Tagholder’s middle name.

Last Name Tagholder’s last name.

Suffix Tagholder’s Letters that is Jr, PhD.

ID Tagholder’s personal identity number (PIN) when applicable.
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Item Description

PIN Allocated Access Pin code number (maximum 5 digits).
Gender Tagholder’s gender.

Current Show past and current Tagholders.

Department Department selection for Tagholder.

Company Visitor's company name.

Was Hosted Checked - If a visitor is to be escorted by an employee.
Hosted By Allows selection of employee names for Host.

Notes Comments about the Tagholder.

New Tag Buttons

Allows assigning of new Tags to the Tagholder.

Departments Button

Allows a new Department to be added.

Company Button

Allows a new company to be added.

User Profile

Allows a User Profile to be selected from a drop-down list.

Table 11 — Add Visitor Tagholder Fields

To add a new Visitors Tagholder, continue as follows:

N e

In Visitors, in either Grid view or Panel view, click the button.
Complete as many of the fields shown as are required.

The minimum information required for the System to accept the data is the First Name and Last Name

fields.

3. Inthe Department field select the required Department from the drop-down list. If a
Department list exists advance direct to step 8, or if not, continue with step 4.

N o gk

Click the &4

Click the Departments button.

In the Department Editor, click the button.

In the Departments field, type-in the new Department Name.

2 button to accept the new Department into the System.

G Delete a Department from the list by highlighting the Department concerned in the Department Editor
screen, and then clicking the = button.

8. Return to the Add Tagholder dialog by cIick_ing the button.
9. To save the Tagholders details, click the & button.
10. Click the New Tag button.

. In an IXP400 System, 4 New Tag buttons activate, allowing allocation of up to 4 Tags to the same
person. In an IXP400i System, 8 New Tag buttons activate, allowing allocation of up to 8 Tags to the

same person.

11. In the Tag Details dialog, click the appropriate checkboxes.
12. In the Site Assigned field select the required Site from the drop-down list.
13. In the Tagholder Access Groups field. Select the required access group/s from the drop-

down list.

In an IXP400 System a Tagholder can have up to 3 different Tagholder Access Groups. In an IXP400i
System a Tagholder can have up to 10 different Tagholder Access Groups.
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14. Place the Tag in the recess of the Tag Enrolment Reader and then click the Read Tag
Button.

The Tag’s code number and type display in the Tag Type and Tag Code Fields.
E The Start Date field can remain blank for indefinite validity.

Start Date Configuration
Select Start Date ==
Today's date is: 2007-11-06

Rlvovember o> |

1 2 3
4 5 6 7 8 9 10
11 12 13 14 15 16 17
18 19 20 21 22 23 24
25 26 27 28 29 30

o) [eeoee)

Figure 26 — Calendar Dialog

a. Inthe Tag Details dialog, click the Pick Start Date button.
Select a Month and a Year using the Kl and I3 arrow buttons.
c. Click on the Date required in the grid.
— To clear the selected date in the grid, click the Clear button.
— To specify an indefinite time period, click the Zero Date button (not recommended).
d. Click the 4l button.

=

Expiry Date Configuration
a. Inthe Tag Details dialog, click the Pick End Date button.
b. Select a Month and a Year using the Kl and ¥ arrow buttons.
c. Click on the Date required in the grid.
— To clear the selected date in the grid, click the Clear button.
- To spfy an indefinite time period, click the Zero Date button (not recommended).

d. Click the E2 putton.

ﬂ In the Tag Details dialog, remove a Tag from the System by first selecting the Tag for deletion and then
clicking the = button.

15. Click the &l button to accept the new Tagholder data.

16. Click the button to return to the Add Tagholder for Employees dialog.

17. Click on the & button to accept the complete record for the new Tagholder.
18. Click the button to return to the QuickTag — Employees Tab Screen.
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Reduce the number of Tagholders viewed at one time, to a chosen subset, using the button.

To edit an existing Visitors Tagholder, select the name from the list, click the S button, and then
continue as described previously.

A user cannot Delete any Tagholder data. Tagholder data is maintained in the database due to
the reporting requirements. The Tagholders data is stored in the database for reasons such as
security, Tag history, personnel history and visitor history. However the Tags can be Deleted
and/or reassigned to another user.

G To hide Tagholders from the normal grid display they should be made non-current.

This application is provided with English text. If Localisation of the text is required, it may be
dynamically translated making use of the locale and translate functions. Translated text is
stored in property resource files, which should then be distributed with the application.

The translation changes only take effect after you close and re-open the Visitor Module.
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Chapter 4: Transaction Viewer Module

Introduction

The Transaction Viewer Software Module has been designed with user-friendliness as a major
design criterion.

The Transaction Viewer client gives a live real-time view of Access in the System. It displays
the names of the access points and details of the person who entered or exited that location.
The process can be set to monitor the whole Site, or just a selected zone or access point. It
supports imaging functionality as well.

The Transaction Server must be running on the Engine (this is the default setting) to enable the
Transaction Viewer Client application. This is set in the properties file on the line
engine.Site.Site.startTransactionServer = true (set false to disable the service).

The Transaction Viewer client process may be run on any machine on the network, and more
than one client can run simultaneously.

. The Transaction Viewer is only a live real-time application. It does not retain and later display any
historical transactions should the Transaction Viewer have been switched off for any reason.

We assume that after the installation of the Transaction Viewer Utility Software that this

application will run continuously 24 hours a day. However, if the application is shutdown or the
PC needs rebooting, proceed as follows:

Starting the Transaction Viewer Module

To run the Software, proceed as follows:

1. Click on Start>Programs>ImproNet>Transaction Viewer.
2. Enter your Username and Password.

. The default username is SYSDBA. The default password is masterkey. The Password is case-
sensitive.

When the Database installation is complete, the Password should be changed for the security of
the Database.

1. From the Transaction Host Selection dialog, select the required host.
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Transaction Host Selection

The following hosts are available

Host I.P. Site
Host PC 192.1.3.61 Excel Technologies ... [P
Default Host 0.0.0.0 Excel Engineering (... |

(o) (ot

Figure 27 — Transaction Host Selection Dialog

Iltem Description

Host Name of Host PC.
I.P. Host PC address.
Site Site name or number.

Table 12 — Transaction Host Selection

2. Select the Host and click the OK button.

If the Engine is not running an error message “Could not locate server” displays and the program
closes.

‘ Transaction Viewer [E] |
= File @) Locaize & Configuration P Help
Type Time Event Terminal Name Tag No

— hComected to Site:

Excel Technologies (Pty) Ltd (0]

-Zones

Al v
I Locations

L <]

=B Terminals

I -]

>

m

Transaction Types

L3 Access

Alarm

[V] status
Counter
Modification

("] Display Image

~ | |On Line Mode
[7] Advanced Messaging [ | Date & Time

Figure 28 — Transaction Viewer Real-time Screen Example

Colouration:
Alarm Transactions appear in Red.

Denied Transactions appear in a Red/Pink mix.
Status Transactions appear in Blue.
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information displayed in these fields and the button’s functions:

Fields and Buttons

Description

Type Type of event.

Time Time when event occurred.

Event Name of the event.

Terminal Name of the Terminal.

First Name Tagholders first name.

Last Name Tagholders surname.

Tag No Permanent number assigned to Tag.

Freeze Button

Stops further transactions from appearing.

Connected to Site

Displays the currently connected Site.

Filters

Show transactions occurring for this Zone, Location or
Terminal.

Transaction Types

Show particular transaction types. Filters show or hide
transactions types Access, Alarm or Status.

Access Only Access transactions.
Alarm Only Alarm transactions.
Status Only Status transactions.

Display Image

Checked — will display a photograph of Tagholder.

Close Button

This button closes the screen.

On-Line Mode

Toggles between online and freeze modes.

Advanced Messaging Used to display messages to a third-party display panel.

Table 13 — Transaction Viewer Screen Fields

To configure Transaction Viewer data, proceed as follows:

The Transaction Viewer Real-time Screen similar to that shown in Figure 28 is the default
screen. This screen displays real-time data concerning all transactions related to the Site
selected in the Transaction Host Selection Dialog shown on the previous page.

1. Inthe Connected to Site field, the Site that was selected (Site: 01000000) in the
Transaction Host Selection Dialog similar to that shown earlier displays.

In the Zones field select the required zone from the drop-down list.

In the Locations field select the required location from the drop-down list.

In the Terminals field select the required Terminal from the drop-down list.

In the Transaction Type field click the appropriate checkboxes to select any of the following
types of transactions:

— Access—all access transactions display.

— Alarm—all alarm transactions display.

— Status—all status transactions display.

a s wDN

The two greyed out checkboxes are not available in this release.

August 2010 41





Part 6 — General Software Modules

6. To display photographs of the Tagholders. Click the Display Image checkbox.

G To select another Tagholder click the required name from where the real-time transactions are being
displayed.

7. Click the Advanced Messaging checkbox. If there is no default message refer to
Configure Messaging Data on a Display Unit on page 42.
8. The Freeze button toggles between Freeze and Online.

To stop more transactions from appearing on the screen click the Freeze button; the button’s name
changes to Online. No other transactions will display, allowing the user to inspect certain Tagholders

data. To enable the real-time viewing click the Online button.

9. To shut down the Transaction Viewer, click the Close button.

Configure Messaging Data on a Display Unit

To configure Messaging data on a Display Unit, proceed as follows:

1. From the menu bar select Configuration.
2. Click Message Settings.

Message Settings (==
Display Number ) Display Name
i |~
Select DL Unit Display Address

Select Terminal
Default Message
Line 1
Line 2

Line 3
length of message:

 Delete ] Ecit ] Apply J  Close I

Figure 29 — Display Message Setting Dialog

Fields Description

Display Number 1 - 15 (The number of units allowed).

Select the DL Unit Type of unit and its logical address.

Select Terminal Name of selected terminal.

Display Name Name given to a display unit.

Display Address Displays units address (Polycomp Display).
Default Message - A predefined message associated with the display.
Line1-3

Table 14 — Display Message Setting Fields
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In the Display Number field select the Display Number from the drop-down list.

Click the Display Name field and type in an appropriate name for the display unit.

In the Select DL Unit field select the unit from the drop-down list.

Click the Display Address field and type the address of the display unit.

In the Select Terminal field select the Terminal from the drop-down list.

The Default Message field represents what the unit (Polycomp) will display when no
messages are being sent to it.

Click the Apply button to accept the changes to the message settings.

Click the Close button to reject the changes to the message settings and return to the
Transaction Viewer real-time display.

From the menu bar, select Configuration.

Click Message Settings.

In the Display Number field select the required number from the drop-down list.

Click the Edit button, this enables all fields of the selected display number to now be edited

Only click the Edit button when you want to edit the DL and then select the combo boxes.

Click the Apply button to accept the changes to the message settings.
Click the Close button to reject the changes to the message settings and return to the
Transaction Viewer Real-time display.

From the menu bar, select Configuration.

Click on Message Settings.

In the Display Number field select the required message number of the message for
deletion.

Click the Delete button.

Click the Close button to return to the Transaction Viewer Real-time Screen.
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Chapter 5. Access/QuickTag Options

Introduction

This chapter includes added Modules common to both Access and QuickTag not described
elsewhere in the Software Installation Guide.

Live Video Image Capture

The Live Video Image Capture feature enables capture of photographs (recommended
resolution 640 x 480 pixels) of Tagholders using live video from a web camera. The camera is
connected to the Host PC used for registration or enroliment. Photographs captured in this way
are inserted into the stored Tagholders data and displayed in the Add Tagholder or Edit
Tagholder screens for that Tagholder. Photographs (in suitable formats, with a recommended
resolution of 640 x 480 pixels) can also be loaded from files and inserted in the same way.

To add a picture of the employee:

1. Open either the Add Tagholder or Edit Tagholder dialog.
2. Click anywhere inside the picture frame at the left of the dialog.

4 Add Tagholder ==

Title
First Name

Capture ] Notes:

Load from file

Edit
Clear Image Settings
QF
Delete
M
Current v
Department Accounts -
Employee No : : !
il
Employer No » | e [}]M—I v—:
Position » | Tagholder Type | Access Only v |
— ) — —— — N |1 |
New Tag New Tag New Tag | New Tag Departments ||| Custom Fields
L
{ New Tag 1‘ L New Tag } New Tag { New Tag

Figure 30 — Photograph Edit Menu
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The Photograph Edit Menu offers the following options:

Option Description

Capture Allows capture of image from suitable video device.

Load from file Allows loading of image from file (Jpeg, Gif or Tiff format only).

Edit Allows editing of the Tagholder image.

Clear Image Settings Removes any saved edit operations that result from using the Image
Editor.

Delete Deletes the image from the Database.

Table 15 — Photograph Edit Menu Options

Capture an image from video:

3. From the Photograph Edit Menu, select Capture.
4. |If this is the first time this web camera is being used, the dialog shown below appears:

Select capture device... (=3

Please select the capture device you would like to use:

Please wait, detecting capture devices.

This may take a while, depending on the number of formats supported
by the device. Once this process has completed successfully, the
device you choose here will be used as the default device in future.

|-

Figure 31 — Detect Capture Device Dialog

5. From the next Select Capture Device dialog, from the Available Devices drop-down list,
select the required device.

6. From the Select Format drop-down list, select the format required.

X3

Select format:

RGE 320x240 24 bit v

Figure 32 — Select Format

E After the camera has been set up as described, the first window that appears when Capture is selected
in the Tagholders dialog will be the Capture window.
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& Capture

Figure 33 — Capture Window

7. In the Capture window click the button to capture the image.
8. Click the I button.
9. Click the button to save the Tagholder’s information.

ﬂ If you select the @ button in the Capture window, the dialog with the Select Format drop-down list
appears.

Adding a Photograph
By selecting the Load From File option, you may also load a suitable digital picture (640 x 480 pixels)

from a file. The picture appears in the box in the Add (or Edit) Tagholder dialog, in the same way as a
captured video picture.

-
/& Add Tagholder (3]
Title [Miss
First Name |Sarah |
Middle Name \%
Last Name IDurnsfield Notes:
Suffix \
D 9
PIN \_
Gender QF
Current V]
Department | Manuf acturi ‘
Employee No 9 P o = obokant L '——J
Employer No » | User profie ‘,IEAI,',,i v
Position |Administrative A{  Tagholder Type M
> 3 = = = : :
\[ New Tag } { New Tag } [ New Tag ] { New Tag } [ Departments M Custom Fields H 2@
A
- . -
\[ New Tag ] [ New Tag } [ New Tag ] { New Tag }
A

Figure 34 — Photograph Added to Tagholder Data
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Tag Expiry Time

The Tag Expiry Time feature lets you set the expiry time on a given Tag to the nearest hour if an
expiry dates selected.

A contractor has been issued with a Tag for access from 07 November 2007 to 31 December
2007. The expiry time for this Tag is to be set to 10 pm on the 31 December 2007.

@ ~
A Tag (23]
TAG DETAILS

Tag Options Tagholder Access Groups available for site Tag Code and Type
@ Normal Site Assigned: | Excel Technologies (P... ) 3
Suspend ' ' » Tag Type | Slim Tag (S bytes) v |
Blackist Group 1 ‘Default Visitor Group ;‘ Group 6 }None ;] Tag Code L208037567659 ]
Special Event 1 Group 2 ‘None ;.I Group 7 »None ;I [ Read Tag ]
Special Event 2 Group 3 |None ;I Group 8 |None ;I 7 —rSTETTT l
: - | Copy Ex ) Tag Code
| APB Over-ride Group 4 »None j Group 9 |None ;I [ e ]
V| Report Always Group S ;None ;_I Group 10 :None ;I

Start Date [2008-09-18 | |[_Pick Start Date )| Expiry Date [2008-09-19 | [ PickEnd Date | Expiry Time [p2/- : 00
— e
— X

Figure 35 — Tag Expiry time setting

G Similar details apply when you edit an existing Tagholder’s information.

1. InAccess, in the Navigator Pane select the B icon.

For the purpose of the above example, in the Main Pane, select the Visitors tab.

3. Inthe Add Tagholders dialog, complete, at minimum, the First Name and Last Name
details.

4. Click the Bl putton.

5. Click the New Tag button.

6. Inthe Tag dialog, complete the Tag Options, Tagholder Access Groups and Tag Code
information.

7. Click the Pick Start Date button.

8. Select a start date from the Calendar.

9. click the Ebutton.

10. Click the Pick End Date button.

11. Select an end date from the Calendar.

12. Click the Fbutton.

N
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13. For the purpose of the above example, scroll the Expiry Time field to 22.

14. Click the &l putton.
15. Click the button.
16. Click the button.

Inputs support triggering of Emergency and Lockdown Modes

This feature allows you to set the Emergency or Lockdown Mode using an input to any

selected Terminal.

A storeroom containing archive files is full, and there is no need for regular access, and,
because of confidentiality requirements, a need to prevent normal access. Set Input 1 of the
Entry Terminal to Lockdown Mode to prevent access by all Tagholders.

A Access

= File @ Localize [Z Reports 2 Web Clients ¢ Configuration ? Help

= @ System
= M Sites
= [E'm Excel Technologies (Pty) Ltd (01000000)
= Hosts
= Host: Host PC
= E Controller: 6E00010A
= Il Zone: ZONE 1
= I Location: Strongroom
! Strongroom IN

) Strongroom OUT

Figure 36 — Input Selection

Select the required input.
Click the button.

HpwDNh PR

4
>

Terminal | Terminal Modes Inputs | Outputs | Actions |

1 General Input 1 Not Used

In Access, in the Navigator Pane select the required Terminal.
In the Main Pane select the Inputs tab for that Terminal.
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‘ Input Device
Input Name

[General Input 1

Additional Information

Input Function

Request to Enter/Exit Button
Door Open Sensor
Inhibit Scanner

Figure 37 — Input Device Dialog

5. From the Input Function drop-down list, select Lockdown Mode.

6. Click the button.

The procedure for allocating Emergency Mode to an input is similar.
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Chapter 6: Graphics Designer Module

Introduction

The Impro Graphics Designer Software lets you create a graphic representation of the
physically installed hardware on your Site.

We suggest that Graphics Designer be installed on a secure PC to limit the possibility of the
setup being tampered with.

Tagholders (Users) 0-1000 1 000 - 5 000 > 5000
Doors 0-50 50-100 > 100
Processors (A high perform- 1 Desktop 1 Desktop 1 Desktop
ance model released in the Processor Processor Processor
last 3 months)

Free Memory (For use by 768 MB 1GB 2GB

each Software Module only)

Free Hard Disk Space (For 160 GB 160 GB 160 GB
Database storage, backup and
archived copies)

Display (Monitor and graphics 1 024 x 768 1024 x 768 1024 x 768
accelerator) 128 MB On-board 128 MB On-board 128 MB On-board
RAM RAM RAM

Validated Operating Systems Microsoft Windows Microsoft Windows Microsoft Windows
7 (Professional, 7 (Professional, 7 (Professional,
Enterprise or Enterprise or Enterprise or
Ultimate) Ultimate) Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows

XP Professional XP Professional XP Professional

Figure 38 — Optional Client Software Modules (Graphics Designer, Graphics Runtime)

Installing on Windows® NT, Windows® 2000, Windows® XP Professional or Windows® Vista
(Business or Ultimate) requires that the Installer log-on to the PC with Administrator privileges.

Before installing and implementing the Graphics Designer Software there are some important
requirements:

e The Graphics display needs access to the System Database to identify and access the
available ImproX units. This implies that you can remotely situate the Graphics PC, as long
as it has a LAN connection to the ImproNet Database.

e Before installing and configuring Graphics Designer, ensure that you prepare the Base plan,
Ground plan and Building Floor plans.

e The plans needed must be in Jpeg or .gif format. These do not have to be intricate detailed
architectural drawings. They can be roughly drawn or scanned images. What is important
is the location of the various devices that are to be monitored must be accurately named
and located.
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e You may install Graphics Designer on any one, or more, computers which are part of an
ImproNet access control network. Graphics Designer does not have to be installed on the
server that handles the Firebird Database. It does, however, need access to the server via
the network to maintain contact with the Database from which the names, numbers and
activity of the installed units derive.

Configuration of the Software

To ensure that your ImproNet Database is updated, ensure that Access is started and configuration is
complete before starting Graphics Designer.

When upgrading your System, please ensure the Database is updated using the Database Upgrade
facility.

There are several files in the ImproNet Installation that have to have a common address. These
are the ‘properties’ files which in the case of the Graphics designer are stored as a text file
called ‘graphics.properties’ in the directory C:\Impronet.

Of these the graphics.database.interbase.url entry, =jdbc\: firebirdsql..... etc, is important. Each
of the programs installed as part of the System has a properties file and in each the address
must be the same in order that the same database is referenced. In addition the
graphics.database.interbase.encoding entry must reference the same encoding type. In the
above case UTF8 is the default.

For most installation actions the properties files are automatically installed and will be correct.
If, though, for instance, you change the Database PC or you move the Database to another PC,
and the Graphics PC is a different computer, then the addressing will need verification and
possibly change. Only in exceptional cases will there be any need to corroborate any of the
other entries.

Activate the Custom Application and Message features by changing the graphics.startCustom
Actions = false entry to true in the Graphics.Properties file. See page 62 for more information.

This information is supplied for reference only; the Access Control System should already be
configured for the correct database encoding. You will notice the Software CD references three
versions of the Database.

e Western Europe and North America use the ISO 8859 1 encoding.
e Eastern Europe uses Cp1250.
e And the Far East uses Unicode UTF8.

These were originally supplied for different regions of the world, however now all regions default
to UTF8. The default database installs to the directory c:\?????\database. The question marks
indicate the installation directory (typically and by default, this is called ‘Impronet’).
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If you wish to use a different encoding, copy one of the databases found in the
"c:\????\database\empty databases" folder into c:\????\database folder, overwriting the UTF8
database already located there (this is NOT recommended).

Make this alteration before starting up the Software. If the Database is changed for a different
encoding, then reset the Software controls to use the encoding of the Database.

1. Click on Start>Programs>ImproNet>Graphics Designer.
2. Enter your Username (SYSDBA) and Password (masterkey). The Password is case-
sensitive.

Operation of the Software

P
‘Graphics Designer SIEIE]
File Tools View Help

4 Project settings... [=5)

Image
File: I

Names
Image Name:

Dimensions

Figure 39 — Startup Screen

Allocate the Plans according to the following sequence:

1. Base Plan—the practical purpose of the Base Plan is to locate the physical placing of the
Site (Buildings and Ground Plans) in relation to the city, town or industrial area where the
Access Control System is sited. Therefore, we would typically use a representation from a
street map. Such a map enables the visual integration of Buildings and Ground Plans into a
geographic Base Plan.

August 2010 53





Part 6 — General Software Modules

Ground Plans—the Ground Plan defines an open area (that is, not inside a building) where
Access Control can be monitored by Impro Graphics. This plan could include a parking lot
or the access points to a building complex. The Plan is single level, two-dimensional Plan
serving to locate equipment positions in the surrounding geography. The point of the
Ground Plan is to be more specific than the Base Plan. You may have more than one
Ground Plan per Base Plan.

Buildings—adding a Building onto the Base Plan identifies a particular installation. The
Building is the primary location for placing Floor Plans. The Building represents a three-
dimensional area and you may add as many floors as are needed. Remember that you
may place more than one Building on any Base Plan.

Floor Plans— the Floor Plan is the working Graphics Display of the Building Access
Control System. Using Graphics Designer Software you may place the units that form the
Access Control System into the Floor Plan. The preparation of a Floor Plan makes the
procedure of installation and configuring much easier.

Site Plan (optional)—for multiple Sites you have the option of adding a Site Plan. The Site
Plan should detail the perimeter area of ALL your Sites.

If there is more than one Floor Plan, then insert these sequentially.

4 Graphics Designer =3 I8 x|
File Tools View Help

Pretoria’ #

d \S smﬁlng‘_\u‘a‘plsmq
Z {i
18 wnai‘i |
|

2
5

1S

(7]
; S = Church St " -
Né 3 g Pretorius St =
z | m o—Par
5 % Schoeman S\-Pretarta Chalral g
ia Townlands 354 J;_S Skinner St b 3
2 " BBk, [ Ssse,
x Visagie St 0 S/ g
H I - ) Jouben St
3 | T\, 3 Risk; 7 4
2 — UL LAdileryRd/ s Mace St \; kS 2
Vsaminie St sohe\d\ﬂ?ﬁ St % 2
3 ~
*Dedar Ry =4 r ‘21_ $
\ » @ , 2 S
\—_pavioist & g = 2 & Borea Ry -
| Linton st g luwost QEinas Al 5 g
| v 2 S \ 3 2
(@ = 2R @ E 5
o S }
0 260, 520 780- Swmnogm % VOB en231322
e — i ° 62007 Brabys/AAT/BCXS

4 I SITE : 01000000 - Plan :Excel Technologies

Figure 40 — Base Plan

You may use Any picture as this Base Plan. However, part of a local street map is most practical.

In the Project Settings dialog, click the Choose button to select your Base Plan image.

In the Image Name field, type in a name for the graphic display (for example the companies
name).

3. Click on the button.
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Now place the Ground Plan Into this Base Plan:

From the Main icon palette, select the @ (Ground Plan) icon.

Click and hold, and then drag the Ground Plan icon over to the position where you want to
place the Ground Plan.

Once in position release the mouse button.

~

4 Add a ground plan.. (=3

Select Image

e |

Names
Icon Name

Image Name

Figure 41 — Add a Ground Plan Dialog

In the Icon Name field, assign the Icon’s name.

In the Image Name field, assign the Image’s name (in this example we used “Impro Ground
Plan”).

Click the Choose button.

From the Directory, select the image you need.

Now place the Building on to the Base Plan:

HpwDNPR

From the Main icon palette, select the (Building) icon.

Drag and drop the Building icon into position on the Base Plan.

In the Input dialog, enter a Building name (for this example we used “Impro”).
Click OK.
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After adding the Ground Plan and the Building, we arrive at the image above.
For the sake of simplicity, what follows concentrates on the Floor Plan. Remember that you can
position access control units into both the Ground Plans and the Floor Plans of both buildings.
The only limiting factors are the number of units entered into the System Database and their

relationship to each other.

Right-click over the Building icon and select Add Floor.
2. Inthe Add a Floor Plan to a Building dialog:

— Inthe Floor Name field type in a name for the Floor Plan.
— Inthe Level field, select the level from the drop-down list.

3. Click the button.

In our illustrations we have, for simplicity, inserted only one Building. You could, however, insert

multiple Buildings and Ground Plans.

p
£ Add afloor plan to a building...

B

(5]
Image
File : | Choose
Floor details
Floor Name :
Level : :0 v

Figure 43 — Add a Floor Plan to a Building
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Select the Floor Plan

1. Right-click over the Building icon.
2. From the menu, click Select Floor.

- -
ZA Select floor plan.. (=3)
Floor Level Floor Name
0 |Ground Floor

&3

Figure 44 — Select Floor Plan Dialog

3. Click the 2l button.

Add the Controllers

1. From the H/W icon palette, click and drag a Controller on to the selected position.
2. From the Select Controller dialog, select the required Controller.

3. Click the £ button.

Graphics Designer places the Controller icon and its name, on the screen in colour. In the
same fashion, add any additional Controllers.

Adding Readers and Non-Readers to the Controllers

1. From the H/W icon palette, click and drag a Reader onto the selected position.
2. From the Reader Terminals dialog, select the required Reader.

3. Click the 2l button.

Graphics Designer places the Reader icon and its name on the screen in colour. In the same
fashion, add the other Readers.

. After dragging and placing, each unit that has been allocated will be removed from the list of units
available.

If all icons have been placed and a change has to be made, then by right-clicking on an icon the
following options become available:

Altering an Icon
Right-click on the Icon that needs alteration, and select one of the following options:

e Details—displays the Name, Logical Address, Fixed Address, Zone and Location
parameters of the unit. These parameters are derived from the Database.
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e Rename—lets you apply a more meaningful name to the unit, in relation to its operation or
location.
e Delete—removes the icon from the layout. When the unit is deleted using this method, the
unit is restored to the list of the available units and a new unit can be placed.

ﬂ If you incorrectly place an icon, hold down the Shift Key while dragging the icon to its new location.

Adding Non-Reader Terminals

There are various other units that function within the System assisting in access control
applications. These are the Digital Input and Output Units, Door Terminals, CCTV Cameras,
Clock, and Time and Attendance Terminals.

Adding Inputs

This option enables linking of the representation of an Input to the associated Digital Input
Terminal. What is done here does not affect the Access Control configuration, as it is only a
representation of an action in the physical location.

-
4 Graphics Designer
File Tools View Help

STRONGRO(

Rename

Delete

Figure 45 — Adding an Input Unit

1. Right-click over the Digital Input Unit and select the Inputs/Outputs option. A Red circle
appears around the Input Unit.

2. The icon activates, indicating the number of available inputs.

3. Drag and drop the icon onto the Floor Plan. (The available Inputs display in the Input
Editor dialog).

4 Input Editor... (=34)
Input Number Input Type Description
1 [Door Open Sensor [DOS 1

Figure 46 — Input Editor Dialog
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4. Select the Input record required, in this case only one is available.
5. Click the button.

The input is placed on the screen as shown below (DOS 1).

4anhicsosignet
File Tools View Help

2

Rece :

on IN | E:oaboosoa ¢
[T A

Figure 47 — Input Displayed

Note, you can only place Inputs, configured as Alarm Inputs in Access, in Graphics Designer.

Adding Outputs

In a similar fashion, you can now drag and drop outputs. Again, what happens here does not
affect the Access Control configuration; it is only a representation of an action in the physical
location.

Adding Cameras

CCTV Cameras, if fitted, enable surveillance of specific areas of access. These can be placed
as with other units to represent their position in the Building or Ground Plan. With Cameras
there is a restriction of the number of Cameras that can be connected to any PC. Refer to the
Camera Documentation. In terms of Graphics Design and Runtime display, the Camera will be
configured to run as required via the Camera Setup on the PC and Access Software.

Configuring Alarms

All Alarms detected by the Engine are reported, and can be displayed on the Floor or Ground
Plans alongside the associated access control unit. In Graphics Designer you can select the
way the Alarm is represented on the screen.

As long as you placed the Alarm icon in Graphics Designer, a default Alarm icon appears in
Graphics Runtime. Follow this procedure to change the default Alarm icon.

e Change the Alarm icon for a particular event:
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I o

‘ Configure alarm icons... -S|

Terminal Al terminals
Event No event selected

Alarm Type
Anti Tamper - @
Terminal Timeout =

Host Timeout

Authentication Failure

Door Open Sensing Door Open Too Long 1

Door Open Sensing Door Open Too Long 2
Door Open Sensing Door Open Too Long 3

Figure 48 — Configure Alarms: General

Change

Tools>Configure Alarms>General—from the General tab an alarm, such as Anti-Tamper can
be represented by one of the alternatives on the display.

I ™

A Configure alarm icons... 3]

General | Advanced

Terminal Al terminals
Event Anti Tamper

Alarm Type

Terminal Timeout =
Host Timeout

Authentication Failure

Door Open Sensing Door Open Too Long 1
Door Open Sensing Door Open Too Long 2
Door Open Sensing Door Open Too Long 3

Figure 49 — Alarm Selection

1. Click Anti-Tamper for example and then select the Alarm Icon by pressing Play (@).
By using the Change button, you may select an alternative Alarm icon.
3. Click the button.

N

e Change the Alarm icon for a particular event on a particular Terminal:

Tools>Configure Alarms>Advanced—click Choose to select the Terminal to be configured.
The following Screen displays:
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In the Advanced setup the Installer can select the various Terminals (Units) needing Advanced
configuring and the way the Alarms display for each.
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-
Z Al currently placed terminals... [Gm]
[Z] Controller Zone Location Terminal Unit type

JEl GE000104 Zone 1 Strongroom Strongroom IN  Twin Reader Keyp

2 |6E00010A Zone 1 Strongroom Strongroom OUT |Twin Reader Term

3 |6E00010A Zone 1 Reception Reception OUT  |MFT Reader Head

4 |6E00010A Zone 1 Reception Reception IN MFT Reader Head

S |6E000104 Zone 2 Factory Factory IN TRT Multi 13.56 K

6 |6E00010A Zone 2 Factory Factory OUT TRT Multi 13.56 H

'No Filter

B

Figure 50 — Alarms, Advanced Selection

1. From the All Currently Placed Terminals dialog select the Terminal.
2. Click the B2 button,

The screen returns to select the Alarm Event and Alarm Icon as illustrated on page 61.

Event

Alarm

‘ Configure alarm icons...

Terminal Reception IN

Event not chosen

Allowed Duress In
Allowed Duress Out
Anti Tamper

Host Allowed Duress In

Host Allowed Duress Out

Host Fallback Allowed Duress In
Host Fallback Allowed Duress Out
Innut Cut 1

m
~

- B
]
=
o
v

Figure 51 — Advanced Selection, Alarm Event

button and choose an Alarm Icon. See the example below.
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-~

4 Configure alarm icons... (=34

[General | Advanced

Terminal Reception IN

Event Anti Tamper

Alarm

Host Allowed Duress In
Host Allowed Duress Out Chan

ge
Host Fallback Allowed Duress In
Host Fallback Allowed Duress Out
Input Cut 1

Input Cut 2
Innut Sharted 1 &4

m

Figure 52 — Advanced Alarm Selection
3. Click the button.
Repeat the process for each Alarm for configuration.
To change the Alarm icon used:

1. On the General or Advanced Alarm dialog, click Change.

2. Click the dio button corresponding to the icon you want to use.
3. Click the 4 button.

We suggest that you use the Alarm icons as follows:
@ for Fire Alarms and Tamper Alarms.

#” for Boom Forced Alarms

B for Door Forced Alarms

B for Door Open Alarms

rfl for Duress Alarms

Adding Custom Application Integration
This advanced feature lets you (through Graphics Runtime) launch a third-party application on
the users PC. That is, during a specified event, instructions could dictate that the user launch

the third-party program from the Runtime Application. This third-party software then performs
the appropriate action.

1. Inthe Graphics.properties file, change the graphics.startCustomActions=false setting to
true. Go to page 52 for more information on configuring the Graphics.Properties file.

2. From the Custom icon palette, click and drag the Custom Application icon to the selected
position on your Floor Plan.

3. Inthe Custom Application dialog, click the Browse button.

Select the application file.

5. Complete the Application Parameters and Icon Name fields.

>
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Test that the third-part application opens correctly by clicking the Test button.

6. Click the &2l button.

G Select a custom Icon for your Custom Application, as follows:

Right-click over the Custom Application icon and select the Custom Icon option.
Click the New button.

Select a suitable graphic file (maximum file size 5 kb).

Click the OK button.

& wDnN P

Adding Custom Action Integration
This advanced feature lets you (from within Graphics Runtime) run any of the actions created in
the ImproVision Integration Server.

Setup Actions within the ImproVision Integration Server prior to using the Custom Action Integration
feature. See Part 7 — Advanced Software Modules for more information on the ImproVision Integration
Module.

1. Inthe Graphics.properties file, change the graphics.startCustomActions=false setting to
true. Go to page 52 for more information on configuring the Graphics.Properties file.

2. From the Custom icon palette, click and drag the Custom Action icon to the selected
position on your Floor Plan.

3. Inthe Custom Action dialog, from the displayed list of Actions, make your selection.

4. Click the 2 button.

ﬂ Select a custom Icon for your Custom Action, as follows:

Right-click over the Custom Action icon and select the Custom Icon option.
Click the New button.

Select a suitable graphic file (maximum file size 5 kb).

Click the OK button.

> wnN P
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Adding CaddX Alarms

The Graphics Designer software provides for the positioning of icons for CaddX System alarm
sensors by dragging and dropping them on to Floor Plans as shown.

v/ Graphics Designer [ol[® )=
File Tools View Help

L Diaital Inputs
R eocpllon Ziton Fire Sensor !

me ouT.

()] & ) v‘rJ%J-P

Figure 53 — Floor Plan with CaddX Icons in Position

Only Zones added using the CaddX Server Software will appear on the Floor Plan(s).

The icon, labelled Port 1 in the diagram above, represents the CaddX Panel. The Port number
indicates which port is in use for CaddX data. The icon, labelled Zone 1, represents a CaddX
System Alarm Sensor.

The CaddX icons are only visible in Graphics Designer. In Graphics Runtime they remain hidden,
except when an alarm condition presents. During the alarm condition this animated icon (H) displays
in the Graphics Runtime display in the Zone in which the sensor activated.
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The Graphics Designer Software provides for the positioning of icons for the Ziton System Fire

Alarm Sensors by dragging and dropping them on to Floor Plans.

Before using this facility, ensure that the required Loops, Sensors and Zones are defined in the Ziton

Server Software.

v/ Graphics Designer
File Tools View Help

e=2Een <)

Diaital Inputs
tnytlon Ziton Fire Sensor !

Reception IN

~—Factory OUT

R

Figure 54 — Location of the Ziton Icons at the Side of the Floor Plan and an Icon Positioned

on the Floor Plan

1. From the Fire icon palette, drag the selected Fire Alarm Panel icon to the desired position
on the Floor Plan.

e
A Add Fire Panel

No.

1

Name Type

|ziton Fire Alarm ... [ZITON_ZCPS

Figure 55 — Add Fire Panel dialog
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w N

From the Add Fire Panel dialog, select the required entry.
Click OK to accept.

From the Fire icon palette, drag the selected Fire Alarm Sensor icon to the desired position

on the Floor Plan.

4 Add Fire Sensor (3
Sensor ID  Panel ID Loop Sensor No. Name Type Zone

2 1 2 2 Manufact... |Generic S... 2

3 1 3 3 Strongroo... |Generic S... |3

4 1 4 4 Accounts ... |Generic S... |4

&3

Figure 56 — Add Fire Sensor dialog (Ziton)

From the Add Fire Sensor dialog, select the required entry.

Click OK to accept.

Right-click on the icon.
A menu displays providing these options.
— Delete

— Rename—enter the name in the New Name field, and click the button.
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o

4 Rename unit... [

Icon Represents Fire Sensor

Old Name Reception Ziton Fire Sensor

New Name

Figure 57 — Rename Unit Dialog

Ziton icons do not appear in the Graphics Runtime display. Only when an alarm occurs will an icon
display in the relevant position.

Modifying a Site

At any time in the future the design program can be rerun for modification purposes.
In the case where a unit has failed and has to be replaced, the suggested procedure is as
follows.

Start the Graphics Designer program and load the project.

Delete the unit from the graphics screen.

Shut down Graphics Designer.

Close the ImproNet Software.

Make your unit replacements and complete reconfiguration of the Database.

Restart both the ImproNet and Graphics Designer Software Suites. The new unit will now
be available and will be displayed in the Icon display.

7. Reconfigure the new unit into Graphics Designer.

ook~ wDN R
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Chapter 7: Graphics Runtime Module

Introduction

We designed the Graphics Software Suite with user-friendliness as a major design criterion.
Initial set-up is made via the Graphics Design Software. At Runtime the operator chooses
which Ground Plan or Floor Plan to display. Thereafter the operating instructions limit to
responding to any alarm displays, finding the last known position of a Tagholder, displaying
transactions, and others as listed below.

Configuration of the Software

At start-up, the Software locates the System database. The target database URL (Universal
Resource Locator) reads from the Graphics Properties file.

Ensure that you start ImproNet Engine before running Graphics Runtime. If Engine is NOT running, the
error message” Server Not Found” displays.

1. Click on Start>Programs>ImproNet>Graphics Runtime.

2. Enter your Username (SYSDBA) and Password (masterkey). The Password is case-
sensitive.

Operation of the Software

If only one Host is applicable then the Software automatically loads the available Host.

If more than one Host is available then the Software requests a Host selection:

From the Alarm Host Selection dialog, select the IP Address.
Click OK.

In the Select Site dialog, select the Site to view.

Click the button.

P wnNPRE

The Base Plan appears with the Ground Plan and Building Icons in position (See Figure 58).
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Figure 58 — Base Plan with Icons

1. Select a Ground Plan, by double-clicking the Ground Plan Icon.
2. Select a floor to display, by right-clicking on the Building Icon and choosing the Select Floor
option.
3. Inthe Select Floor Plan dialog, click on the selected floor.
4. Click the B2 button.
( /N Graphics Runtime

F=1 HoB %=

File View Tools Help

=] |

m

—Faohw OUT

P wolele

Figure 59 — Floor Plan Display
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Screen

The screen is divided into two, Top and Bottom. The Top section shows the graphic display of
the Floor Plan of the Building. The bottom section displays the runtime messages showing,
what’s happening in the System.

The Bottom section displays four tabs, namely, Transactions, Alarms, Messages and Door
Status.

e Transactions tab—displays details of any transaction (entry, exit) as well as Status
Transactions.

o Alarms tab—displays details of the most recent alarm states. Only 20 alarms can display.
These list in the order of the last 20 unacknowledged alarms. If there are less than 20
unacknowledged alarms the remaining space is filled up to the maximum of 20 lines with
recent acknowledged alarms.

e Messages tab—displays a list of running messages.

e Door Status tab—displays details of open, locked or unlocked Doors, Terminal, Zone,
Location, Status and Duration.

When you use the CaddX Server Software, two extra tabs display (to the right of the Door
Status tab) for the setting-up of CaddX Alarms (refer to the User Interface section on page 80
for more information on these tabs).

Similarly, when you use Ziton Server Software, one extra tab displays, hamely the Ziton Alarms
tab (refer to the User Interface section on page 81 for more information on this tab).

Menu Bar
The Menu Bar choices listed are: File, View, Tools and Help.

e File—offers you a selection of four options, hamely Locale, Translate, Properties and Exit.
— Exit—stops Graphics Runtime and returns you to the Windows® Desktop.
— Locale and Translate—offers the choice of Area and enables the translation of various
menu options into another language.
— Properties—takes you to the Project Properties dialog, offering you the options of
Alarm Acknowledgement (Requires Tag, Requires Password and Requires Textual
Response) and Other (Shutdown Requires Password).

o View—offers you the following options: Show Non-readers, Show Inputs, Auto Resize and

Icon Text.

— Show Non-Readers—by clicking in the box next to the ‘Non-reader’ those units which
are not readers are shown or hidden (that is Door Control Units, I/O terminals and so
on).

— Show Inputs—setting this option displays or hides all Inputs.

— Auto Resize—place all the graphics on to one page. This option is useful for a
complete overview but may present too cluttered a screen for some users.

— lcon Text—this option provides the alternatives to show or hide the icon text; to display
the text above or below the icon and to change the highlighting colour. The default is to
have the text above the icons and highlight these in yellow. You can choose which
alternatives you prefer.
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e Tools—offers you the following options, namely Find Tagholder and Manual Alarm

Navigation.

— Find Tagholder—qgives you the facility of searching through the building to find out the
last Reader to which a person presented their Tag. The response will also state if an
Access Denied event occurred.

— Manual Alarm Navigation—use this to select whether Graphics Runtime should
automatically switch to the Plan on which an alarm occurs. Or, if the user is going to
navigate from Plan to Plan not taking notice of the Plans with alarms on them. This is
particularly useful when you have a guard interested in a particular Plan, who is not
taking heed of alarms taking place elsewhere.

e Help—About displays the Version, Operating System Software and Copyright details of the

Graphics Runtime Software.

Icons

You may display the Base Plan at any time, by clicking on the icon (in the upper left-hand
side of the screen). The Base Plan displays as shown in Figure 60. Remove the Base Plan by
clicking the Close icon, in the upper right-hand side of the Base map).

Return to the Base Plan level by pressing the icon.
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Figure 60 — Display Base Plan

72

August 2010





Part 6 — General Software Modules

Sub-menu

E The menus are slightly different for Reader, Non-reader, Controller, Input and Camera, however, most
have a Details tab.

Right-clicking the mouse over any of the Map Icons (Reader, Non-reader, Controller, Input and
Camera icons) displays a Sub-menu. The available menu options are: Details, Emergency
Mode, Reset Zone Count, Open Door, Monitor Door and Monitor Location.

Details—displays the following unit information: Type, Name, Logical Address, Fixed
Address, Zone and Location.

Further information on the menu options; Emergency mode, Reset APB, Open Door and
Monitor Door is available in the section on page 73.

Controller Sub-menu—right-clicking on a Controller displays the following available options:
Details, Reset Anti-Passback (APB) for Controller and Site, Emergency Mode and Lockdown
Mode.

Non-reader Sub-menu—right-clicking on a Non-reader such as the ImproX O16 Output

Terminal displays a different set of options, in this case: Details, Emergency Mode and Reset
Zone Count.

Special Functions

4 Graphics Runtime
File View Tools Help

4 |HI—'O| | Ground Floor

STRONGROOM

Emergency Mode...
Lockdown Mode...

Reset Zone Count

; Open Door
Reception IN

E;!ZZ:BEOOO"U Monitor Door

£ Monitor Location
Factory IN

_:.)t o Stop Monitoring
) actory OUT | :
aF=<ul-n -2 | T w e

Figure 61 — Emergency Mode Selection
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-
4 Emergency Mode...
Location

Location

All terminals for controller

Entire Site

VB

Status
On

@ Off

Figure 62 — Emergency Mode on Terminal

1. The example shown above shows the result of selecting a unit, right-clicking and selecting
Emergency Mode. The display shows that Emergency Mode is active for that Terminal
only. The dialog also permits Emergency Mode to be selected for All Terminals for that

Controller, or for the Entire Site.
2. Select the tatus, On or Off radio buttons.

w

4. Click the 2] button.

Click the 2] button to implement the Access Control predefined Emergency action.

-
Reset Zone Count

Supervisor count 0

Worker count 0

B2 [

Controller ~ BE00010A

Zone Zoned )
Required Current

Total tag count 0

[

Figure 63 — Reset Zone Count

Reset the Zone Count, by right-clicking over a selected unit and selecting Reset Zone Count
menu option. This function lets you make necessary corrections to the count of Tagholders in a

particular Zone.

Selecting and activating Reset APB (reset Anti-passback) resets every Tagholder in the System
to the ‘normal’ state. Anti-passback still applies but the System resets allowing access for all
Tagholders on their next transaction. This function can be made for either the Controller or the

full site.
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4 Graphics Runtime
File View Tools Help

f\& I Ground Floor

tﬁ'mgroom ouTi

A
Strongroom Il:’

\dBs

Details G

Emergency Mode... e &

Lockdown Mode...

Reset Zone Count

Open Door

e
+3

MANUFAC | URING

Monitor Door

—_—
Monitor Location
— Stop Monitoring

Figure 64 — Open Door Selection

Selecting Open Door, as shown above, activates the ‘Allowed Actions’, if pre-defined in the
access control, for the relevant door. The action as setup applies and the door opens.

Monitering door entry...

E

First Name
[Sarah

Last Name
Durnsfield

Department
Manufacturing
Time

[13:56:45

Event

fllowed Normal In
Terminal
jStrongroom IN

Stop Monitoring

Figure 65 — Monitor Door Dialog

When you select Monitor Door you will notice a Green ring appears around the Reader
controlling the monitored door. As soon as a Tagholder presents a Tag to the Reader, a
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message appears on Graphics Runtime giving the name of the person, the department they are
attached to, and the time of the occurrence as illustrated above.

If applicable a picture of the Tagholder is displayed. Click the << Less button to display only the
picture information. Click the Stop Monitoring button to remove the message from the screen.

The Monitor Location function is similar to that of Monitor Door. The function monitors all the
Access points allied to that Location. When any event is detected then a message displays on
Graphics Runtime, as illustrated in Figure 65.

All Alarms occurring report from the Engine. The way the Alarm displays to the operator is set-
up during the design stage.

With ImproNet V7.4 Software you will notice extra Alarm States:

e Red Bell symbol—this symbol signifies that the unit is still in an alarm state, and that the
alarm is not yet acknowledged.

e Orange Bell symbol—this symbol applies to input alarms only. It signifies that the unit is
no longer in an alarm state, but that the alarm is not yet acknowledged.

e Orange Tick symbol—this symbol signifies that the unit is still in an alarm state, but that
the alarm is acknowledged.

e Green Tick symbol—this symbol signifies that the unit is no longer in an alarm state, the
alarm is acknowledged.

Activation of these extra Alarm States requires that you upgrade to Controller Firmware V7.12 or
upwards.

When an Alarm occurs, you can select that any of the following events take place:

e If you installed and set-up a CCTV camera the screen displays the camera picture. You
must enable the CCTV System and the Engine.properties file entry must be
engine.system.cctv_enabled=true. (Restart the engine after making this change).

e The Alarm panel comes to the front displaying the Alarm, with an animated icon.

e The background section of the display on the monitor turns Red.

e If the particular application was minimised it restores to view.

e If you fit a sound card and loudspeaker to the computer the alarm sounds (a generalised
alarm type beep, beep, beep).

Some of the above is not displayed in Figure 66.
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A Graphics Runtime E (23]

File View Tools Help

Ground Floor

|Strongroom
N

Stre vngm;'m

m

RED BACKGROUND RED BACKGROUND
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b bl 1 (] (B iwmilme

Transactions §§N5'm5 i| Messages [ Door Status}

|Status Date Time Event Zone Location Terminal Input Name Acknowledged by

}’f“‘ 2007-11-08 |14:01:01 Anti Tamper ZONE 1 Reception Reception OUT -

1
|
[
|
I

Figure 66 — Alarm Displayed

The Access point affected changes colour and the animated Icon indicates the problem. The
Alarm List indicates the Alarm by a red bell and a description of the Alarm (Anti Tamper Alarm).

When the alarm has been cleared, which can only be done by rectifying the problem as
discussed below, then the Red Alarm Status is replaced by a Green tick.

By Right-clicking on the icon displaying the Alarm the operator can carry out a single Alarm
Acknowledgement. After acknowledgement of the Alarm the icon returns to normal and the
alarm bell in the Alarm State List changes to a green tick.

By selecting ‘Details’ and then acknowledging ‘All’ then all Alarms of the same type for that unit
reset. If other type Alarms for the same unit have occurred then you must acknowledge each of
these Alarms separately, as also for Alarms on differing units.

By clicking on Properties on the File Menu, the Administrator can define the requirements for
Tagholders authorised to acknowledge Alarms. The operator, or designated authority, must then
either:

e Present their access Tag to the Tag Verification Reader.
e Type in the valid password.
e Type in the required textual response to be acknowledged.
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ﬂ The default password for this feature is masterkey.

&Pro'ect roperties...
JECt prop

~Alarm Acknowledgement
Requires Tag

(] Requires Password

Requires textual response

~Other
[] Shutdown requires password

B2 [

Figure 67 — Project Properties Dialog

The User can respond to an alarm by entering any details noted in the Acknowledge text field. This
enables creation of a more coherent alarm log.

The following screen shows an example of the ‘Acknowledge’ response:

/Y Graphics Runtime

File View Tools Help

Ground Floor

2
Ngroom

g

Reception IN
v/

W

Details

Acknowledge

Figure 68 — Alarm Indication Display

Once you corrected the problem, and acknowledged the Alarm, the System restores itself to

normal and the Status of the Alarm reverts to ‘Clear’.
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Alternatively, to acknowledge an alarm, the operator can double click on the row that indicates
the alarm and the same acknowledge window displays. This option is useful when an alarm is
indicated in the Alarm screen but not shown in the graphics window. (As, for example, if the
Alarm was not placed when the graphics were installed in Design Mode, or the case where the
Alarm Graphics are on another plan).

You may use various Messages on the System. These Messages are displayed for information
or for verifying that an action occurred. Specific Messages are concerned with Anti-passback
(APB), Emergency Mode and Open Door.

Activating the Messages tab, displays any such Messages.

This advanced feature lets you launch a third-party application through Graphics Runtime. That
is, during a specified event, instructions could dictate that the user launch the third-party
application from Graphics Runtime. This third-party application then performs the appropriate
action.

Launch the third-party application by right-clicking on the Custom Application icon and selecting
the Run Application option.

This advanced feature lets you (from within Graphics Runtime) run any of the actions created in
the ImproVision Integration Server.

Launch the custom Action by right-clicking on the Custom Action icon and selecting the Run
Application option.
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CaddX Alarms

The Software only displays CaddX Alarms if the Software is unlocked for the CaddX Panel and
Server option.

To display information from the CaddX Alarm System via the CaddX Server Software, two extra
Tabs appear in the Runtime Window; these are the CaddX Alarms Tab and the CaddX Partitions
Tab.

e CaddX Alarms tab—provides the following fields: Date, Time, Map, Panel, Partition,
Zone and Event. When you select a row, and right-click the mouse a sub-menu offers you
the following two choices:

— Acknowledge—removes the selected line from the Alarm table, as well as the Alarm
icon from the Floor Plan. However, it does not affect the CaddX Panel status.
— Go to Map—the display changes to the Floor Plan for the Alarm concerned.

CaddX icons remain hidden in Graphics Runtime, except when an alarm condition presents. When an
Alarm condition presents, this (*j) animated icon displays in the Graphics Runtime display in the Zone
in which the sensor activated.

e CaddX Partitions tab—provides the following fields: Port, Partition and Armed. When

you select a row, and right-click the mouse a sub-menu offers you the following choices:

— Arm—arms the selected Partition.

— Disarm—disarms the selected Partition.

— Disarm and acknowledge—disarms the selected Partition, and acknowledges alarms
in the ImproNet Database for that Partition.

— Arm All—arms all Partitions monitored by the CaddX NXE-8 Panel connected to the
communications port selected.

— Disarm All—disarms all Partitions for that Port.

— Zone Bypass—permits the bypassing of selected Zones. This means that Zones can,
in effect, disconnect from the System.

You cannot bypass a Zone while the Partition(s) that include that Zone is (are) armed.

. If an Arming attempt is unsuccessful at first, it may be because the Partition is not ‘ready’. Wait a few
seconds and then retry.

Ziton Alarms

The Ziton Alarms only display if the Software is unlocked for the Fire panel integration.

. Only those Alarms added in the Ziton Server and Graphics Designer software, as part of the
configuration, appear in Graphics Runtime.
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To display information from the Ziton Alarm System via the Ziton Server Software, the Ziton
Alarm tab has been added to the Runtime window. The Tab provides the following fields: Date,
Time, Panel, Loop, Device Address and Zone.

When a Ziton Fire Alarm occurs, the details display in the Ziton Alarms tab. At the same time,
the background to the Floor Plan window turns red, and a Fire Alarm icon displays at the
location of the sensor concerned.

-
£A Graphics Runtime [olE ==

File View Tools Help

Ol==

spiep ool

MANUFACTURING
S ————
[ Transactions | Alarms | Messages | Door Status | ziton Alarms | Caddx Alarms | caddx partitions |
Date Time Panel Loop Device Address Zone
2007-11-08 |10:26:00 [1 I3 3 [7
2007-11-08 |10:26:06 1 1 I [7 |

Figure 69 — Ziton Alarm Tab, with Alarm Indications

An important concept for the ImproNet interface with the Ziton System is that of a “double-
knock” alarm indication. This occurs when at least two different sensors trigger at the same
time (the sensors may be in the same Zone or in different Zones).

When a “double-knock” Alarm Indication is received, the Emergency Mode dialog shown below

appears.

Emergency mode = |

L\ Would you like to set this site into emergency mode?

[ Yes (167) ] [ No ]

Figure 70 — Emergency Mode Dialog

August 2010

81





Part 6 — General Software Modules

The Yes option is timed, allowing the Operator 180 seconds to set the site into Emergency
Mode. If Yes is not selected within that time, the Yes option is automatically enforced, and the
Site goes into Emergency Mode.

The Emergency Mode Timeout can be changed (from 180 seconds) from the
graphics.properties file using parameter Ziton.emergency.timeout = 180. Disable this
function by setting this parameter to 0.

When the Site is in Emergency Mode, the Door Status tab displays information of the form
shown in Figure 71.

Transactions I Alarms | Messages DO ‘Sté'tﬁ%t Ziton Alarms | CaddX Alarms | CaddX Partitions

Terminal Zone Location Status Duration

Digital Inputs |ZONE 1 lDlgltal Inputs \In Emergency Mode |1:28 | &
factory out ‘ZOI\V{E ; factorv }n gmergencv Modg ‘l 28

Factory IN ZONE 2 |Factory _In Emergency Mode »l :28

Reception IN _ZONE 1 |Reception _In Emergency Mode 11 :28

Reception OUT 'ZONE 1 |Reception _IQ Emergency Mpge 1:28

Strongroom OUT ZONE 1 |Strongroom In Emergency Mode 1:28 Y,

Figure 71 — Emergency Mode Indications, Door Status Tab
At this time the Messages tab displays the message Emergency Mode On - Entire Site.

Acknowledging the Alarm and selecting the alarm in the Ziton Alarms tab results in a sub-menu
offering the following two choices:

e Acknowledge—removes the selected line from the Ziton Alarms list.
e Go to Map—the display changes to the Floor Plan for the Alarm concerned.

Once you have acknowledged all current alarms, the Ziton Panel silences automatically via the Ziton
Server Software.

CCTV

CCTV is supported; however, implementation differs slightly for each integration.

If the CCTV iNetDVR System has been installed and configured then you can view the various
Alarms in Runtime. Certain limits apply as the System has limited bandwidth.

The camera records only according to the motion detection and alarm setup, this limits
resources. When viewing playback the default mode is slow motion. You may increase the
speed by holding down the ‘Play’ button.

Right-clicking on the camera provides some options for access to searching and/or real-time
video. The alarm search facility provides a list box with the entries for that camera. This list is

similar to that in the DVR alarm list.

To view recorded material for a particular Alarm, right-click on the Alarm itself.
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Communication Failure

In the unlikely event that the Software loses connection to Engine or the Database, the following
communication failure messages appear:

If you lose the connection to the Engine the following massage displays. Once Engine
reconnects, press the L button.

N T

Figure 72 — Socket Connection Lost Message

If you lose the connection to the Database, a message displays, stating DB Connection Lost.
You may select whether to exit Graphics Runtime, or wait for automatic reconnection to take
place.

Advanced Graphics Module Features

This chapter describes several extra advanced Graphics Module features.

The default set-up for Alarms in Graphics Runtime is that, when an Alarm occurs, the onscreen
display automatically switches to the Floor Plan for the area in which an Alarm is located.

In some situations, this may not be desirable. If you wish to disable this feature, continue as
follows:

1. Select the Tools option on the Graphics Runtime menu.

Select Manual Alarm Navigation.

3. If an Alarm occurs anywhere on the Site, the onscreen display will remain as selected by
the Operator.

4. To switch to the Floor Plan for the Alarm area, double-click on the Alarm in question on the
Alarms tab at the bottom of the Graphics Runtime screen.

N
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4 Graphics Runtime [=)iE=ss]
File View Help

f& E Find tagholder... Ground Floor

Manual Alarm Navigation

m

pvelale |

L/
i k) i wiw W) ] -

Transactions | Alarms | Messages | Door Stakus | Caddx Alarms | Caddx Partitons|

Type

Time Event Terminal Name Tag No

-

Figure 73 — Tools drop-down menu

Relay outputs on ImproX units can be activated or deactivated from a Floor Plan icon. This is a
manual facility, and allows the Operator to switch the selected relay from the Floor Plan when
requested to do so. There is no need for any access control transaction to take place.

Example

There is a requirement for the Operator to be able to switch on the internal light in the company
Strongroom when required. To achieve this, a relay output on the exit reader for the Strongroom
has been connected in-line with the emergency light in the strong room.

When requested to switch on the light for, say, a ten-minute period, the Operator will use the
procedure described next.

Procedure

In Access:

1. Select the required Terminal (Strongroom OUT in this example).
2. Select the Outputs tab for that Terminal in the right-hand pane.
3. Select the required output relay (Relay 1 in this example).

4. Select Edit.

84
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‘ Access @@@
D File 0 Localize a Reports ? Web Clients éa Configuration ? Help
=€ system : Terminal | Terminal Modes | Inputs Outputs | Actions |
& Sites Output Device | OutputfPort No | Output Name | Output Function
8 Excel Technologies (Pty) Ltd (01000000) 1 |Relay 1|Relay 1 General Relay
2 s -L--r ‘ Output Device =] )
& Host: Host PC
& Controller: 6E00010A [z:”lm ]
8 . Zone: ZONE 1 =
B Location: Strongroom mm I
=8 strongroom IN -
Strongroom OUT
gkcessﬁmehttuns Relay during Locked Mode
Areas Relay during Unlocked Mode
RS TackckdarAccaes Grotes Relay during Tag Mode
Tegholders Relay during Tag + PIN Mode
2 mm — Relay during Tag + Reason Code Mode
3 [ImE———— Relay during Tag + PIN + Reason Code Mode
Actions Relay during Emergency Mode
Inputs Relay during Personal Access Code Mode Configure
Outputs Relay during Lockdown Mode ZA Output Parameters
Comnon Zones Relay during Armed Mode [BeaTContac: St
Messages () Do NOT drive relay in this mode.
ﬁ 1P Mapping [¥] Custom [ Clear All [] Select Al
| configweouputs |

Strongroom OUT 010101 05 00 01

Figure 74 — Access Relay Output Parameter Selection

In Graphics Designer:
1. Right-click on the required Terminal (Strongroom OUT in this example).

; ‘ Graphics Designer
File Tools View Help

s STRONGROOM (3
rongroom Ziton Fire Sensot  Zone 3

Details
i Inputs/Outputs

ot

Rename
Delete

&

Zitos

b 2 ST S
75 — Pop-up menu

Figure

2. Select Inputs or Outputs.
3. The outputs, as configured in Access for that Terminal, can now be dragged from the
toolbar. This will show all outputs enabled in ‘Access for that Terminal.

August 2010 85





Part 6 — General Software Modules

£ Graphics Designer [oll@]=-

File Tools View Help

/ STRONGROOM
Strongroom Ziton Fire Sensor  Zzgne

O}

~—Factory OUT

P
p 553y

Figure 76 — Terminal selected

4. Select the Outputs icon at the left of the screen, and drag-and-drop it to the required
location on the Floor Plan. In this example, it is placed in the Accounts Office.

5. Select Relay 1.

6. Click the button.

4 Outputs =)
No. Relay Name
1 [Relay 1

B

Figure 77 — Outputs Screen
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In Graphics Runtime:

1. Restart Graphics Runtime.

2. Right-click on the Relay icon. A pop-up menu will appear, with three options:

Activate (2 sec)—activates the relay for 2 seconds, returns to deactivated state.
De-activate (2 sec)—deactivates the relay for 2 seconds, returns to activated state.
Configurable............ *—permits activation or de-activation configuration for the
desired time period.

Configurable from Software V7.4 onwards:

STRONGROOM

Activate (2 sec)

De-activate (2 sec)

Configurable...

al
Figure 78 — Pop-up menu

1. According to this example, select the Configurable... menu option.

4 Configure Relay
Relay State

Status |Activated

EXH

Action
@ Activate

Activate Indefinately

_) De-Activate

Duration 6000 (0.1 sec

&3

Figure 79 — Configure Relay Dialog

2. Select Activate.
3. Setthe Duration to 10 minutes (6 000 x 0.1 seconds).
4. Select Apply.

The light in the strong room switches on, and remains on for 10 minutes. The System then
returns to its original state. Any further Relay output settings have to be set up as required.
The Configure Relay dialog shows the current status of the relay in the Relay State field.

£A Graphics Runtime =3 foR <=
File View Tools Help
‘/j‘i HTSU | Ground Floor

m
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Chapter 8: Card Designer Module

Introduction

The Impro Card Designer Software Module lets you design and store templates for printing
information on adhesive labels or directly onto Credit Card Tags. When used with the System
Database, a design could typically provide information such as the Tagholders Name,
Department, Tag Code, and so on.

Tagholders (Users)
Doors

Processors (A high perform-
ance model released in the
last 3 months)

Free Memory (For use by
each Software Module only)

Free Hard Disk Space (For
Database storage, backup and
archived copies)

Validated Operating Systems

0-1000 1000 - 5 000
0-50 50 - 100

1 Desktop 1 Desktop
Processor Processor
512 MB 768 MB

80 GB 80 GB

Microsoft Windows Microsoft Windows

7 (Professional,
Enterprise or
Ultimate)

7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows Microsoft Windows
Vista (Business or  Vista (Business or

Ultimate) Ultimate)

Microsoft Windows Microsoft Windows

XP Professional XP Professional

Starting the Card Designer Module

To open ImproNet Access, continue as follows:

In Windows®, click Start>Programs>ImproNet>Access.
Enter your Username (SYSDBA) and Password (masterkey). The Password is case-
sensitive.
From the Menu Bar, select the Configuration drop-down list.
From the drop-down list, select Card Designer.

> 5000
>100

1 Desktop
Processor

1GB

80 GB

Microsoft Windows
7 (Professional,
Enterprise or
Ultimate)

Microsoft Windows
Vista (Business or
Ultimate)

Microsoft Windows
XP Professional

Figure 80 — Standard Software Modules (Engine, Access (including Card Designer), QuickTag,
Visitor, Transaction Viewer, Alarms Client)

The New Template dialog displays the first time a templates designed. The Select Template dialog
displays after that when the Software’s used. For a new installation, continue from point 5 below. For
an existing installation select one of the templates shown in the Select Template dialog and click the
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- =

| %) New Template... (=3=)

Enter template name...

Orientation

() Portrait

@) Landscape

2 2

Figure 81 — New Template Dialog

5. Inthe Enter template name dialog, enter a name for your template.
6. Using the Portrait or Landscape radio buttons, select the orientation of your template.
7. Click the ¥ button.

Operation of the Software

s o

4 Card Designer - Excel0l fo][E] ]

File Edit Database View Options Format Help
| Menu Bar

™~ Top Tool Panel

[~~~ Side Tool Panel

New Temp.jpg
Figure 82 — New Blank Template

The Card Designer principles of operation are similar to other drawing application packages,
and are largely intuitive. If you have experience of these and wish to start designing
immediately, skip to the section titled Designing a Typical Template on page 94.
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File

Option Description

New Creates a new blank template.

Open Opens an existing template from a list provided.

Rename Renames the open template.

Delete Lets you permanently delete a single template.

Import Lets you import templates into Card Designer.

Export Lets you export your templates created in Card Designer.

Choose Locale

Allows the choice of the area and language for translation purposes.

Translate Displays a list of all terms used in the Card Designer Module for translation.
Print Preview Lets you preview your print job prior to printing.
Properties Allows setting of the printer settings (including printer options (card or label
layout), print margins, and units of measurement).
Exit Exits the Card Designer Module.
Table 16 — File Menu Options
Edit
Option Description
Undo Undoes the previous action.
Redo Restores the previously cancelled action.
Table 17 — Edit Menu Options
Database
Option Description
Base Query Allows users with experience in SQL Syntax to custom configure fields. You
may then drop these custom fields onto the card template.
Table 18 — Database Menu Options
View
Option Description
Grid Allows you to display or hide the background grid. Note, however, that
elements still align to the gridlines even when the grid’s hidden.
Zoom Allows the selection of three magnification settings: Small, Medium and
Large. (Large is the default setting on start-up).
Table 19 — View Menu Options
Options
Option Description
Snap to Grid With the menu item checked, drawing elements line up to the nearest grid
lines. With the menu item unchecked, place drawing elements freely.
Grid Interval Allows the selection of grid intervals (in pixels) of 5, 10 or 15. (10 is the
default setting on start-up).
Default Text Sets the default font style, colour or size for future placement of text fields.
Font
Card Colour Allows a choice, from 255 colours, as to the background colour of the printed

card.

Table 20 — Options Menu Options
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Format
The Format drop-down list activates when you select more than one object.

Option Description
Align (Top, Middle, Bottom, Left, Centre, Right) enables alignment of objects.
Same Size (Vertical, Horizontal) enables matching of object sizes.
Table 21 — Format Menu Options
Help
Option Description
Help Activates Card Designers on-line Help.
About Tells you about the Card Designer version running.

Table 22 — Help Menu Options

At the top of the Card Designer Screen the following icons appear (from left to right):

Symbol Icon Name Description

’ Reverse Card Allows the selection of the front or back of a card.
'2 Undo Undoes previous action (except delete).

’ S Redo Restores previous action (except delete).

Ig Zoom Increases or decreases magnification.

I Refresh Refreshes screen contents.

Table 23 — Top Tool Panel

The Side Panel Icons control the generation of Fields. To place a field:

1. Select one of the field types from the Side Tool Panel.
2. Then drag an area on the card representing the area for the field.

Symbol  Icon Name Description
IE Pointer Allows the selection of any object in the template.
'z Line Draw Allows drawing of horizontal or vertical lines.
25 Rectangle Allows drawing of rectangles.
7[2 Ellipse Allows drawing of ellipses.
7’ A Text Allows entry of text.
, Image Allows importation of an image (such as a logo) in JPEG or
T GIF format.
g‘ Database Allows the insertion of database fields.
’ 111 Barcode Allows the display of a barcode in one of several formats.
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Symbol  Icon Name Description

Provides the date (YYYY-MM-DD) of issue. This field’s
format is configurable.

g‘g Date

Table 24 — Side Tool Panel

Each of the above icons allows the creation of a “field”. Each such field is a defined area on the
card that contains the data specified by the icon when the card prints from the System Software.

For example, a Text field contains text included by you, the designer; a Database field contains

specified information from the System Database, such as the Tagholder’s name.

Database Fields

The standard Database Fields available in the ImproNet System include:

Iltem Description
MST_SQ Seldom used — for database maintenance only.
MST TITLE The Tagholder’s title (Mr, Mrs, etc).

MST_FIRST NAME

The Tagholder’s first name.

MST_MIDDLE NAME

The Tagholder’s middle name.

MST_LAST NAME

The Tagholder’s last name.

MST_SUFFIX The Tagholder’s suffix.

MST_ID The Tagholder’s access ID number.

MST_GENDER The Tagholder’s gender.

MST_PIN The Tagholder’s access PIN number.

MST_TYPE System data determining whether a Tagholder is an employee or a

visitor.

MST_CURRENT

System data which determines whether a Tagholder is still valid.

EMP_EMPLOYEENO

The Tagholder’s employee number.

EMP_EMPLOYER

The Tagholder’s employer’s name.

EMP_POSITION

The Tagholder’s position in the employer’s organisation.

DEPT_NAME The name of the Tagholder’s Department.
SITE_SLA Site address.
IMG_IMAGE The Tagholder’s photograph.

MSTNT_MEMO

General information specific to the Tagholder.

Barcode Fields

Table 25 — Database Fields

The Barcode icon gives you access to the same database fields as the Database icon.
Database items chosen for barcoding depend on your requirements. A typical example could
be an ID number, if this is available in the Database for the System concerned. You could use
the ID barcode for example, if a barcode reader controls access to a company car park.

Modifying Field Properties
To change the properties of a field:

PN PR

Using the Pointer icon, select the field for editing.
Right-click the mouse over the field.

Select Properties from the menu.

Edit the settings as necessary.
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Designing a Typical Template

Card Designer lets you define where on the card data prints. A card template typically contains:

e One Image field.

e One or more Text fields.

e One database Image field (for example the Tagholder’s photo).

e Several other Database fields (for example the Tagholder’s name, and so on).

Text fields and Image fields contain information common to all cards for printing using a given
template, while Database fields contain information specific to a Tagholder.

The typical steps in designing a template are:

Show or hide the Grid.
Select Snap to Grid ON or OFF.
Select the Grid spacing.
Insert and format Text Fields.
Set the card colour.
Insert, define and format Database Fields.
Insert Image Fields.
Insert a Barcode Field.
Draw the outlines required (such as the card outline, and frames for images, etc).
. Print Preview the card.
. Alter the template elements as required.
. Test Print the card.
. Batch Print the cards.

© N OA®O®NRE
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The typical example template, used below, is that for the Manufacturing Department for a
company called Excel Services.

Card Designer saves templates automatically; therefore Card Designer has no Save button.

The dimensions of the outer edges of the Grid are the same as those of an ISO Credit Card Tag.

94
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A Card Designer - Excel01
File Edit Database View Options Format Hel
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Figure 83 — Typical Example Template

Show or Hide the Grid
From the Menu Bar, select the View drop-down menu.
2. From the View drop-down menu, select the Grid option.

1.

bd

A tick mark alongside the Grid option shows the Grid options active. No tick mark alongside the Grid
option shows the Grid options NOT active.

Snap to Grid ON or OFF
1. From the Menu Bar, select the Options drop-down menu.
2. From the Options drop-down menu, select the Snap to Grid option.

bJ

A tick mark alongside the Snap to Grid option shows the options active. No tick mark alongside the

Snap to Grid option shows the options NOT active.

Set the Grid Spacing

From the Menu Bar, select the Options drop-down menu.

From the Options drop-down menu, select the Grid Interval option.
From the Grid Interval menu, select one of the following options:

1.
2.
3.

5

10 (default)
15

Add Text and Set Font Properties

From the Side Tool Panel, click the A icon.

Using the Left mouse button, drag the mouse over the grid to place the text.
In the Default Text Font dialog, select a font from the list:

1.
2.
3.

Dialog (default)
SansSerif
Serif
MonoSpaced
Dialoglnput

For Bold or Italic text, check the appropriate checkbox.
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From the Size drop-down list select an appropriate size for the font.

Click on the Colour button.

In the Text Colour dialog, select the new colour for the font.

Click the OK button.

. Inthe Write Text Here text area, type in the text you want to appear on the template.
10. Click the & button.

© o NG

Set the Card Colour

1. From the Menu Bar, select the Options drop-down menu.

2. From the Options drop-down menu, select the Card Colour option.
3. Select the new colour for the card.

4. Click the OK button.

a In this example we left the card with the default setting of White.

Add Database Fields

From the Side Tool Panel, click the 8/ icon.

Using the Left mouse button, drag the mouse over the grid to place the Database Field.

In the Select Database Field dialog, select a Field from the list.

Click the button.

Using the Pointer icon, select the field for editing.

Right-click the mouse over the Database Field.

Select Properties from the menu.

In the Query Properties dialog, click on each of the following tabs for editing options:

— Border—allows update of the border position, colour and line width.

— Font—allows selection of a new font, selection of the bold and italic format, selection of
the font size and colour.

— Query—allows selection of a new Database Field.

— Alignment—allows selection of the horizontal and vertical alignment and rotation of the
text within the Database Field.

9. Click the 2 button.

© N OrWNPRE

Insert Image Fields

From the Side Tool Panel, click the # icon.

Using the Left mouse button, drag the mouse over the grid to place the Image Field.

In the Open dialog, select the required image file.

Click the Open button.

Right-click the mouse over the Database Field.

Using the Pointer icon, select the field for editing.

Select Properties from the menu.

In the Image Properties dialog, click on each of the following tabs for editing options:

— Border—allows update of the border position, colour and line width.

— Alignment—allows selection of the horizontal and vertical alignment and an image only
property.

9. Click the 2 button.

© N A ONRE

G If the Card Printing Module uses third-party tables, then any image fields, must contain the word
“IMAGE”.
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Insert a Barcode Field

© N s~ WwNPRE

From the Side Tool Panel, click the ™ icon.

Using the Left mouse button, drag the mouse over the grid to place the Barcode Field.
In the Select Database Field dialog, select a Field from the list.

Click the button.

Using the Pointer icon, select the field for editing.

Right-click the mouse over the Barcode Field.

Select Properties from the menu.

In the Barcode Properties dialog, click on each of the following tabs for editing options:
— Border—allows update of the border position, colour and line width.

— Query—allows selection of a new Database Field.

— Barcode—allows selection of general and text settings.

Click the 4 button.

Drawing Tools
Borders (Rectangle)

1. From the Side Tool Panel, click the & icon.

2. Using the Left mouse button, drag the mouse over the grid in the position that you want the
Border.

3. Using the Pointer icon, select the Border for editing.

4. Right-click the mouse over the Border.

5. Select Properties from the menu.

6. Inthe Rectangle Properties dialog, update of the border position, colour and line width as
necessary.

7. Click the 2 button.

Lines

1. From the Side Tool Panel, click the # icon.

2. Using the Left mouse button, drag the mouse over the grid in the position that you want the
Line.

3. Using the Pointer icon, select the Line for editing.

4. Right-click the mouse over the Line.

5. Select Properties from the menu.

6. Inthe Line Properties dialog, update of the border position, colour and line width as
necessary.

7. Click the 2 button.

Print Preview the Card

1.
2.

On the Menu Bar, select File.
From the File drop-down menu, select Print Preview.
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)

4 Print preview =]

NOTE
Results will vary with different printers and printer settings

Excel Technologies

Last Name Durnsfield

First Name Sarah

Department Manufacturing
ﬁ'ﬁcnﬁ:yt:

=)

X

Figure 84 — Typical Example — Print Preview Mode

Test Print

You may have to adjust printer driver settings to ensure that printings performed as needed. These
settings differ from printer to printer.

Single or double-sided card printing is possible. For details of double-sided printing, please refer to the
on-line Help facility.

On the Menu Bar, select File.

From the File drop-down menu, select Print Preview.

In the Print Preview dialog, click the Print Test Card button.
In the Print dialog, select your printer’s settings.

Click the OK button

akrwnPE

Set the Card Properties
1. Onthe Menu Bar, select File.
2. From the File drop-down menu, select Properties.
3. Inthe Printer Settings dialog, select from the following options:
— Print Options—allows selection of Card Layout or Label Layout and offers a preview
of the Label Layout facility. In Preview you may adjust the Page Width and Height, the
X and Y Origin and the X and Y Space.
— Printing Margin—allows selection of the printing margins width and height, the Default
button lets you return the settings to the default (0).
— Units of Measurement—allows selection of imperial or metric units of measurement.
4. Click the button.

Close Card Designer
1. Onthe Menu Bar, select File.
2. From the File drop-down menu, select Exit.

98
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Batch Printing

1. From the ImproNet Access Menu Bar, select the Configuration drop-down list.
2. From the drop-down list, select Batch Printing.

3. From the Select a Range of Tagholders dialog, select the Tagholders you wish to add to

N

the print batch.

Use the Shift key and the mouse pointer or the Control key and the mouse pointer when selecting
multiple Tagholders.

Click the [ button.
In the Select Template dialog, select the template for printing.

If you selected Label Layout in the Card Designer Properties dialog, the Select Print Position dialog
appears now. Click on one of the label blocks, this points out where you want the printer to begin

printing on the page. This is useful if you have a previously used sheet of labels you wish to continue
using.

Click the button.

In the Print dialog, select your printer’s settings.
Click the OK button.

Hints and Tips

Purpose

This is a facility provided by Card Designer, but used in Tagholders configuration. The facility
allows you to select from a library of Card Templates (when configuring a Tagholder in Access),
the template to be used as the default when printing Credit Card Tags for a specific Tagholder.

Procedure

AA(cess
=) Fite @ Localize B2 Reports B Web Clients @ Configuration 9 Help

= @ System

A 7N

[ TAGHOLDERS

stes Show Current Tagholders Only [/ T* T

= |l_'x] Excel Technologies (Pty) Ltd (01000000)
=B

Tag Type |Slim Tag (S bytes) >

Employees | visitors

A Tag = J
TAG DETAILS !
Tag Options Tagholder Access Groups available for site Tag Code and Type
@ Normal 4 Select template... ()
Suspend ) Exce:Ol Tag Type | Slim Tag s byte75) -
Excel02 = - —
Blackist Group 1 :N°"e e do; ¥ Tag Code (208141701810
Special Event 1 || Group 2 |None ;] I Read Tag
Special Event 2 Group 3 |None L] - v
APB Over-ride Group 4 |None ;] m— = I
V| Report Always Group 5 [None ;]
Start Date [0 [ Pick Start Date )| Expiry Date [0 [_PickEndDate | Expiry Time[ 021 : 00
—_— o o
— B
T

Figure 85 — Default Card Template selection
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In the Access Navigator Pane, select Tagholders.
In the Tagholders screen, select the required Tagholder.

1.
2.
3. Click Edit.
4. Select the Tag concerned.
5.
dialog appears (see Figure 85).
6.
7. Click the &2 button.

In the Tag Details dialog hold down the Ctrl key, and select Print. The Select Template

From the Select Template dialog select the required template.

All Credit Card Tags printed for this Tagholder will now use the selected Template.

Specifying large images can adversely affect Database performance and size.

As Tagholder images are not automatically resized, the optimum resolution for Tagholder images is

640 x 480 dpi.

When using a Logo Image
e Setthe X and Y margins to 0.

e If the image requires a border, use a rectangle.
¢ Do not use auto-stretch (right-click the image>properties).

e Make sure the field dimensions are in proportion, so the image proportions are not changed

when imported, this would produce a distorted image.

When using a Database Image
e Setthe X and Y margins to 0.

e If the image requires a border, use a rectangle.
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Chapter 1: Tracker Module

Introduction

The Tracker Module keeps you advised as to the whereabouts of selected Tagholders
(maximum 10 Tagholders per site) as they move about the Site. Alternatively, you may use the
Tracker Module to monitor events at a selected Reader (maximum 10 Readers per Site). Both
these facilities allow for better end user site management, by displaying the latest 20
transactions for today only, in time order per your group (Tagholders or Readers) selected.

G In instances where a single Tagholder (Reader) returns more transactions than others it may happen
that some Tagholders (Readers) do not appear in the list of transactions. It must be emphasized that it
is the most recent 20 transactions for the group, not the most recent for each individual Tagholder.
Achieve best results with this Module by narrowing your range for monitoring to your exact
requirements.

On opening, the Tracker Module remains discreetly minimized as an icon in the System Tray
(Notifications Area). As Tracker receives Tagholder transactions or events from Monitored
Readers, notification pop-up windows display in the Notification area.

By default the Tracker Module refreshes every 10 seconds, this is the recommended setting.
The refresh rate is, however, user configurable where you need a faster or slower refresh rate.

Each Tracker Client makes a single connection to the Database. The Engine and other Clients also
make many connections to the Database, thus DO NOT exceed 30 connections in total.

Starting the Tracker Module

1. InWindows®, click Start>All Programs>ImproNet>Engine.
2. Click onthe | @== | putton.

Ensure that you do NOT open more than 1 instance of the Tracker Module per PC workstation.

1. InWindows®, click Start>All Programs>ImproNet>Utils>Tracker.

2. Inthe Logon dialog, complete the Server Name textbox. The default (Localhost) only
applies where you run Tracker from the Host PC.

3. Inthe Database textbox, enter the Database’s path and filename. (Only use the Browse
button where the Server is Localhost).
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4. Enter your Username (SYSDBA) and Password (masterkey).

5. Click the &4 button.

By default the Tracker Module remains discreetly minimized as an icon in the System Tray
(Notifications Area). Configure Tracking settings by right-clicking your mouse over the = Icon
and selecting Show Tracker.

When open the Tracker Module lists the last 20 transactions generated by the tracked
Tagholders or Readers. You may track a maximum of 10 Tagholders or Readers.

G By double-clicking on any record displayed in the Tracker Module (Tagholders or Readers tab) a dialog
opens displaying the last 10 transactions for the selected Tagholders or Readers.

TRACKER

Readers

Date & Time

First Name Last Name Site Reader Event

|Sarah Durnsfield 2009-10-16 15:20:26  |[Excel Technologies (Pty) Ltd  |Reception In Allowed In
|Andrew Young 2009-10-16 15:20:23  |Excel Technologies (Pty) Ltd  [Reception In Allowed In
|Paul Smith 2009-10-16 15:20:19  |Excel Technologies (Pty) Ltd  [Reception In Allowed In
|Paul Smith 2009-10-16 15:18:58  |[Excel Technologies (Pty) Ltd  [Reception In Allowed In

[ Select Tagholders ]

Figure 1 — Tracker Module User Interface

Tagholder Tracking

HpwDNhPE

With the Tracker Module open (see User Interface on page 6), select the Tagholders tab.
Click the Select Tagholders button.
Make your selection from the displayed Tagholder records.
Click the &4 button.
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With the Tracker Module open, select the Tagholders tab.
Click the Select Tagholders button.
Deselect, previously selected Tagholders.

G Click the selected column header thus sorting by the selected Tagholders.

4.

n

4.

Click the && button.

With the Tracker Module open, select the Tagholders tab.

Click the Select Tagholders button.

From the In Column drop-down list, select a search field, for example:

— Last Name—searches the Last Name column for a matching record.

— First Name—searches the First Name column for a matching record.
— Department—searches the Department column for matching records.
Enter a suitable keyword in the Find textbox.

When entering search criteria, keep in mind that the Find textbox is case sensitive.

As you type, the Software automatically moves to the Tagholder record with the closest match.

Reader Event Tracking

El A

n

With the Tracker Module open (see User Interface on page 6), select the Readers tab.
Click the Select Readers button.

Make your selection from the displayed records.

Click the &4 button.

With the Tracker Module open, select the Readers tab.
Click the Select Readers button.
Deselect, previously selected Readers.

G Click the selected column header thus sorting by the selected Readers.

4.

1.
2.
3.

Click the & button.

With the Tracker Module open, select the Readers tab.
Click the Select Readers button.
From the In Column drop-down list, select a search field, for example:
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— Site Name—searches the Site Name column for a matching record.
— Reader Address—searches the Reader Address column for a matching record.
— Reader Name—searches the Reader Name column for matching records.

4. Enter a suitable keyword in the Find textbox.

When entering search criteria, keep in mind that the Find textbox is case sensitive.

As you type, the Software automatically moves to the record with the closest match.

Preference Setup

On opening, the Tracker Module remains discreetly minimized as an icon in the System Tray
(Notifications Area). Set your custom preferences as follows:

1. Right-click your mouse over the = Icon (minimized as an icon in the System Tray
(Notifications Area)).
2. From the displayed menu, select the Preferences option.

o~

.. PREFERENCES (=3

Scan Frequency (seconds) 10'

|| Remember Username and Password

(V] Play Sound File on alert B sound7.wav

Restrict Site for Tagholder Selection All Sites >

Restrict Site for Transaction monitoring | All Sites »)

s

Figure 2 — Preferences Dialog

3. From the Preferences dialog, select a Scan Frequency (in seconds).

4. To have Tracker open without displaying the Logon dialog, select the Remember
Username and Password checkbox.

5. Select the Play Sound File on Alert checkbox if required.

G Browse for an alternate sound file by clicking the ‘J button. After selection, the file name displays in
the textbox alongside the ‘4‘ button.

6. During Tracker’s configuration, if you log on as the SYSDBA Administrator you may restrict
monitored sites for a “Normal User”. “Normal Users” will NOT see this option. Make your
selection from the Restrict Site for Tagholder Selection drop-down list.

7. Make your selection from the Restrict Site for Transaction Monitoring drop-down list.
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8. Click the &4 button.

Localisation and Translation

Localisation and Translation lets Users from different locales (countries and geographical
locations), use the Tracker Module in their own language.

1. Right-click your mouse over the = Icon (minimized as an icon in the System Tray
(Notifications Area)).
2. From the displayed menu, select the Choose Locale option.

. Locale Chooser [
Language :en: English v
Country UNITED STATES: US v
Variant v

Figure 3 - Locale Chooser Dialog

3. Inthe Locale Chooser dialog, from the Language drop-down list, make your selection.

From the Country drop-down list, make your selection.

5. From the Variant drop-down list, select a language variant based on your previous
selections (optional).

6. Click the OK button.

P

1. Right-click your mouse over the = Icon.
2. From the displayed menu, select the Translate option.

- Translate Text : TrackerManager (=3
Qriginal New Text (en_US)

Exit Exit -

Department Department B

Database access error Database access error -

Readers Readers 1
Logon to Tracker Logon ko Tracker =
Invalid Reader values in propertie... |Invalid Reader values in propertie...
Translate Translate

Logon Logon

Failed to logon to database Failed to logon to database

Out Out

Failed to read properties file Failed to read properties file

Figure 4 — Translate Dialog
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3. Inthe Translate Text : TrackerManager dialog, from the New Text column, select a phrase
to translate.

. The Original column displays words in English. The New Text column displays a copy of the English
words, but it is editable. This means you can substitute the default words in the New Text column for
words in your own language.

Press the F2 key, thus opening the phrase for editing.
Enter a substitute phrase suitable for your Locale.
Press the Tab key to move to the next phrase.
Repeat steps 0 to 7 for each phrase you wish to edit.
Click the OK button.

Click the Close button.

© ®©® N O A
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Chapter 2. Alarms Client

Introduction

The Alarms Client monitors live alarm status in the ImproNet Access System. The Alarms Client
pop-up windows contain information about alarms occurring in the System allowing alarm
monitoring personnel to acknowledge specific alarm conditions.

Ensure that Engine’s running for the Alarms Client to work.

Ensure the Alarms Server’s installed and running on the Database Server. However, the Alarms
Client will run from any PC on the network.

More than one Alarms client can run simultaneously.

I's assumed that after installing the Alarms Client Module that this application will run
continuously 24 hours a day. However, if you must shut the application down, restart the
program in the following manner:

Starting the Alarms Module

1. InWindows®, click Start>Programs>ImproNet>Alarms.

2. Enter your Username (SYSDBA) and Password (masterkey). The Password is case-
sensitive.

When the Alarms Module installations complete, change the Password thereby maintaining the
security of the Database.

- -
|| Alarm Host Selection (=3
The following hosts are available

Host I.P. Site
Host PC 192.1.3.61 Excel Technologies ... | »
[ OK ] [ Cancel

Figure 5 — Alarm Host Selection Dialog

3. Inthe Alarm Host Selection dialog, select the required, available, Host.
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E

4. Click the OK button.

closes.

If the Servers not running an error message Server could not be found displays and the program

Operation of the Software

4 Alarm Pop-Up F=1 o8 °%3
File Localize Configuration
Alarm Notification
Status Date Time Event Zone Location Terminal Site Name Message
P .. 14:38:44 AntiTa... jA
v 2007-1... {14:38:47 |AntiTa... [Zone1 |Manufa... [Manufa... |01000000
v 2007-1... [14:38:46 |AntiTa... |Zone1  |Manufa... [Manufa... 01000000
v 2007-1... [14:38:46 |AntiTa... |Zone1 |Manufa... [Manufa... 01000000

m

| Detais | [ Acknowledge |

Figure 6 — Alarm Pop-up Dialog

A brief description of all the fields associated with the Alarm Client Module, the information
displayed in these fields and button functions follows:

Option Description

Status Icons for new and acknowledged alarms.
Date Date the event occurred.

Time Time the event occurred.

Event Type of event that occurred.

Zone The zone name.

Location The location name.

Terminal Specific Terminal where alarm occurred.
Site Site address of the alarm.

Name Name of Tagholder (for acknowledged alarm).
Message Message attached to alarm offence.
Details Button Allows more details to be viewed.
Acknowledge Accepts the alarm notification.

Button

Table 1 — Alarm Pop-up Menu Options

12
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Continue as follows:
1. Inthe Alarm Pop-up dialog, select the alarm record.

An unacknowledged Alarm displays as a red bell under the status heading.

2. Select one of the following options:
— Click the Details button—opens the Alarm Notice Details dialog, letting you review
details of the Alarm or acknowledge the Alarm.
— Click on the Acknowledge button—acknowledges the Alarm without review of the
details.

Hints and Tips
A particular event, such as a door forced, an Anti-Passback violation detected, Tag count
exceeded, can be made into an Alarm Event.

1. InWindows®, click Start>Programs>ImproNet>Access.
2. Enter your Username and Password.

The default username is SYSDBA. The default password is masterkey.

3. From the Menu Bar, select Configuration.
4. From the Configuration drop-down menu, select System Event Editor.

"

4 System Event Editor ==

Event Name

EV Allowed Duress In )

Event Description
ﬁllowed Duress In

Event Type

Normal Event
@ Alarm Event

Special Alarm Event

Figure 7 — System Event Editor Dialog
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bd

5. Inthe System Event Editor dialog, from the Event Name drop-down list, select the event
you wish to become an Alarm Event.

6. Check the Event Description textbox matches the Event Name drop-down list item
selected.

7. From the Event Type group, click the Alarm Event radio button.

8. Click the 2l button.

Carry out the above steps for each Alarm Event, and then close Access.

To set-up the ImproX Terminal to raise Forced Door and Door Open too Long events which
display on the Alarm Client screen similar to that shown earlier in this chapter:

1. InWindows®, click Start>Programs>ImproNet>Access.
2. Enter your Username and Password.
3. From the Navigator Pane, select the relevant Terminal.

A suitable Terminal could include the ImproX TA, ImproX iTT, ImproX iTRT, ImproX MfT or the ImproX
116.

Inputs Setup

1. Inthe Main Pane, click on the Inputs tab.

2. Select Input/Port No 1.

3. Click the & button.

4. Inthe Input Device dialog, from the Input Function drop-down menu, select Door Open
Sensor.

As you want this feature to run continuously DO NOT click the Enable Time Pattern button.

5. Click-on the Input Parameters button.

6. Inthe Input Parameters dialog, from the Door Open Contact group, select the Door Open
Is Open Contact radio button.

7. Click on the button.

8. Select the appropriate Logical Address (of the Terminal where you positioned the Door
Open Sensor) from the records.

9. Click the 2 button.

10. In the Input Parameters dialog, click the 2| button.

11. In the Input Device dialog, click the £2 button.

Actions Setup

1. Inthe Main Pane, click on the Actions tab.

2. Click the B button.

3. Inthe New Action dialog, from the Select Action Type drop-down list, select Door Open
Timer.

4. Inthe Action Name field, type in a name for the Action.

Click the 2 button.

6. Inthe Action Parameters dialog, from the Select Door Open Sensor Input panel, select
the Input 1 radio button.

o

14

August 2010





Part 7 — Advanced Software Modules

7. Setthe Door Open Time textbox to 30 (default).

G In most situations, set the Relay Drive Time and Door Open Time to the same time setting.

8. Setthe qur Open Delay textbox to 10 (default).
9. Click the &2l button.

G Write down the number of the Action you created above.

10. From the Navigator Pane, select the Terminal (that you named in the Door Open Sensor
setup, where the Door Open Sensor’s detecting if the door’s open).
11. In the Main Pane, click on the Actions tab.

12. In the bottom left-hand side of the Main Pane, click the Active System Events button.
13. In the Active System Events Editor dialog, from the Actions for Allowed Events group,
select the next available action (click on the number button to the right-hand side of the

action).

14. In the Action Selector dialog, from the Actions at Location drop-down list, select the
location where you defined the action.

15. From the list of records, select the correct action (the action name should read something
like “door open timer”).

16. Click the K2 button.

17. In the Active System Events Editor dialog, click the 2| button.

18. In the Confirm Save dialog, click the Yes button.

Ensure the Engine’s running so these settings transfer to the Controller.

Translation - Localisation

This application is provided with English text. If you need Localisation of the text, dynamically
translate the text making use of the Locale and Translate functions. Property resource files
store the translated text, for distribution with the application.
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Chapter 3: Custom Access Module

Introduction

The Custom Access Module works in conjunction with the Access Module. Where the Access
Module allows access to Tagholders based on Access Time Patterns and Tagholder Access
Groups the Custom Access Module uses its own set of rules for granting or denying access.

As a third-party validation system, the Custom Access Module connects via TCPIP Client
Socket connection to the started Engine Module. The Custom Access Module listens for all
third-party transactions coming from all Sites’ Engines. Based on the Custom Access Module’s
own set of user defined rules, the Module allows or denies the transaction.

The Custom Access Module requires that you start the third-party TCPIP Server whenever
Engine starts. Change the following Engine property to ensure this happens automatically:

G The settings referred to in the following paragraph refer to a default installation.

1. From C:\ImproNet open the Engine.properties file.
2. Change the engine.site.Site.startThirdPartyServer= setting to True.
3. Save the properties file.

By default the Server listens on port number 26669. If this port number is already in use by
another application, change the port number as follows:

In Windows®, click Start>Programs>ImproNet>Access.

Enter your Username (SYSDBA) and Password (masterkey).

Click the ¥4 icon. The Site’s details display in the Main Pane.

From the Socket Server Port Number Group, change the Host Validation Port value to
your custom port value.

5. Click the button.

Eal A

Starting the Custom Access Module

The Custom Access Module does not function without a started Engine. Therefore, before using the
Custom Access Module, ensure that you open Engine and click the Start button.
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It's assumed that after installing the Custom Access Module that this application will run
continuously 24 hours a day. However, if you must shut the application down, restart the
application in the following manner:

1. InWindows®, click Start>Programs>ImproNet>Custom Access.

2. Enter your Username (SYSDBA) and Password (masterkey). The Password is case-
sensitive.

Operation of the Software

ACustomAccess ||+ (=) @
File Status Configuration Help

Date Time Zone Terminal Name Full Name Tag Code Result

Figure 8 — Custom Access Module

G When the Custom Access Module denies entry, the transaction record appears in Red. Double-clicking
the denied transaction record opens a dialog giving details of the transaction. Click on the Allowed
button to allow the Tagholder access to the Zone.

The Allowed button only allows access once per denied transaction.

Configuration of the Software takes place using a Wizard based user interface.

This Wizard lets you specify a daily time, per Site, that Anti-passback (APB) resets across all
Tagholders. Continue as follows to activate this feature:

1. From the Menu Bar, select Configuration>Daily Site APB Reset.

From the list of Sites, make your selection.

3. Inthe Hrs and Mins fields, make your selection. These fields make use of the 24-hour
clock format.

4. Click the D button.

5. Click the &4 button.

N
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This feature lets you allow a user defined number of Tags into a specified Zone, according to
their Tagholder Access Group. This is essentially Zone counting by Tagholder Access Group.
Activate this feature as follows:

———— —

Z& Zone Access by Access Group limiting (23]
Select the Site, Zone and Tagholder Access Groups you wish to limit access to. Select and move the
required Access Group from the left box, to the right, using the directional buttons.
Site | Excel Technologies (Pty) Ltd (01000000) v
Zone:Zone 1 v:

Tagholder Access Groups

Choice [ Selection

Group 1
Group 3

ECL FE

B

Figure 9 — Zone Limiting Wizard Dialog

Assigning Access Groups to a Zone

1.

o~ WD

6.

From the Menu Bar, select Configuration>Zone Limiting.

From the Site drop-down list, make your selection.

From the Zone drop-down list, make your selection.

From the Choice list, select the Tagholder Access Groups you wish to limit access to.
Click the button alongside the Choice list, thus moving the selected Tagholder Access
Group to the Selection list.

This feature sets selected Zones to Strict Anti-passback (APB) as this feature does not keep record of

who is in the Zone. Re-tagging therefore means an increment of people in the Zone, thus returning
false results.

If a Tag belongs to more than one Tagholder Access Group in the Zone, Custom Access only applies

zone counting on one of these groups. This takes place as the Custom Access Module does not keep

a record of what Tagholder Access Group a Tag was allowed in on.

Click the button to move to the next Wizard page.

August 2010
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Setting the Number of Users Allowed into the Zone

Selecting the Edit Tagholder Access Group Actions checkbox, lets you specify custom allowed and
or denied actions for each of Tagholder Access Group in the Zone.

1. If required, select the Edit Tagholder Access Groups Actions checkbox.

By selecting the Edit Tagholder Access Group Zone Full Actions checkbox you can specify what
actions occur when the Zone is full or when not yet full. This is ideal for notifying the next Tag of
whether the Zone is full for their Tagholder Access Group. You can specify actions for every
Tagholder Access Group selected in the Zone.

2. Ifrequired, select the Edit Tagholder Access Group Zone Full Actions checkbox.

3. For each displayed Tagholder Access Group, enter the number of ALLOWED Tagholders
into the associated textbox.

4. Click the =] putton.

Selecting Terminals for Host Validation

By selecting Terminals here, you change their validation from Controller Validation to Host
Validation. This allows the Custom Access Module to get their allowed transactions and decide
whether to allow access or not.

You can customize your actions by selecting the Edit Terminal Actions checkbox. By not selecting
the checkbox, the Terminal’s ALLOWED actions are automatically assigned if the Terminal does not
already have host allowed actions assigned.

1. If required, select the Edit Terminal Actions checkbox.

From the Choice list, select the Terminals to which you wish to apply Host Validation.

3. Click the =) button alongside the Choice list, thus moving the selected Terminal to the
Selection list.

4. Click the [ button to move to the next Wizard page.

5. Click the &4 button.

n

Zone Limiting

This feature lets you view the number of Tagholders currently in the Zone along with the
maximum number of Tagholders allowed in the Zone. An editing option lets you change the
User Count and Maximum Users Allowed settings from this Dialog.

There are instances that when started, Engine transmits rollback transactions. In some cases these
transactions filter their way into the Custom Access Module changing the Tag count in a Zone. In this
instance, manually change the User Count setting.

1. From the Menu Bar, select Status>Zone Limiting.

From the Tagholder Access Groups drop-down list make your selection.

3. Edit the Access Group’s User Count and Maximum Users Allowed by clicking on the
associated field’s L] button.

N
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Zone Limit Monitor
This feature shows a complete overview of the Zones setup for Zone Limiting by Tagholder

Access Group. The Monitor lists all Zone’s Tagholder Access Groups and their corresponding

Current and Maximum user counts. This feature does NOT allow for editing of user counts or
overriding of denied transactions.

From the Menu Bar, select Status>Zone Limit Monitor.

This feature limits the time a Tagholder can take to proceed through two terminals. If the
Tagholder exceeds the specified time limit, the Tagholder will have their access denied until

someone is notified and the Custom Access Module allows access.

4 Exit Point Terminals =
This wizard allows you to limit the time a user can stay within a virtual zone before denying entry or exit. The
time limit is set between two terminals starting with the Exit Point Terminals.
Select the terminal/s that initialises this timer.
Site |Excel Technologies (Pty) Ltd (01000000) =
Zone _rZone 1 v
Exit Point Terminals
Choice Selection
TTR:00519942
‘} ) TTK:00519943
2l
s
B ek
Figure 10 — Time Limited Route Wizard Dialog
Exit Terminal Setup
This is the Terminal that STARTS the timer.
1. From the Menu Bar, select Configuration>Time Limit Route.
2. From the Site drop-down list, make your selection.
3. From the Zone drop-down list, make your selection.
4. From the Choice list, select the Terminal that starts the timer.
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5. Click the [ button alongside the Choice list, thus moving the selected Terminal to the
Selection list.
6. Click the L=l button to move to the next Wizard page.

Entry Terminal Setup

When a Tagholder tags at this point, the Custom Access Module calculates the time between
the Exit Terminal and this Entry Terminal. If the difference exceeds the time specified, the Entry
Terminal denies access.

1. From the Choice list, select the Entry Terminal.

2. Click the L) button alongside the Choice list, thus moving the selected Terminal to the
Selection list.

3. Inthe Maximum Time group, complete the Hrs, Mins and Secs textboxes.

Depending on the number of Exit Terminals selected previously, this Wizard Page repeats for
each selected Exit Terminal.

4. Click the =) button to move to the next Wizard page.
5. Click the &4 button.

Translation - Localisation

This application is provided with English text. If you need Localization of the text, dynamically
translate the text making use of the Locale and Translate functions. Property resource files
store the translated text, for distribution with the application.
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Chapter 4: ImproVision Module

Introduction

The ImproVision Integration Module is a rule-action based Module. This essentially means a
matched rule must trigger for execution of up to 5 actions. Born as a Digital Video Recorder
based system, for interfacing Digital Video Recorders direct to the ImproNet’'s Graphics
Designer and Graphics Runtime Modules, ImproVision’s interface capabilities now include other
third-party devices (including Lift Servers and Alarm Panels).

ImproVision’s digital video recording and monitoring integration facilities include:

e Integration with Mirasys V/N Series Digital Video Recording (DVR) equipment.
e Integration with Dedicated Micro Digital Video Recording (DVR) equipment.

Through the ImproVision framework configuration is carried out using configuration Wizards,
forming part of ImproVision. Integration is carried out using graphic displays, part of Graphics
Designer, and control and monitoring is carried out using the Graphics Runtime Module.

It is assumed that after installing the ImproVision Software that this application will run
continuously 24 hours a day. However, if the application is shutdown or the PC needs rebooting
continue as outlined below, Starting the ImproVision Module.

. Refer to Page Error! Bookmark not defined. for information on the Graphics Designer Module and to
page Error! Bookmark not defined. for information on the Graphics Runtime Module.

Ensure that Engine’s running for ImproVision to work.

Starting the ImproVision Module

1. InWindows®, click Start>Programs>ImproNet>Vision Server.
2. Enter your Username (SYSDBA) and Password (masterkey). The Password is case-
sensitive.

User Interface

The ImproVision Software has been designed with user-friendliness as a major design criterion.
The Application Window has a menu at the top and three Tabs below. The System defaults to
the Log Tab.
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2007-11
2007-11
2007-11
2007-11
2007-11

4 Integration Server
File Integration DVR Configuration Localize Help

Integration Server
Below you will find information relating to this server

Log . Database Server | Integration Serveri

-12 10:29:36 :: retrieving login settings

-12 10:30:12 :: connecting to database as user"sysdba
-12 10:30:12 :: configuring database connection...
-12 10:30:13 :: saving username and password

-12 10:30:13 :: starting managed database server

&3

Figure 11 — Integration Server Dialog

A brief description of each of the drop-down menus associated with the ImproVision Application
Window follows:

File
Option Description
Exit Exits the ImproVision Integration Server.
Table 2 — File Drop-down Menu
Integration
Option Description
Actions Actions you want the ImproVision System to perform.
Rule Rules to be applied to the Actions.
Log A log of executed Actions.

bd

Table 3 — Integration Drop-down Menu

Supported Actions could include:
e Record—creates Actions for camera recordings.

e Sn

apshot—creates Actions for capturing pictures locally from a camera.

e Preset—creates Actions for moving a Pan Tilt Zoom (PTZ) Camera to a preset position.
e Email—creates Actions for emailing.

e Log Event—creates Actions for logging to the Integration Server only.

e IXP400 Action—creates Actions for executing IXP400 created actions and operations.

e Virtual Output—creates Actions for transmitting data via RS232 or Ethernet Communications.

e Server Executed App—creates Actions for running applications on the PC hosting the
Integration Server.

e Graphics Executed App—-creates Actions for running applications on Graphics Runtime
PCs.

24
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Supported Rules could include:
e IXP400—rules based on IXP400 transactions.
e Ziton—rules based on Ziton Sensors.
e Virtual Input—rules based on RS232 or Ethernet Communications.

DVR
Option Description
Units A list of the Digital Video Recording (DVR) units stored in the System.

Configuration
Option

Table 4 — DVR Drop-down Menu

Description

Event Log Path

The default storage location for all recorded Actions.

Localize
Option

Table 5 — Configuration Drop-down Menu

Description

Choose Locale

Selection of the Country, Language and Variant.

Translation

Allows translation from the base language to the desired language.

Table 6 — Localize Drop-down Menu

A brief description of Tabs associated with the ImproVision Application Window follows:

Option

Description

Log

Displays a log of server-client interaction.

Database Server

A log notifying you of any changes that have taken place in the Database
(that is creation or modification of Actions or Rules).

Integration Server

A log showing you Actions as they are executed.

Table 7 — Tabs Displayed in the Application Window

Translation - Localisation

This ImproVision Software Application is provided with English text. If you need Localisation of
the text, dynamically translate the text making use of the Locale and Translate functions.
Property resource files store the translated text, for distribution with the Application.

Mirasys V (or N) Series Digital Video Recorder (DVR)

Note that the Mirasys V (or N) System Manager application mentioned below is NOT an Impro supplied
application and is therefore NOT included on the ImproNet Software CD.

Please note that the Mirasys V (or N) System Manager V4.4.10 does NOT support the Vista operating

system platform.

1. Open the Mirasys V (or N) System Manager application.
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Select the &2 (Local Recorder) tab.

From the Navigation Tree, select General.

Select the Allow SDK and RMC Video Server checkbox.

Select the Allow SDK Alarm Control checkbox.

Click the €42 button.

From the Navigation Tree select Storage.

Under the Alarm Storage group, select both Not Specified checkboxes (for each camera).
Click the €42 button.

© 0NN

Add Digital Video Recorders (DVRS) in the Integration Server as follows:

From the DVR drop-down menu, select Units.

Click the button.

Read the DVR Wizard start-up screen and then click the 3 button.

In the DVR Name field, assign your Digital Video Recorder (DVR) a name.

From the DVR Type drop-down menu, select Mirasys V/N Series.

In the IP Address textbox, insert the IP Address of the Digital Video Recorder (DVR).

click the I button.

Read the Information Screen carefully. On completion of the download process click the a
button.

9. Click the button to exit the Wizard.

© Nk~ wDNRE

-
A Units

Units

These are the DVR's that are stored on the database

|ID Name Description IP Address Type

1/DVR Reception |DVR Reception [192.1.3.9  |Mirasys V/N Series ]

+ )=

Figure 12 — Units Dialog

Enabling the Cameras

1. Atthe Units dialog, select the Digital Video Recorder’s (DVRSs) record you wish to match to
the camera name.

2. Click the Slbutton.
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In the Cameras dialog, select the Camera record you wish to match to your chosen Digital
Video Recorder’s (DVRs) record.

Double-click your mouse in the records Title column, replace the text with the Digital Video
Recorder’s name you assigned earlier.

Click the button.

Click the button.

At the Units dialog, click the button.

Follow these steps when adding actions you would like the Digital Video Recorder (DVR)
Camera to perform (that is record, take a snapshot or move):

a WD e

From the Integration drop-down menu, select Actions.

Click the button.

Read the Action Wizard start-up screen and then click the 3 button.

In the Action Name textbox, assign your Action a name.

From the Action Type drop-down list, select the appropriate Action Type:

— Record—opens a new pane at the bottom of the Wizard page letting you add Record
Duration (secs) and Record Framerate details. The maximum Record Duration is 120
seconds and the maximum Framerate is 25.

— Snapshot—opens a new pane at the bottom of the Wizard page letting you add Pre
Snapshot Delay details. The maximum Pre Snapshot Delay is 10.

— Preset—directs you to the Next button for selection of the Dome Camera.

For the sake of this example we selected the Record Action Type.

© ® N

10.
11.

In the Record Duration (secs) textbox adjust the figure according to your requirements.
In the Record Framerate textbox adjust the figure according to your requirements.
Click the I button.

From the list of available cameras, click the record of the camera you want.

click the Il button.

Read the Information Screen carefully. On completion click the 3 button.

August 2010
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=

ﬂ A Select All checkbox appears at the bottom of the dialog.

p

A Actions
Actions

No Type Action Name

S ~ |Record |Record Action

Below are the current actions that have been created.

Action Description

|Record Action

)=

&3

Figure 13 — Actions Dialog

12. At the Actions dialog, click the button.

A Rule is best described as criteria required for performance of an Action (like the Record Action

just created). Set Rules as follows:

Click the BB button.

ook~ wDN R

From the Integration drop-down menu, select Rules.

Read the Rule Wizard start-up screen and then click the 3 button.
In the Rule Name textbox, assign your Rule a name.
From the Rule Type drop-down list, select IXP400.

From the Rule Filter panel select the event filter you want action to take place on.

When Engine receives a transaction, the Integration Server matches the transaction with the IXP400

Rule filters selected.

For the sake of this example we selected the Tagholders event filter.

Selecting other (or additional) event filters return different lists for refining you Rules. For example by
selecting Terminals from the Rule Filter panel, a list of available Terminals returns for your selection.

7. click the I button.
8. Select a Tagholder record from the list.

9. Click the button.

28

August 2010





Part 7 — Advanced Software Modules

10. In the All Actions panel, select the Action you created earlier.

11. Click the button to move the Action into the Selected Actions panel.
12. Click the button.

13. Click the I button,

A Rules
Rules 5
These are the Rules that are stored on the database
Rules Associated Actions
No Type Rule Name No Type Name

4 |DP400 Reception

B R B 5 [

Figure 14 — Rules Dialog

14. Click the 2] button.

This option lets you view a log of all executed Actions.

1. From the Integration drop-down menu, select Log.
2. Click the & putton.
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4 Log

Log
All actions that have executed are stored in this table

2008-02-06
23:59:59

No Date Time Rule Name Action Name Result
4 2008-02-06 14:50:55 Reception Action Record P4
S 2008-02-06 14:51:00 Reception Action Record 2
6 2008-02-06 14:51:05 Reception Action Record 2
7 2008-02-06 14:51:11 Reception Action Record 2
8 2008-02-06 14:51:16 Reception Action Record P4
Date Actions Rules
From D@40 |
2008-02-06 Type Al =
00:00:00 : - s S
Status Al v Person All v
Until - - - -
Cameras Al v || ||Zone |All v

&

=
v

Figure 15 — Log Dialog

3. Inthe Log dialog, select an Action record for review.

»

Click on the Action record’s ? button.

The Date, Actions and Rules panels situated at the bottom of the Log dialog provide you with additional
filtering (search) options.

5. The Execution Results dialog gives you an overview of the executed action. Review the
actual Digital Video Recorder (DVR) footage, by clicking on the (View Results) = button.

6. Close the Digital Video Recorder footage dialog, by clicking the Close button in the top
right-hand corner of the dialog.

7. Close the Execution Results dialogue, click the button.

8. Close the Log dialog, click the button.

Graphics.properties File
1. From C:\ImproNet, open the Graphics.properties file.
2. Setthe system.cctv setting to 6.

3. From the File drop-down menu select Save.

4. From the File drop-down menu select Exit.

30
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Graphics Designer
1. Open the Graphics Designer Module. (For more information read Chapter 6: Graphics
Designer Module starting on page Error! Bookmark not defined.).

If you do not see the Units icon palette (with the Digital Video Recorder (DVR) and Camera icons),
your Registration Reader is NOT unlocked for Closed Circuit Television (CCTV).

2. From the Units icon palette, click and drag the Digital Video Recorder (DVR) icon into
position on the Floor Plan.

3. From the Select Camera dialog, select the Digital Video Recorder (DVR) you want to add

to the Floor Plan.

Click the button.

From the Units icon palette, click and drag the Camera icon into position on the Floor Plan.

From the Select Camera dialog, select the Camera you want to add to the Floor Plan.

Click the button.

N o gk

After dragging and placing each unit, the units allocated will be removed from the list of units available.

Graphics Runtime
Open the Graphics Runtime Module. (For more information read Chapter 7: Graphics Runtime
Module starting on page Error! Bookmark not defined.).

If you do not see the Digital Video Recorder (DVR) and Camera icons, your Registration Reader is
NOT unlocked for Closed Circuit Television (CCTV).

Right-clicking your mouse over the Digital Video Recorder (DVR) and Camera icons gives you
access to the following options:

Digital Video Recorder (DVR)

Option Description

Live Displays a live screening of the Digital Video Recorder (DVR) footage.

Playback Plays back a recorded screening of the Digital Video Recorder (DVR)
footage.

V (or N) Workstation A shortcut to the Mirasys V (or N) Workstation application, for viewing
Mirasys related events (for example motion detection).
Table 8 — Digital Video Recorder (DVR) Icon Options

Camera

Option Description

Live Displays a live screening of the Digital Video Recorder (DVR) footage.
Playback Plays back a recorded screening of the Digital Video Recorder (DVR)

footage.
Table 9 — Camera Icon Options

When a Camera Action occurs, a live video dialog briefly opens, letting you view the camera footage.
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Using the Graphics Runtime, Tools drop-down menu, gives you access to the following options:

Tools

Option Description

Event Log Path Lets you set or change the path to the stored video files.
Event Log Provides you with a table of all Actions recorded.

Video Settings Offers settings for the live video dialog.

Table 10 — Tools Drop-down Menu Options

Dedicated Micros Digital Video Recorder (DVR)

Add Digital Video Recorders (DVRS) in the Integration Server as follows:

From the DVR drop-down menu, select Units.

Click the &= button.

Read the DVR Wizard start-up screen and then click the 3 button.

In the DVR Name field, assign your Digital Video Recorder (DVR) a name.

From the DVR Type drop-down menu, select Dedicated Micros.

In the IP Address textbox, insert the IP Address of the Digital Video Recorder (DVR).

click the I button.

In the Usernames and Passwords screen, if using the default settings, click the button.

© N OrWNPRE

G The FTP username and password referred to here is the ADMIN FTP account.

9. Read the Information Screen carefully. On completion of the download process click the
3 button.

10. At the DVR Reset screen, select the Reset the DVR after Wizard has completed
(Recommended) checkbox.

We recommend that you load the script and reset the DVR at this time. If you don’t load the script and
reset the Digital Video Recorder (DVR), the Digital Video Recorder (DVR) will load, however the record
action will not function.

11. Click the I button.
12. Click the II button to exit the Wizard.

. Please note, configuration of the Digital Video Recorder (DVR) takes approximately 2 minutes per
Digital Video Recorder (DVR).
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A Units

Units
These are the DVR's that are stored on the database

1D Name Description IP Address Type

S|Reception DVR |Reception DVR [192.1.2.227 ;Dedicated Micros

N =

Figure 16 — Units Dialog

Extra Functions Available from the Units Dialog

Right clicking on a particular Dedicated Micros Digital Video Recorder (DVR) record presents
the following options:

¢ Remote Setup—opens a web browser and logs on to the Digital Video Recorder’s (DVR)
web server. When requested, enter the web or HTTP protocol Username and Password.

The default username is dm. The default password is web. The password is case-sensitive.

Once logged on you may change any setting on the Digital Video Recorder (DVR), therefore ensure
that you follow the supplied Dedicated Micros User Manual shipped with the Digital Video Recorder
(DVR).

Ensure that you do NOT change any settings that may conflict with the Vision Server. These settings
include: Module, Nuisance Count, Pulse Extension (secs), Select Alarm Zone, Zone Alarm Input and
Create Database Entry.

e Add/Change Script— lets you run the script update on the Digital Video Recorder (DVR).
If you failed to run the script during the DVR Wizard, then run the script from this location.
The script is included with ImproNet V7.6. In a default installation, run the script from
C:\ImproNet\thirdparty\dm\scripts.

The Digital Video Recorder (DVR) resets after this action.

e Passwords—Ilets you make sure that the Vision Server has the correct credentials to work
with. Each of these usernames and passwords have a specific background purpose. Itis,
therefore, important that you update these usernames and passwords after changing them
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on the Digital Video Recorder (DVR) itself (through the Remote Setup). The FTP username
and password referred to here is the ADMIN FTP account.

Follow these steps when adding actions you would like the Digital Video Recorder (DVR)
Camera to perform (that is record, take a snapshot or move):

From the Integration drop-down menu, select Actions.

Click the button.

Read the Action Wizard start-up screen and then click the 3 button.

In the Action Name textbox, assign your Action a name.

From the Action Type drop-down list, select the appropriate Action Type:

— Record—opens a new pane at the bottom of the Wizard page letting you add Record
Duration (secs) and Record Framerate details. The maximum Record Duration is 120
seconds and the maximum Framerate is 25.

— Snapshot—opens a new pane at the bottom of the Wizard page letting you add Pre
Snapshot Delay details. The maximum Pre Snapshot Delay is 10.

— Preset—directs you to the Next button for selection of the Dome Camera.

SAREE S o

For the sake of this example we selected the Record Action Type.

6. Click the I button.
7. From the list of available cameras, click the record of the camera you want.
8. Click the button.
9. Read the Information Screen carefully. On completion click the button.
g
& Actions @
Actions ‘o
Below are the current actions that have been created.

|No Type Action Name Action Description

|

[S _Record iRecord Action ARecord Action

= 2 [R

Figure 17 — Actions Dialog

10. At the Actions dialog, click the button.
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A Rule is best described as criteria required for performance of an Action (like the Record Action
just created). Set Rules as follows:

From the Integration drop-down menu, select Rules.

Click the button.

Read the Rule Wizard start-up screen and then click the 3 button.

In the Rule Name textbox, assign your Rule a name.

From the Rule Type drop-down list, select IXP400.

From the Rule Filter panel select the event filter you want action to take place on.

o0k wbhPE

When Engine receives a transaction, the Integration Server matches the transaction with the IXP400
Rule filters selected.

For the sake of this example we selected the Tagholders event filter.

E Selecting other (or additional) event filters return different lists for refining you Rules. For example by
selecting Terminals from the Rule Filter panel, a list of available Terminals returns for your selection.

7. Click the I button.
8. Select a Tagholder record from the list.

G A Select All checkbox appears at the bottom of the dialog.

9. Click the I button.

10. In the All Actions panel, select the Action you created earlier.

11. Click the K&l button to move the Action into the Selected Actions panel.
12. Click the I button.

13. Click the button.

A Rules
Rules —
These are the Rules that are stored on the database [ il ]
Rules Associated Actions
No Type Rule Name No Type Name
4 |pP400 Reception

143
+ = B [

Figure 18 — Rules Dialog
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14. Click the 2] button.

This option lets you view a log of all executed Actions.

1. From the Integration drop-down menu, select Log.
2. Click the & button.

4 Log
Log
All actions that have executed are stored in this table
No Date Time Rule Name Action Name Result
1 2008-02-06 15:34:59 [Reception |Record Action o
2 2008-02-06 15:34:55 }Reception [Record Action 2
3 2008-02-06 15:35:06 TReception :Record Action ?
4 2008-02-06 15:35:11 IReception Record Action 2
Date Actions Rules
From DP400 |
2008-02-06 Type Al -
00:00:00
Status Al Person All v
Until -
2008-02-06 Cameras All Zone Al v
23:59:59

Figure 19 — Log Dialog

G The Date, Actions and Rules panels situated at the bottom of the Log dialog provides you with
additional filtering (search) options.

3. Inthe Log dialog, select an Action record for review.

4. Click on the Action record’s ? button.

G Double-clicking your mouse over the Action’s record also opens the Execution Results dialog.

5. The Execution Results dialog gives you an overview of the executed action. Review the
actual Digital Video Recorder (DVR) footage, by clicking on the (View Results) = button.
6. Close the Digital Video Recorder footage dialog, by clicking the Close button in the top

right-hand corner of the dialog.

7. Close the Execution Results dialogue, click the button.
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8. Close the Log dialog, click the button.

Graphics.properties File

1. From C:\ImproNet, open the Graphics.properties file.
2. Setthe system.cctv setting to 8.

3. From the File drop-down menu select Save.

4. From the File drop-down menu select Exit.

Graphics Designer
1. Open the Graphics Designer Module. (For more information read Chapter 6: Graphics
Designer Module starting on page Error! Bookmark not defined.).

If you do not see the Units icon palette (with the Digital Video Recorder (DVR) and Camera icons),
your Registration Reader is NOT unlocked for Closed Circuit Television (CCTV).

2. From the Units icon palette, click and drag the Digital Video Recorder (DVR) icon into
position on the Floor Plan.

3. From the Select Camera dialog, select the Digital Video Recorder (DVR) you want to add

to the Floor Plan.

Click the button.

From the Units icon palette, click and drag the Camera icon into position on the Floor Plan.

From the Select Camera dialog, select the Camera you want to add to the Floor Plan.

Click the button.

N o gk

After dragging and placing each unit, the units allocated will be removed from the list of units available.

Graphics Runtime
Open the Graphics Runtime Module. (For more information read Chapter 7: Graphics Runtime
Module starting on page Error! Bookmark not defined.).

If you do not see the Digital Video Recorder (DVR) and Camera icons, your Registration Reader is
NOT unlocked for Closed Circuit Television (CCTV).

Right-clicking your mouse over the Digital Video Recorder (DVR) and Camera icons gives you
access to the following options:

Digital Video Recorder (DVR)

Option Description

Live Displays a live screening of the Digital Video Recorder (DVR) footage.

Playback Plays back a recorded screening of the Digital Video Recorder (DVR)
footage.

Event Log Provides you with a table of all Actions recorded.

Table 11 - Digital Video Recorder (DVR) Icon Options
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Camera

Option Description

Live Displays a live screening of the Digital Video Recorder (DVR) footage.

Playback Plays back a recorded screening of the Digital Video Recorder (DVR)
footage.

Event Log Provides you with a table of all Actions recorded.

Table 12 — Camera Icon Options

When a Camera Action occurs, a live video dialog briefly opens, letting you view the camera footage.

Using the Graphics Runtime, Tools drop-down menu, gives you access to the following options:

Tools

Option Description

Event Log Path Lets you set or change the path to the stored video files.
Event Log Provides you with a table of all Actions recorded.

Video Settings Offers settings for the live video dialog.

Table 13 — Tools Drop-down Menu Options

Virtual Input Output Control

Virtual Input Output Control is an add-on to the existing ImproVision Integration Server. The
Virtual Input Output feature is a software controlled Input or Output communications
mechanism capable of listening to and transmitting data via TCP/IP, UDP or Serial (COM or
USB). Virtual Input functions as a rule, which means that, data received must match up to the
user defined data. When a match is found, any one or more of the Integration Server Actions
can be executed.

Ensure that you unlock your Registration Interface for Virtual 10 before proceeding further.

A Rule is best described as criteria required for performance of an Action. Set the Virtual Input
Setup Rules as follows:

From the Integration drop-down menu, select Rules.

Click the button.

Read the Rule Wizard start-up screen and then click the button.
In the Rule Name textbox, assign your Rule a name.

From the Rule Type drop-down list, select Virtual Input.

Complete the Regular Expression Search String textbox.

ook wnhE

G For help writing Regular Expressions go to http://java.sun.com/docs/books/tutorial/essential/regex/.

7. To reply to the third-party device, select the Reply String checkbox.
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8. Inthe Reply String textbox, enter the string for matching.

ﬂ The Reply String textbox is ASCII based, however if you require a character such as a carriage return
or line feed, right-click your mouse over the textbox. From the shortcut menu, select Custom
Character. Thereafter make your selection from the available options.

9. Inthe Reply String textbox, capture the response string.
10. From the Listen Via drop-down list, make your selection from the following:

— Serial Communications—select this option for COM and USB Communications. On
selection, you are asked to complete the Comm Port, Baud Rate, Data Bits, Stop Bits
and Parity settings.

— TCPIP Server Communications—select this option when using your local TCPIP
Server. On selection, you are asked to complete the Local IP and Local Port textboxes.

— TCPIP Client Communications—select this option to connect to the TCPIP Server.
On selection, you are asked to complete the Host IP and Host Port textboxes.
Thereafter indicate whether to Enable Polling. On selecting the Enable Polling
checkbox, the Polling Interval, Polling String and Poll on Inactivity or Poll Continuously
fields activate for completion.

— UDP Communications—this option simulates a local UDP Server. On selection, you
are asked to complete the Local IP and Local Port textboxes. Thereafter indicate
whether to Enable Polling. On selecting the Enable Polling checkbox, the Polling
Interval, Polling String and Poll on Inactivity or Poll Continuously fields activate for
completion.

11. Click the I button,

12. Based on the selection you made in point 10, complete the available fields.
13. Click the Il button.

14. In the All Actions panel, select an Action you created earlier.

15. Click the K&l button to move the Action into the Selected Actions panel.
16. Click the Il button.

17. Click the I button.

18. Click the [ button,

An Action is best described as a task you want the Integration Server to perform.

From the Integration drop-down menu, select Actions.

Click the EH button.

Read the Action Wizard start-up screen and then click the 3 button.

In the Action Name textbox, assign your Action a hame.

From the Action Type drop-down list, select Virtual Output.

In the Command String textbox, enter the string you wish to send or transmit.

© gk wn

G The Command String and Acknowledge String textboxes are ASCII based, to add a non-ASCII
character or information from the triggering IXP400 rule by right-clicking your mouse over the textbox.
Select one of the following options:

e IXP400 Details—enters information from the triggering IXP400 rule, for example Controller
Name or Controller SLA.
e Custom Character—enters a non-ASCII character such as a carriage return or line feed.
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10.
11.
12.

To verify that the server has received the data correctly, select the Acknowledge String

checkbox.

Complete the Acknowledge String textbox.

From the Send Via drop-down list, make your selection from the following:

— Serial Communications—select this option for COM and USB Communications. On
selection, you are asked to complete the Comm Port, Baud Rate, Data Bits, Stop Bits
and Parity settings.

— TCPIP Client Communications—select this option to connect to the TCPIP Server.
On selection, you are asked to complete the Host IP and Host Port textboxes.
Thereafter indicate whether to Enable Polling. On selecting the Enable Polling
checkbox, the Polling Interval, Polling String and Poll on Inactivity or Poll Continuously
fields activate for completion.

— UDP Communications—this option simulates a local UDP Server. On selection, you
are asked to complete the Subnet Mask, Destination IP and Destination Port textboxes.
Thereafter indicate whether to Enable Polling. On selecting the Enable Polling
checkbox, the Polling Interval, Polling String and Poll on Inactivity or Poll Continuously
fields activate for completion.

click the I button.

Read the Information Screen carefully. On completion click the 3 button.

At the Actions dialog, click the button.
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Chapter 5. Ganz Server Module

Introduction

The Ganz Server Module is a complete, graphic-based digital video recording and monitoring
software application.

Ganz Server integrates closely with ImproNet’s Graphics Designer and Graphics Runtime
Modules.

Through the Ganz Server framework configuration of the Ganz CCTV system is carried out
using configuration Wizards, forming part of Ganz Server. Integration is carried out using
graphic displays, part of Graphics Designer, and control and monitoring is carried out using the
Graphics Runtime Module.

It is assumed that after installing the Ganz Server Module that this application will run
continuously 24 hours a day. However, if the application is shutdown or the PC needs rebooting

continue as outlined below, Starting the Ganz Server Module.

Refer to Part 6 — General Software Modules for information on the Graphics Designer Module and the
Graphics Runtime Module.

Ensure that Engine’s running for the Ganz Server Module to work.

Starting the Ganz Server Module

1. InWindows®, click Start>Programs>ImproNet>Ganz Server.
User Interface

The Ganz Server Software Module has been designed with user-friendliness as a major design
criterion. The Application Window has a menu at the top and five Tabs below. The System
defaults to the Log Tab.
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4 Integration Server
File Integration DVR Settings Localize Proxy

Integration Server
Below you will find information relating to this server

Licensing: Log | Synch Server | Database Server | Integration Server:

2007-11-12 15:30:06 ::
2007-11-12 15:30:06 ::
2007-11-12 15:30:06 ::
2007-11-12 15:30:0¢& ::
2007-11-12 15:30:0¢€ ::
2007-11-12 15:30:08 ::
2007-11-12 15:30:28 ::

retrieving login settings

connecting to database as user '"sysdba
configuring database connection...
saving username and password

starting managed database sServer...
starting pProxy Servers...

starting synchronization server...

&3

Figure 20 — Integration Server Dialog

A brief description of each of the drop-down menus associated with the Ganz Server Application
Window follows:

File

Option

Description

Open Wavelet
Viewer

Lets you select the channel for viewing of snapshots and video on that
channel.

Exit Exits the Ganz Integration Server.
Table 14 — File Drop-down Menu
Integration
Option Description
Actions Actions you want the Digital Video Recording (DVR) System to perform.
Rules Rules to be applied to the Actions.
Log A list of the Digital Video Recording (DVR) units stored in the System.
Table 15 — Integration Drop-down Menu
DVR
Option Description

Remote Download

Enables the downloading of video to a desired storage location.

Syncronize

Runs the Digital Video Recording (DVR) Synch Wizard, assisting in
Database maintenance.

Units

A list of the Digital Video Recording (DVR) units stored in the System.

Table 16 — DVR Drop-down Menu
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Description

Server Settings

Accesses the Advanced Server Settings dialog.

General Settings

Accesses the General Server Settings dialog.

Configuration Lets you change the Event Server Port and Proxy Server Base Port
Settings numbers.
Table 17 — Settings Drop-down Menu
Localize
Option Description

Choose Locale

Selection of the Country, Language and Variant.

Translation Allows translation from the base language to the desired language.
Table 18 — Localize Drop-down Menu

Proxy

Option Description

View Lets you view the statistics from the Proxy Servers.

Table 19 — Proxy Drop-down Menu

A brief description of Tabs associated with the ImproVision Application Window follows:

Option Description
Licensing Displays the number of PCs allowed to use the application.
Log Displays a log of server-client interaction.

Synch Server

Displays synchronisation details for the Database and Digital Video
Recorder (DVR) Proxy.

Database Server

A log notifying you of any changes that have taken place in the Database
(that is creation or edition of Actions or Rules).

Integration Server

A log showing you Actions as they are executed.

Table 20 — Tabs Displayed in the Application Window

Translation - Localisation

This Ganz Server Software Application is provided with English text. If you need Localisation of
the text, dynamically translate the text making use of the Locale and Translate functions.
Property resource files store the translated text, for distribution with the Application.

Ganz Digital Video Recorder (DVR)

Add Digital Video Recorders (DVRS) in the Integration Server as follows:

a WD PRE

From the DVR drop-down menu, select Units.

Click the &= button.

Read the DVR Wizard start-up screen and then click the 3 vutton.

In the DVR Name field, assign your Digital Video Recorder (DVR) a nhame.
From the DVR Type drop-down menu, select GANZ.

August 2010

43





Part 7 — Advanced Software Modules

6. Inthe IP Address textbox, insert the IP Address of the Digital Video Recorder (DVR).

Click the button.

8. Read the DVR Information Screen carefully. On completion of the download process click
the button.

9. Read the next DVR Information Screen carefully and then click the 3 vutton.

10. Read the Camera Information Screen carefully and then click the 3 button.

11. Click the button to exit the Wizard.

~

Units

Units
These are the DVR's that are stored on the database

1D Name Description IP Address Type Port:

2|Reception DVR [Reception DVR [192.1.2.224 |Ganz 8o

+]=

Figure 21 — Units Dialog

12. At the Units dialog, click the &
13. Click the [ button.

Follow these steps when adding actions you would like the Digital Video Recorder (DVR)
Camera to perform (that is record, take a snapshot or move):

From the Integration drop-down menu, select Actions.

Click the button.

Read the Action Wizard start-up screen and then click the 3 button.

In the Action Name textbox, assign your Action a name.

From the Action Type drop-down list, select the appropriate Action Type:

— Record—opens a new Action Filter textbox, letting you add Record Duration details.
The maximum Record Duration is 300 seconds.

— Snapshot—opens a new Action Filter textbox, letting you add Delay details. The
maximum Delay is 300 seconds.

— Preset—Ilets you direct the Camera to a specified Preset position. The maximum
Preset position is 99.

a LD RE
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— Email—opens two new Action Filter textboxes, letting you add Host and Port details.
— Log Event—opens a new Action Filter textbox, letting you select an item to associate
with.

For the sake of this example we selected the Record Action Type.

6. Inthe Action Filter textbox adjust the Record for duration figure according to your
requirements.

7. Click the a button.

From the list of available cameras, click the record of the camera you want.

9. Click the a button.

10. Read the Information Screen carefully. On completion click the button.

8

2 [Record [Log Event - Reception In |Log Event - Reception In |

©

e .
Actions

Actions
Below are the current actions that have been created.

No Type Action Name Action Description

BN E 2] [

Figure 22 — Actions Dialog

11. At the Actions dialog, click the button.

A Rule is best described as criteria required for performance of an Action (like the Record Action
just created). Set Rules as follows:

From the Integration drop-down menu, select Rules.

Click the button.

Read the Rule Wizard start-up screen and then click the 3 button.

In the Rule Name textbox, assign your Rule a name.

From the Rule Type drop-down list, select IXP400.

From the Rule Filter panel select the event filter you want action to take place on.

o0k wbNPE

When Engine receives a transaction, the Integration Server matches the transaction with the IXP400
Rules filters selected.
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For the sake of this example we selected the Tagholders event filter.

. Selecting other (or additional) event filters return different lists for refining you Rules. For example by
selecting Terminals from the Rule Filter panel, a list of available Terminals returns for your selection.

7. Click the button.
8. Select a Tagholder record from the list.

G A Select All checkbox appears at the bottom of the dialog.

9. Click the button.

10. In the All Actions panel, select the Action you created earlier.

11. Click the K& button to move the Action into the Selected Actions panel.

12. Click the I button.
13. Click the button.

Rules

Rules
These are the Rules that are stored on the database

Rules
No Type Rule Name Description
2 |XxP400 |Reception |Reception

+IN) =

Associated Actions

No Type Name

=)

Description

Figure 23 — Rules Dialog

14. Click the 2] button.

This option lets you view a log of all executed Actions.

1. From the Integration drop-down menu, select Log.

2. Click the & putton.

46

August 2010





>

Part 7 — Advanced Software Modules

Log
Log

All actions that have executed are stored in this table

No Date Time Rule No Rule Type  Action No Action Type Result
1 20071113  |081655 [2 {IXP400 2 Record 2
2 20071113  |081659 2 (DXP400 (2 Record <P
3 20071113  |081651 2 |DXP400 [2 Record e
~Search by - - - - - - -

(V] date action |ALL v status ALL v

[] person |Dylan Peterson

(] zone Zone 1

=l 7 [

Figure 24 — Log Dialog

In the Log dialog, select an Action record for review.

Click on the Action record’s 2 button.

The Execution Results dialog gives you an overview of the executed action. Review the
actual Digital Video Recorder (DVR) footage, by clicking on the (View Results) = button.
Close the Digital Video Recorder footage dialog, by clicking the Close button in the top
right-hand corner of the dialog.

Close the Execution Results dialogue, click the button.

Close the Log dialog, click the button.

Graphics.properties File

1.

2
3.
4

From C:\ImproNet, open the Graphics.properties file.
Set the system.cctv setting to 5.

From the File drop-down menu select Save.

From the File drop-down menu select Exit.

Graphics Designer

1.

&3

- J
2.
3.
4.

Open the Graphics Designer Module. (For more information refer to Part 6 — General
Software Modules).

If you do not see the Units icon palette (with the Digital Video Recorder (DVR) and Camera icons),
your Registration Reader is NOT unlocked for Closed Circuit Television (CCTV).

From the Units icon palette, click and drag the Digital Video Recorder (DVR) icon into
position on the Floor Plan.

From the Select Camera dialog, select the Digital Video Recorder (DVR) you want to add
to the Floor Plan.

Click the &2 button.
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5. From the Units icon palette, click and drag the Camera icon into position on the Floor Plan.
6. From the Select Camera dialog, select the Camera you want to add to the Floor Plan.
7. Click the button.

After dragging and placing each unit, the units allocated will be removed from the list of units available.

Graphics Runtime
Open the Graphics Runtime Module. (For more information refer to Part 6 — General Software
Modules).

If you do not see the Digital Video Recorder (DVR) and Camera icons, your Registration Reader is
NOT unlocked for Closed Circuit Television (CCTV).

Right-clicking your mouse over the Digital Video Recorder (DVR) and Camera icons gives you
access to the following options:

Option Description

Live Displays a live screening of the Digital Video Recorder (DVR) footage.

Playback Plays back a recorded screening of the Digital Video Recorder (DVR)
footage.

Table 21 - Digital Video Recorder (DVR) and Camera Icon Options

When a Camera Action occurs, a live video dialog briefly opens, letting you view the camera footage.

Using the Graphics Runtime, Tools drop-down menu, gives you access to the following options:

Option Description
Event Log Provides you with a table of all Actions recorded.
Video Settings Offers settings for the live video dialog.

Table 22 — Digital Video Recorder (DVR) Icon Options

Advanced Setup Options for the Ganz Digital Video Recorder (DVR)

1. Inthe Ganz Integration Server, from the Settings drop-down menu, select Server Settings.
2. The Advanced Settings dialog lets you change the following settings:
— Check the Database for changes delay (ms)—set the delay in milliseconds.
— Config Keep Alive Delay (ms)—keeps the connection to the Digital Video Recorder
(DVR) alive for a maximum of 30 seconds.
— DVR Date Format—sets the Digital Video Recorders (DVR) date format.
— Sync Manager Sleep Delay—synchronizes the Digital Video Recorder (DVR) and the
PC using the PCs time.
3. Click the button.

48 August 2010





Part 7 — Advanced Software Modules

Changes to these settings can adversely affect the System’s functionality.

1. Inthe Ganz Integration Server, from the Settings drop-down menu, select General
Settings.
2. The General Settings dialog lets you change the following settings:
— Timeout Wait (ms)—period of time to delay before communication times out.
— Tips—lets you enable or disable the display of tips on software start-up.
— Bandwidth Settings—sets the communications bandwidth to suit the protocol in use.
— Sleep Rate—sets the time between sending network packets. Increasing this value
may improve performance on slower network connections (WAN Connections).
— Validate Termination with Password—Iets you enable or disable the close program
password request.
3. Click the & button.

Activate these settings by re-starting the Integration Server.

1. Inthe Ganz Integration Server, from the Settings drop-down menu, select Configuration
Settings.
2. The Configuration Settings dialog lets you change the following settings:
— Event Server Port—select the Port number, the default setting is 26673.
— Proxy server Base Port—select the Port number, the default setting is 2000.
— Logging Mode—set the state of the Log file.
3. Click the button.

This menu provides for the setting up and or viewing of many of the Closed Circuit Television
(CCTV) system parameters. Some of these settings are read-only and dependant on the Digital
Video Recorder (DVR) unit.

In the Ganz Integration Server, from the DVR drop-down menu, select Units.
In the Units dialog, select the Digital Video Recorder (DVR).

Right-click over the selected Digital Video Recorder (DVR).

From the Menu, select the Remote Setup option.

e N
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Configuration

DVR Menu
Here you may change some of the settings related to the DVR unit.
Some settings are read-only, and dependant on the DVR unit.

! Menu Options

i Alarms

Audio

i B Backup

: Cameras

Date and Time
n Display Setup

i Hard Drive

= E

; u Motion Detection

= System
Telemetry

E User Defined

Figure 25 — Remote Setup Dialog

The sections that follow refer to settings directly affecting ImproNet, for details on all other settings,
please refer to the Ganz Digital Video Recorder (DVR) Instruction Manual.

Alarms
Option Description
General Tag Lets you set the pre and post recording times and the Buzzer parameters

for each listed alarm number.

Alarm Output 1 Tab

Allows selection of the following Closed Circuit Television (CCTV)
triggers:
— Disk Full—if checked, an alarm occurs when the disk is
full.
— Admin Password—if checked, an alarm occurs on entry
of the incorrect Admin Password.
— Network Failure—if checked, an alarm occurs when
Closed Circuit Television (CCTV) network failure occurs.
— Event Partition—if checked, an alarm occurs when the
Event Partitions at maximum capacity.
— Select All Motion—if checked, an alarm occurs when
motions detected by ANY Camera.
— Motion On—if checked, an alarm occurs when motions
detected by ONE Camera.
— Select All Video—if checked, an alarm occurs when
videos lost on ALL Cameras.
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Option Description

— Video Loss On—if checked, an alarm occurs when videos
lost on any Camera.

— Alarm On Channels—check the channel on which the
Alarm conditions required.

— Alarm Off—select Manual or Auto method of switching
Alarm off.

Table 23 — Alarm Menu Options

Audio

This menu option lets you select the audio settings (Associated Video Channel, Volume,
Bypass On and Associated Audio Volume) for each video channel on the Digital Video
Recorder (DVR).

Cameras

This menu option lets you select various parameters for each camera connected to the Digital
Video Recorder (DVR). These parameters include: Brightness, Contrast, Saturation and
Hue. More complex options include:

Option Description

Covert Monitor The Camera is covert (not displayable or locked) on the Digital Video
Recorder (DVR) monitor when you select this option.

Covert Web The Camera is covert (not displayable or locked) on Graphics Runtime or

through the Web when you select this option.
Table 24 — Camera Menu Options

Date and Time
This menu option lets you select various date and time related parameters. These parameters
include: Daylight Saving and Date Display. A more complex option includes:

Option Description

Time Server Setup  Time reference from another server.
Table 25 — Date and Time Menu Options

Display Setup
This menu option lets you select the display settings (Sequence, Spot Monitor and
Transparency Settings) for each Digital Video Recorder (DVR) Monitor only.

Hard Drive
This menu option provides you with information about the Hard Drives in the Digital Video
Recorder (DVR)

Mail

This menu option lets you enable mail notification; this means that notification of various Events
(Incorrect Administrator Password, Disk Full, Motion Detection, Alarm On, Menu
Modified, Video Loss On, No Event and Event Conditions) in the Digital Video Recorder
(DVR) can be e-mailed automatically to designated e-mail addresses.
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Motion Detection
This menu option lets you set up Camera motion detection options.

Option Description

Area Monitors only the selected screen area. (Define the selection by right-
clicking the required squares on the Screen panel.

Full Monitors the entire screen area.

Sensitivity Sets the screen sensitivity.

Camera Details Review the Camera details for each channel here.

Table 26 — Motion Detection Menu Options

System
This menu option provides system information for the Digital Video Recorder (DVR).

Telemetry
This menu option shows the selected Digital Video Recorders (DVR) Unit Address and Baud
Rate.

User Defined
This menu option lets you define how you want the Cameras, attached to the Digital Video
Recorder (DVR), to display in the Digital Video Recorder (DVR) Monitor.

Option Description

Channel or Camera Select the Camera and Channel combination.
Selection

Screen Selection Select the various screen formats.

Table 27 — User Defined Menu Options
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		Settings

		Localize

		Proxy





		Translation - Localisation

		Ganz Digital Video Recorder (DVR)

		Adding Digital Video Recorders (DVRs)

		Adding Actions

		Adding Rules

		View Actions Logged

		Graphics

		Graphics.properties File

		Graphics Designer

		Graphics Runtime





		Advanced Setup Options for the Ganz Digital Video Recorder (DVR)

		Server Settings

		General Settings

		Configuration Settings

		Digital Video Recorder (DVR) Remote Setup

		Alarms

		Audio

		Cameras

		Date and Time

		Display Setup

		Hard Drive

		Mail

		Motion Detection

		System

		Telemetry

		User Defined
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CSV Import Utility

E The format of a CSV file must match the format of the Database that is receiving the data.

m If you have no experience with databases or CSV files, we recommend that you consult your
network administrator.

CSV Overview

The CSV Import Utility enables you to import a Comma Separated Value (CSV) file into the
ImproNet Database.

G Use the CSV Import Utility to import data from other database systems to the ImproNet Database.

CSV files are commonly used to transfer data between different databases. For example, you
may already have a database containing thousands of records — CSV Import lets you transfer
this existing data to the ImproNet Database without re-entering it one record at a time.

Specific examples of CSV Import use include the following:

e Transferring a company’s existing employee details to the ImproNet Database.
e Transferring a list of department names to the ImproNet Database.
e Transferring details from another access control system to the ImproNet Database.

There are two methods to create a CSV file:

e Export data as a CSV file from another Database—almost all Databases have a CSV
export facility. Consult the documentation of the database containing the data to export.
Export the relevant data to a CSV file using the database’s CSV export facility.

¢ Manually create it—you can create a CSV file with a text editor. Refer to page 9 for
details.
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Importing a CSV File

€ na
- J

Close all ImproNet Software before opening the CSV Import Utility.

e Parent Tables must be added before Child Tables.

e Add tables with Primary Keys before tables containing Foreign Keys.
¢ Not null fields must contain data, even if it is a space character.

e VarChar fields can have spaces.

e All fields must be separated by commas.

To open the CSV Import Utility, proceed as follows:

1. InWindows®, click Start>Programs>ImproNet>Utils>Import.
2. Enter your Username and Password.

A CSVImporter

i
o el =g

Start | Cancel

Figure 1 — CSV Importer

1. Click onthe button.
2. Browse and select the relevant CSV file.

4 Open )

|
|

Look In: jGCSVFormat(lmproNet) | v ISjHU (s 'g:g,[g:

[ Employee.csv
D Master.csv

File Name:

Files of Type: [(.csv) v

i Open Cancel

Figure 2 — Open CSV Dialog
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3. Click Open.

E Repeat steps 1 to 3 for each CSV file to be imported.

If you are importing any of the following files, ensure that they are in the same sequence as
displayed:

1. Master.csv.
2. Department.csv.

3. Employee.csv.

To change the order of the files, select a file and use the arrow buttons.

-
4 Csv Importer o |[[E) 3

Master.csv
Department.csv
Employee.csv

&3 INEE E4

r

11
lv Start ‘ Cancel

Figure 3 - CSV Importer

Click Start to begin the import process.

A confirmation message displays after a successful import.

Creating a CSV File

G You can create a CSV file manually with a plain text editor such as Notepad. Microsoft Excel is useful
for creating spreadsheets to export as CSV files.

Do not use rich text editors such as WordPad or Microsoft Word as these programs contain hidden
~  characters.

E CSV files can add data to one table at a time only. Therefore, you need to have a CSV file for each
table you are updating.
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To create a CSV file manually, proceed as follows:

Ensure you know the correct field names of the table you are importing into.

Open your text editor.

Enter the field names separated by commas.

Press Enter.

Enter the data value of each record separating the values with commas. Press Enter after
each record.

6. Save the file with a suitable name and a csv file extension.

apr LD PRE

Figure 4 shows an example of a CSV file containing two records. The first row contains the field
names separated by commas. The second line is blank. The third and forth lines contain
record data; each value separated by a comma. In this example, the value for EMP_Employer
is null in both records.

| Untitled - Notepad = ﬂ’@

File Edit Format View Help
MST_SQ,EMP_EmployeeNo,EMP_Employer ,EMP_Position,DEPT_NO,SITE_SLA

1,AB1234, ,Mmanager,2,01000000
2 ,AD34H6, ,HOD,1,01000000

Figure 4 — Example of CSV File

G Correct field types are vital for a successful import. Be sure to read the next section.

Ensuring Correct CSV File Format

If you create or modify a CSV file, ensure that its data conforms to the specified field
requirements.

Ensure that your CSV file is called after the table name, for example “MASTER”.csv

A Null field in a database table means that a value is not required for that field. Do not confuse
Null with zero. Zero is a value (0); Null has no value. For example, the PIN field in the
ImproNet Database has a Null option. This means that you do not have to enter a value in this
field—you can leave it empty.

A Not Null field in a database table means that a field must contain a value. The value can be
any value that conforms to the field Type. In this case, a zero (0) is accepted as a number
value, provided the field permits a number Type.
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Each field in a database table has a specified Type. The Type determines the data that is
permitted in that field. For example, a Varchar type is a text field that accepts text and number
characters. An Int type is a number field only—it cannot accept text characters. Table 1
describes some common Field Types in the ImproNet Database.

Field Type Description

Varchar(40) A text field permitting up to 40 alphanumeric characters
Varchar(16) A text field permitting up to 16 alphanumeric characters
Int A number field permitting up to 65536 characters (16 bit)
Smallint A number field permitting up to 256 characters (8 bit)

Table 1 — Database Field Types

You can use Import to add data to any of the tables in the ImproNet Database, except those
containing images. However, ensure that the data conforms to the receiving table’s structure.

To ensure correct CSV file format for other ImproNet Database tables, view the tables’
structures. We recommend using the IBConsole Utility to do this.

Structure of Master, Department, and Employee Tables

The following tables are the most likely tables to receive data via the Import utility:
e Master

e Department
e Employee

Table 2 displays the field requirements for the Master Table.

Field Name Type Null Value
MST_SQ(PK) Int Not Null
MST_Title Varchar(40) Not Null
MST_FirstName Varchar(40) Not Null
MST_MiddleName Varchar(40) Not Null
MST_LastName Varchar(40) Not Null
MST_Suffix Varchar(40) Not Null
MST_ID Varchar (16) Not Null
MST_Gender Char (1) Null
MST_Pin Int Null
MST_Type Smallint Not Null
MST_Current Smallint Not Null
SITE_SLA(FK) Char(8) Not Null
USRPRF_NUM Int Null
MST_CDATE Varchar(8) Null

Table 2 — Master Table Requirements
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B &

Table 3 displays the field requirements for the Department Table.

Field Name Type Null Value
DEPT_No (PK)(FK) Smallint Not Null
Site_SLA(FK) Varchar(8) Not Null
DEPT_NAME Varchar(40) Not Null

Table 4 displays the field requirements for the Employee Table.

Table 3 — Department Table Requirements

Field Name Type Null Value
MST_SQ(PK)(FK) Int Not Null
EMP_EmployeeNo Varchar(16) Not Null
EMP_Employer Varchar(16) Not Null
EMP_Position Varchar(40) Not Null
DEPT_No (FK) Smallint Not Null
Site_ SLA(FK) Varchar(8) Not Null

PK means Primary Key—This is an entry unique to every record.

Table 4 — Employee Table Requirements

FK means Foreign Key—This is an entry that corresponds with the Primary Key. It is used to link

records in one table with records in another table. For example, MST_SQ is the Primary Key in the

Master Table. Itis also used in the Employee Table as a Foreign Key to identify a particular

Tagholder.

12
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Unlock Utility

Introduction

The Unlock Utility unlocks Hardware, namely the ImproX RR, RH, RL, RS, RM and ProxMate,
so that the dependent Software runs.

Ensure that you install an ImproX RR, RH, RL, RS, RM or ProxMate on the PC where you
installed Access, Visitors or QuickTag applications. Engine requires installation of an ImproX
RH, RL or HI. Each of these “Units” requires unlocking prior to use.

Unlocking the Hardware

D Each Unlock Code is unique. The Unlock Code is therefore only intended for use on the product for
which it was generated.

1. Contact your Impro Dealer for an Unlock Code.

Connect the hardware direct to one of the PC’s Comm. Ports (Ports 1 to 16).

3. Proceed with the steps listed in the section below titled Opening and Using the Unlock
Utility.

n

Opening and Using the Unlock Utility

1. InWindows®, click Start>Run.
2. Inthe Run dialog, browse to C:\ImproNet\bin\UNLOCK_.EXE.
3. Click the OK button.

A Product Unlock @'ﬁ‘

Localize

PRODUCT UNLOCK KEY:

Figure 5 - Product Unlock Dialog

4. Inthe Product Unlock Key textbox, enter your Unlock Code.
5. Click on the Unlock button.
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The Utility searches Comm. Ports 1 to 16 for one of the following ImproX devices (ImproX RR,
RH, RS, RM, RL, HI or ProxMate).
— If the device’s found and the unlock codes correct, the Product Unlock dialog displays
the text “Unlock Successfully Completed”.
— If the device’s NOT found or the unlock codes incorrect, the Product Unlock dialog
displays the text detailing the fault.
— When unlocking a device, ensure that you only plug in ONE ImproX device at a time.
That is, once the first device’s unlocked, plug in the second device for unlocking.

6. Click on the =3 putton.

Translation - Localization

This application is provided with English text. If you need Localization of the text, dynamically
translate the text making use of the Locale and Translate functions. Property resource files
store the translated text, for distribution with the application.
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Manual Auto-ID Utility

Introduction

The Manual Auto-ID Utility performs the following functions:

e Addition of Controllers and Terminals not previously added in Access.

e Editing of selected Controller and Terminal properties (for example: Site SLA, Unit Type,
Fixed Address, Controller LA and Terminal LA).

¢ Deletion of Controllers and Terminals.

Opening and Using the Manual Auto-ID Utility

To open the Manual Auto-ID Utility, proceed as follows:

1. InWindows®, click Start>Programs>ImproNet>Utils>Manual Auto ID.
2. Enter your Username and Password.

The default username is SYSDBA. The default password is masterkey.

3. Click the k2
m ~
A Manual AutolD =] Q@
= File @ Localize
'@ System :
* E!_‘_l Sites
Site SLA 01000000 v
Controller [V
Unit Type EC2 v
Fixed Address (hex)
Version 07.28
Controller LA (hex) 00
Terminal LA (hex) 00
B=
Sites 000000 00 00 00 Uneditable

Figure 6 — Logon Dialog

August 2010 15





Part 8 — Utilities

In the Main Pane, from the Site SLA drop-down list, select the Site.
Select the Controller checkbox.

From the Unit Type drop-down list, select the type of Controller.

In the Fixed Address (hex) textbox, enter the Controller’s Fixed Address.
In the Controller LA (hex) textbox, enter the Controller’s Logical Address.
Click on the button.

o0k wbhPE

These details only update on re-opening of the Access Module.

In the Main Pane, from the Site SLA drop-down list, select the Site.
De-select the Controller checkbox.

From the Unit Type drop-down list, select the type of Terminal.

In the Fixed Address (hex) textbox, enter the Terminal’s Fixed Address.
In the Controller LA (hex) textbox, enter the Controller’s Logical Address.
In the Terminal LA (hex) textbox, enter the Terminal’s Logical Address.
Click on the button.

No gkrwde

These details only update on re-opening of the Access Module. Terminals appear on the Unassigned
Terminals list (situated on the Hierarchical Tree in the Access Module’s Navigator Pane). Assign the
Terminals using Access.

You can only delete Controllers (or Terminals) not yet added (updated) in the Access Module.

1. Inthe Navigator Pane, on the Hierarchical Tree, select the Controller (or Terminal) for
deletion.
2. Click on the B button.

You can only edit Controllers (or Terminals) not yet added (updated) in the Access Module.

1. Inthe Navigator Pane, on the Hierarchical Tree, select the Controller (or Terminal) for
editing.

2. Inthe Main Pain, edit the fields as necessary.

3. Click onthe button.
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Translation - Localization

This application is provided with English text. If you need Localization of the text, dynamically
translate the text making use of the Locale and Translate functions. Property resource files
store the translated text, for distribution with the application.

August 2010 17





Part 8 — Utilities
]

18 August 2010





Part 8 — Utilities

Database Upgrade Utility

Introduction

The Database Upgrade Utility enables automatic updating of the ImproNet Database. The
Utility checks the Database for available Scripts in the directory. Update Scripts are processed
automatically and a status message is displayed. A status message is also displayed if no
scripts are found.

Opening and Using the Database Upgrade Utility

To open the Database Upgrade Utility, proceed as follows:

1. InWindows®, click Start>Programs>ImproNet>Utils>Database Upgrade.
2. Enter the Password.

E The default Password is masterkey.

Logon to database updater... @
Password |
Database idbc:ﬁrebirdsql:lnocalhostfC:nmproNetﬂ)atabase...

OK Cancel

Figure 7 — Database Update Logon
3. Click the OK button.

If no new database scripts are found, the following message displays:

Database status... (=23

® No new database scripts found

OK

Figure 8 — Database Status Screen — No New Database Scripts Found
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If new database scripts are found, a screen similar to the one shown below displays:

pgrade Information

Upgrade Exit

File progress
Total progress | 0

-
4 Database Updater. (o @ |[=
File Help

Main Card Graphics
, o o
Database version |7.44 2.2 3.29
Script version vSCI’iDt Details DISDl?y Here

S

Figure 9 — Database Status Screen — Scripts Found

4. Click the Upgrade button.
5. Inthe Message dialog, click OK.

20
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Firmware Upgrade Utility

Introduction

The Firmware Upgrade Utility lets you perform the following actions:

e Identify Firmware versions of connected Hardware.

e Selection and configuration of the Communications Port.

e You may Ping the connected Hardware (feedback informs you of whether Hardware is
connected and working as specified).

e Perform in-field Firmware Upgrades to connected Hardware.

Opening the Utility

In Windows®, go to Start>All Programs>ImproNet>Utils>Firmware Upgrade.

Display Firmware File Versions (Available on the Software CD)

1. Select the Firmware Upgrade tab.
2. From the Main Menu, select Config>File Versions.

Select and Configure the Communications Port

1. Select the Protocol tab.

ZA Firmware Upgrade
File Config Help

(l Protocol ] Firmware Upgrade System Tools Misc [
i

RS232/USB
TCP[IP
@ UDP
UDP Multi Controller

Host IP 192.1.2.208
Host Port 10002

Local Port 10002

Baud Rate

Figure 10 — Protocol Tab
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2. Select one of the following radio buttons:
— RS232/USB—if you are using an ImproX HI or ImproX RH communications interface
device, select the RS232/USB option and enter the relevant COM Port number.
— TCP/IP—used where your Controller connects by Ethernet.
— UDP—if you want to connect UDP to a single Controller.
— UDP Multi Controller—if you want to connect many UDP devices as specified in the
udpmulti.csv file.
3. Based on your selection made in step 2, complete the following activated fields:
— Host IP—your Controller’s |IP Address.
— Host Port—enter the default Host Port number of 10002.
— Local Port—enter the default Local Port number of 10002.
— Baud Rate—use the default 38 400.
4. Click the &l button.

Firmware Upgrade Procedure

1. Configure the Protocol settings specific to your Controller and installation requirements.
Refer to the section Selecting and Configuring the Communications Port on page 21.
2. Select the Firmware Upgrade tab.
Select the Controller radio button.
4. Select one of the following Upgrade Type options:
— Single Unit—upgrades one unit only.
— All Units (one at a time)—upgrades all units of the specified type, one at a time.
— Advanced—allows selection of a specific Firmware file. We recommend that you do
not use this feature.
5. Enter the Controller LA—the Logical Address of your Controller.

w

If you select the Controller Unit Type, the Controller LA specifies the Controller that will be upgraded.
If another Unit Type is selected, the Controller LA specifies the Controller that the selected unit is
connected to.

6. Click the Upgrade button.

The Force Upgrade button forces an upgrade on a unit that has a newer firmware version than is
available with your current Software Suite. We recommend that you do not use this feature.

The ImproX iTT, iTRT, MDR and MDK allow for Zero Downtime Upgrade Support. During a firmware
upgrade the affected Hardware continues to operate as expected, however for the ImproX MDR and
MDK the LED flickers intermittently while the new file uploads. Once the upgrade is complete, a reset
(about 30 seconds) takes place for the new firmware to load. During this reset, the related Hardware
will not read Tags.

1. Configure the Protocol settings specific to your Controller and installation requirements.
Refer to the section Selecting and Configuring the Communications Port on page 21.

22 August 2010





Part 8 — Utilities

2. Select the Firmware Upgrade tab.

Select the Terminal (or Remote) radio button.

4. Select one of the following Upgrade Type options:
— Single Unit—upgrades one unit only.
— All Units (one at a time)—upgrades all units of the specified type, one at a time.
— Advanced—allows selection of a specific Firmware file. We recommend that you do

not use this feature.

5. Enter the Controller LA—the Logical Address of your Controller. The Controller LA
number specifies the Controller that the selected unit is connected to.

6. Enter the Terminal LA—the Logical Address of the Terminal.

7. Click the Upgrade button.

w

The Force Upgrade button forces an upgrade on a unit that has a newer firmware version than is
available with your current Software Suite. We recommend that you do not use this feature.

Ping Function

Ensure that all hardware is connected and working as specified by using the Ping tool.

1. Select the System Tools tab.
2. Click the Ping button.

File Config Help

[ Protocol I Firmware Upgrade [ System Tools [ Misc \

4 Firmware Upgrade o[ &)=

~Comms Test
FF
No. Of Cycles |1g Test (std)

Unit CLA o1 |o1 Test (Adv)

CONTROLLERS

Fixed Address LA Ver. Status Product Desc
6E00010A 0 7.30 OK 1:EC2 - ImproX EC Squared
Total units: 1

TERMINALS ON CONTROLLER 01

Fixed Address LA Ver. Status Product Desc

00558801 01 3.00 OK 40:i-Twin Remote Terminal

00S3067E 02 718 OK 82:Mft Reader Head Terminal without Keypad
0055B4AA 03 3.00 OK 41:TTR - Twin Antenna Terminal

00558802 08 3.00 OK 40:i-Twin Remote Terminal

Total units: 4

Finished

Figure 11 — Results of a Ping Check
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Miscellaneous Tools

Select the Misc Tools tab.

Change your Controller’s Logical Address as follows:

From the Set Logical Address group, select the Controller radio button.

In the Fixed Address textbox, enter the Controller’s Fixed Address.

In the active Logical Address textbox, enter the new Logical Address for the Controller.
Click the OK button.

A wnhpE

This option clears the Controller’'s memory, including details of all transactions.

After clearing the Controller’s memory, restore the Controller’s functionality by performing a full upload.

Because of the complexities of this feature, we advise that only approved Distributors or Impro
Technical Support Staff use it. Therefore, please contact your Impro Distributor for support.
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Ethernet Configuration Utility

Introduction

The ImproX EC, unlike other Controllers in an ImproNet system, is not connected to the Host
PC via the RS485 Host Bus. Instead, it communicates with the Host PC over a LAN using an
Ethernet protocol.

Prior to V7.4 ImproNet Software, you needed an ImproX EL (or RL) between the Host PC, the LAN or
WAN and the ImproX EC. With the release of V7.4 Software, you use UDP communications direct to
the EC. This means that you no longer need ImproX EL’s (or RL’s). Please note however, this
scenario does NOT support inter-controller communications.

Network

Host PC Ethernet .

=
S

ImproX (RH) ImproX (EL)
Registration Interface Etherlink

ImproX (EC) Ethernet
EConfigUtil_01-300.jpg Advanced Controller

Figure 12 — ImproNet Setup Prior to V7.4 Software

The physical routing for this connection is:

e Host PC to ImproX RH.
e ImproX RH to LAN/WAN via an ImproX EL or ImproX RL to LAN/WAN.
e LAN/WAN to ImproX EC.

There are NO intercontroller communications when using V7.4 Software. This means that
Interleading Zone Routing across Controllers and Actions across Controllers will NOT operate.

The ImproX RH and HI no longer function as a communications interface. Essentially they now
function as a dongle, allowing ImproNet Engine Software to run.
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Host PC

ImproX (RH) Registration Interface

Network

ImproX (EC) Ethernet
EConfigUtil_02-300.jpg Advanced Controller

Figure 13 — ImproNet Setup Using V7.4 Software
The physical routing for this connection is:

e Host PC to ImproX RH.
e LAN/WAN (Ethernet) to ImproX EC.

Communications between the Host PC and the ImproX EC uses Ethernet protocols. The
ImproX EC must be configured for the Ethernet protocol in use on the LAN/WAN, using the
Ethernet Configuration software. The Ethernet security and operational settings for the ImproX
EC are configured in the Ethernet Device Configuration Utility as described in this Chapter.

E Network knowledge is required to set-up ImproX EC. Additionally, some settings such as router
gateway addresses require you to liaise with your local network administrator. Whatever the situation,
ensure that someone with network experience is available during configuration.

ImproX Terminals are connected to the ImproX EC via its Terminal Bus Port.

An ImproX EC will appear in the Access Tree as an ImproX AC Controller. Terminals allocation,
and other Controller settings, are performed in the same way as for an ImproX AC Controller.

Configuration Procedure

The Ethernet Configuration Utility enables you to assign an IP Address to an ImproX EC, and
configure the device for Ethernet operation.

The Utility searches for and displays a list of Ethernet devices on the local subnet. When an
ImproX EC is identified by its unique MAC Address, assign a static IP Address to it. Then
configure the Device for network use, as described in the following paragraphs:
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Proceed as follows to open the Ethernet Device Configuration Utility:

1.

In Windows®, click Start>Programs>ImproNet>Utils>Ethernet Device Configuration

Utility.

File Action Device Help

ImproX Ethernet Devices Found:

IP Address MAC Address Local Port Number Port Password
192.1.3.116 00-20-4A-8D-2C-BC -
192.1.3.106 00-20-4A-81-61-6C F
192.1.2.104 00-20-4A-61-65-4C 2
192.1.2.8 00-20-4A-87-F7-AF ]
192.1.2.140 00-20-4A-87-F7-CD LY
192.1.2.221 00-20-4A-87-76-50

192.1.2.34 00-20-4A-81-D9-CC

Figure 14 — Ethernet Device Configuration Utility Window

In the Action menu, select Search for Devices — Local Subnet Only. Wait for a list of
Devices to be displayed.
Identify the ImproX EC by its MAC Address. Select the Device by clicking it.

IP Address

192.1.3.116

192.1.3.106

MAC Address Local Port Number Port Password

00-20-4A-8D-2C-BC
00-20-4A-81-61-6C

192.1.2.104

00-20-4A-61-65-4C |0

192.1.2.8

00-20-4A-87-F7-AF

Figure 15 — Selected Device

In the menu, select Action>Assign IP Address — Local Subnet Only.

Assign IP Address - Local Subne...

MAC Address (e.g. 00-20-4A-81-61-6C)

|00-20-4A-8D-2C-BC

\

IP Address (decimal dot notation)

[ |

Bz

Figure 16 — Assign IP Address
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5. Enter a valid static IP Address in the IP Address textbox.

If an ImproX EC is not detected in the search and you know its MAC Address, select a blank row on the
table, then on the menu select Action>Assign IP Address. Manually enter the Device’s MAC Address
and IP Address. Note that the Device must be located on the local subnet.

E Do not assign an IP address of 0.0.0.0 unless a DHCP server is present. If a DHCP server is present,

assigning an IP address of 0.0.0.0 will result in the Device receiving a dynamic IP Address.

Ensure that you configure the TCP/IP settings correctly for the ImproX EC’s intended network. If the IP
Address, Default Gateway, Subnet Mask, or Host Bits settings are not exact, the Device can lock-up.

If this happens, physically remove the device from the bus and return it to your dealer for re-

programming. Contact a competent Network Administrator or your regular support channel if you are

unsure of the correct network settings.

When the ImproX EC has an IP Address, you can configure its Ethernet settings as follows:

1. Select the device to configure from the table.
2. Onthe menu, select Device>Device Configuration.

pr

& Configuration Settings

Host MAC Address 00-20-4A-8D-2C-BC
Host IP Address 192.1.3.116
Gateway IP Address 192.1.3.4

Subnet Mask 255,255,255.0

@ Subnet Host bits 8

Change Host IP

Use UDP Broadcast Defaults

Remote Host IP Address 1192.1.3.141

Port Password

UDP Datagram Mode Disabled v
Active Connection None v |
Local Port Number 5003

Remote Port Number 0

Serial Baud Rate 138400 v |

Use UDP Unicast Defaults

Use TCP Master Defaults

Use TCP Slave Defaults (121 System)

[
[
[
[
[

Use TCP Slave Defaults (110 System)

)
J
)
)
)

Update Configuration ][ Cancel ]

Figure 17 — Configuration Settings (Pre V7.4 Software)

E Devices not destined for the local subnet can be temporarily installed on the local subnet for

configuration purposes.
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& Configuration Settings

Host MAC Address

00-20-4A-8D-2C-BC

Change Host IP

Use UDP Broadcast Defaults

Use UDP Unicast Defaults

Host IP Address 192.1.3.116
Gateway IP Address 192.1.3.4
Subnet Mask 255.255.255.0

@ Subnet Host bits 8
Remote Host IP Address | 192.1.3.141
UDP Datagram Mode :Disabled v
Active Connection 'None v
Local Port Number 5003
Remote Port Number 0
Serial Baud Rate 38400 v

Port Password

Use TCP Master Defaults

Use TCP Slave Defaults (121 System)

[
[
[
(
[

Use TCP Slave Defaults (110 System)

)
)
)
)
)

[ Update Configuration H Cancel ]

Figure 18 — Configuration Settings (Using V7.4 and Post Software)

Socket Connections
A Socket connection has two components: an IP Address and a Port Number. Ethernet devices
must share a common Socket connection to communicate with each other. For example:

Pre V7.4 Software:

Using V7.4 Software:

the settings, consult an experienced network administrator.

Device A = an ImproX EL

Device B = an ImproX EC

Device A = PC (Engine) *

Device B = an ImproX EC

* Refer to page 25 for details of the Ethernet Configuration Utility.

The Local Port on Device A equals the Remote Port on Device B and vice versa.

Proceed as follows to configure the ImproX EC network settings:

Part 8 — Utilities

Entering the correct Configuration Settings requires networking knowledge. If you are not familiar with

1. Onthe Configuration Settings window, enter the Gateway IP Address — obtain this from

the network administrator.
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B &

Click one of the following buttons to populate the fields with preset default values:
— Use UDP Broadcast Defaults.

— Use UDP Unicast Defaults.

— Use TCP Master Defaults.

— Use TCP Slave Defaults (121 Defaults).

— Use TCP Slave Defaults (110 Defaults).

If you are using UDP Broadcast Defaults and you change the Gateway IP Address and Subnet Host
Bits values, click the Use UDP Broadcast Defaults again, before clicking Update Configuration.

For UDP Broadcast Defaults, set the Gateway IP Address to 0.0.0.0.

Refer to the Using Defaults section on page 31 for more information.

Enter the Subnet Mask or the Subnet Host Bits. If you are not using TCP Slave Defaults,
enter the Remote Host IP Address.

If the device is destined for a different subnet, refer to the Move Devices to a Different LAN section.

Click Update Configuration to save the changes to the device.

If you need to change a static IP Address, click the Change Host IP button. The IP Address field
toggles to an editable field. Note that you cannot change a Dynamic IP Address as the DHCP server
allocates it automatically.

Change the Local Port Number and Remote Port Number if required. We recommend that you only
change the Serial Baud Rate if the device has explicit instructions to use a different value.

Specify a Port Password for additional security. However, ensure you keep a record of the password
for future use.

Changes to the ImproX EC configuration settings can be saved to a file for later re-use. Saving
settings to a file is essential if you plan to move Devices to a different subnet, as a search will
not automatically detect it in it’s new location. After you have clicked Update Configuration,
proceed as follows to save settings for the currently selected device:

1. Onthe menu, select File>Save IP Address.
2. Browse to a suitable location and enter a File Name.
3. Click Open. The settings are saved to a file.

30
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If you move an ImproX EC to a new location, you can import its previously configured settings
from afile. To do so, proceed as follows:

Select the ImproX EC in the table.

On the menu, select File>Import IP Address.

Browse to the saved file and click it.

Click Open. The settings from the file are imported to the selected device.

e NS =

Before moving an ImproX EC across a WAN or to a different LAN, change it's Host IP address,
Gateway IP Address and Subnet Host Bits to suit its new network. Save the new settings to a
file. To access the device in the future, import the file to obtain the saved IP address details.

. If you change the Subnet Mask, the device will only function again after it has been moved to the new
subnet.

Clicking one of the default buttons adds default values to the configurable fields. However, you
are still required to enter values into other fields.

This section provides brief instructions for using the default values. For best results, we
strongly advise consulting an experienced network administrator.

e UDP Broadcast—this facility is simple and quick to use. However, it only works on a LAN.
When using this mode, set the Gateway IP Address to 0.0.0.0. Broadcast is a one-to-many
transmission.

e UDP Unicast—this is ideal for using over a WAN or when the local network is congested.
Unicast is a one-to-one transmission.

e TCP Master—this is the default setting for a TCP/IP setup. Recommended when
connection between units needs to be guaranteed. Note that TCP/IP requires more
resources than UDP.

The XPort security features on the ImproX EC secures the Controller from unauthorized
tampering via TCP/IP over the Internet. To setup the XPort security features you need to
configure its Telnet settings.

Telnet Settings
Securing the ImproX EC’s Telnet settings is required to prevent unauthorized access via Telnet
or UDP to the dedicated ports. Only undertake Setup across a secure network.

You must Apply this level of security only after configuring the Controller for TCP/IP. This is because
enabling Telnet security prevents the Ethernet Device Configuration Utility from accessing the
Controller.
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If you need to change the Port Password, temporarily disable the Telnet settings so that you can use

the Ethernet Device Configuration Utility again.

UDP Security Configuration
To configure UDP security, proceed as follows:

o gk wn

In Windows®, open the Control Panel>Programs and Features.

Under Tasks, select Turn Windows Features On or Off.
Select the Telnet Client checkbox.

Click the OK button.

In Windows®, open Accessories>Run.

Enter cmd in the Open textbox.

=7 Run

OK ’ Cancel |  Browse...

=T, Type the name of a proegram, folder, document, or Internet

v

resource, and Windows will open it for you.
Cpen: CIMa
€ This task will be created with administrative privileges.

=1

Figure 19 — Run Window

7. Atthe prompt, enter telnet followed by a space and the IP Address of the selected
Controller, followed by another space and 9999.For example, if the IP Address of the

ImproX EC is 192.1.3.108, enter the following: telnet 192.1.3.108 9999

Administrator: C:\Windows\system32\cmd.exe

Microsoft Windows [Uersion 6.0.60001]
Copyright {(c> 28086 Microsoft Corporation. All rights reserved.

C:\>telnet 192.1.3.116 9999_

Figure 20 — Command Prompt

Press Enter.

Administrator: C:\Windows\system32\cmd.exe

MAC address ©B284A8D2CBC
Software version U6.1.0.8 <(851122)> XPTEXE

Press Enter for Setup Mode

Figure 21 — MAC Address Displayed
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9. Press Enter again to enter Setup Mode.

10. Enter O to select the Server Configuration option.

11. Press Enter for each prompt until the prompt Change Telnet Password is displayed.
12. Enter Y.

13. Enter a 4-character Password when requested.

Make a note of this Password. It is required for future Telnet access.

14. Enter 6 to the select Security option.
15. Enter Y to disable all options except for the following:
— Disable Telnet Setup <N>—Enter N.
— Enable Enhanced Password <Y>—Enter Y to use a 16 character Password instead of
the default 4 character Password previously selected.
— Change the Password <Y>—Enter Y.
— Enter Password—Enter a new Password, a maximum of 16 characters long.

Make a note of this Password. It is required for future Telnet access.

16. Select 9 to save and exit Telnet.

G To view the settings without saving, select option 8.

The Telnet security feature prevents access to the Controller without a Password. Similarly, you
cannot access the Controller via an Internet browser using the IP Address as the URL.

This is because Telnet security settings disable the XPort Web Server. Therefore, the Controller
web page is unavailable. However, you can access the Controller on a network via a TCP/IP
connection through the built-in serial port with a valid port password.

1. InWindows®, click Start>Run.

Enter cmd in the Open textbox.

3. Entertelnet and the IP Address of the selected Controller, followed by a space and 9999.
For example, if the IP Address of the ImproX EC is 192.1.3.108, enter the following
command: telnet 192.1.3.108 9999

4. Press Enter and wait for the password prompt.

5. Enter the Enhanced Password previously assigned to the unit. The Setup menu is
displayed.

6. Enter 6 to select the Security option.

7. Configure the following settings as indicated:

— Disable SNMP <Y>—Enter Y.

— Disable Telnet Setup <N>—Enter N.

— Disable TFTP Firmware Update <Y>—Enter Y.
— Disable Port 77FEh <Y>—Enter N.

— Disable Web Server <Y>—Enter Y.

N
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— Disable ECHO ports <Y>—Enter Y.

— Enable Enhanced Password <Y>—Enter Y.
— Change the Password <N>—Enter N.

— Disable Port 77FOH <Y>—Enter N.

8. Enter 9 to Save and exit Telnet.

Some common problems and their solutions are listed here.

Problem:  TCP/IP connection to the XPort serial port fails.
Solution: Ensure that the ECHO ports option is disabled.

Problem:  Ethernet Configuration Utility / Search fails to find the unit.
Solution: Ensure that Port 77FEH and Port 77F0H are enabled.

Problem:  Device Timeout — Please try again error message is displayed.
Solution: Ensure your Subnet Mask is correct.

This section provides some basic definitions and examples of network terminology. Itis
intended as a guide only. To fully understand the Etherlink Software, we recommend formal
training in networking.

Network IP Addresses

An IP Address is unique number used to identify a device on a network. The Address is written
in a so-called dot-decimal notation and consists of four number (octets) separated by dots, for
example: 125.255.255.1. Each octet can have decimal values up to 255 (8 bits).

The first octet of each IP Address represents the network number. The remaining numbers —
represented by an x - refer to specific computers or hosts. The value of the first octet
determines the type of network class as follows:

e Class A: 0.x.x.xto 126.x.X.X
e Class B: 128.0.x.x to 191.255.x.X
e Class C: 192.0.0.x to 223.255.255.x

Class A networks reserve only the first octet for network addresses. The remaining three octets
are for different host addresses. This means that a Class A network can support up to 127
networks and up to 16 777 216 (8 bit x 8 bit x 8 bit) host computers.

Class B networks reserve the first and second octets for network addresses. Octets three and
four are used for host addresses.

Class C networks reserve the first, second, and third octets for network addresses. Only the
last octet is available for host addresses.
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G IP Addresses that have a 127 value for the first octet are reserved for local host communication. A
local host is the currently used computer.

Creating a Subnet

Creating a subnet on an IP network enables you to create several smaller networks from a
single large network. Subnetting is used when several LANs are linked together via a router to
form a WAN. You can create a subnet by defining a Subnet Mask.

Subnet Masks

A Subnet Mask filters out unwanted data from other subnets. All hosts on the same subnet or
network segment must have the same Subnet Mask to communicate with each other. The
following table shows the default Subnet Masks for each class of network. Note the location of
the subnet octet for each network class.

Class From IP To IP Subnet Mask Host Bits
A 0.X.X.X 126.X.X.X 255.0.0.0 24

B 128.0.x.x 191.255.x.x 255.255.0.0 16

C 192.0.0.x 223.255.255.x 255.255.255.0 8

Class From IP

A 255.0.0.0

B 255.255.0.0

C 255.255.255.0

Table 5 — Default Subnet Masks for Each Class of Network

The subnet mask octet can be any of the following values: 255, 254, 252, 248, 240, 224, 192, 128, or 0.

Subnet Examples:

Host Address Subnet Mask Network Address
10.1.4.8 255.0.0.0 10.0.0.0
114.2.4.6 255.255.0.0 114.2.0.0
192.1.3.156 255.255.255.0 192.1.3.0

Table 6 — Subnet Examples

Use a lookup table to obtain the corresponding Subnet Mask.

For further details refer to www.subnetonline.com.
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A Practical Example of the ImproX EC’s Configuration Procedure

This practical example lays out the procedure for setting up a UDP Site, using ImproX EC’s and
UDP Multi Drivers.

Configure the ImproX EC’s to communicate with the Engine PC.

Assign the IP Address.

If communicating across a WAN, assign the Gateway IP Address.

PC IP Address:
Subnet Range:
Controller IP Address:

rpwidPE

192.1.3.141
255.255.254.0
192.1.2.3

Plug the ImproX EC into the Network.
Assign the IP Addresses (see the section titled Assign the IP Address

on page 27).

Configure the Controller (see the section titled Configure the Device on page 28).

P

& Configuration Settings

Change Host IP ]

(=)

Use UDP Broadcast Defaults

Host MAC Address 00-20-4A-8A-2F-FA
Host IP Address 192123
New Host IP Address 0.0.0.0
Gateway IP Address 0.0.0.0
*) Subnet Mask 255.255.254.0

@ Subnet Host bits 9
Remote Host IP Address | 192.1.3.141
UDP Datagram Mode :Enabled v
Active Connection :None v
Local Port Number 5004
Remote Port Number 5004
Serial Baud Rate 138400 v

Port Password

Use UDP Unicast Defaults

Use TCP Master Defaults

Use TCP Slave Defaults (121 System)

[
[
[
|
[
[

Use TCP Slave Defaults (110 System)

|
)
]
]
]

[ Update Configuration ][ Cancel ]

-

Figure 22 — Configuration Settings (Pre V7.4 Software)
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P

& Configuration Settings

-~

(=)

Host MAC Address 00-20-4A-8A-2F-FA

Host IP Address 192123

New Host IP Address Vv.0.0.C [ Change Host IP ]

Gateway IP Address 0.0.0.0 [ Use UDP Broadcast Defaults ]

") Subnet Mask 255.255.254 0 [ Use UDP Unicast Defaults ]

@ Subnet Host bits 9 [ Use TCP Master Defaults ]

Remote Host IP Address [192.1.3.141 [ Use TCP Slave Defaults (121 System) ]

UDP Datagram Mode :End)led v [ Use TCP Slave Defaults (110 System) ]

Active Connection :None v

Local Port Number 5004

Remote Port Number 5004

Serial Baud Rate 138400 v

Port Password

Update Configuration ][ Cancel

Figure 23 — Configuration Settings (Using V7.4 and Post Software)

Firmware Upgrade Utility

In Windows®, click Start>Programs>ImproNet>Utils>Firmware Upgrade.
From the Menu Bar, select the Config>Protocol.

In the Protocol Settings dialog, select the UDP radio button.

In the Host IP field, enter the Controllers IP Address (in this instance 192.1.2.3).
Enter the Host Port and Local Port numbers (in this instance 5004).

Click the OK button.

Click on the System Tools tab.

Click on the Ping button.

© N ok wDdhPE

After the Ping, you will see the Fixed Address for the Controller. Follow these steps for each
Controller, ensuring that you change the Host IP for each Controller.

1. InWindows®, click Start>Programs>ImproNet>Utils>Manual Auto ID.
2. Enter your Username and Password.

The default username is SYSDBA. The default password is masterkey.

3. Click the button.
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In the Main Pane, from the Site SLA drop-down list, select the Site.

Select the Controller checkbox.

From the Unit Type drop-down list, select AC from the drop-down list.

In the Fixed Address (hex) textbox, enter the Controller’s Fixed Address (in this instance
we used 0051E97F).

In the Controller LA (hex) textbox, enter the Controller’s Logical Address.

9. Click onthe button.

N o gk

©

These details only update on re-opening of the Access Module.

Access (Site)

In Windows®, click Start>Programs>ImproNet>Access.

In the Navigator Pane, select the Site icon from the hierarchical tree.
At the bottom of the Main Pane, select the UDP Comms checkbox.
Click on the &l button.

Select the Site icon, again, from the hierarchical tree.

Press the F5 key on your keyboard, the Site information refreshes.

© gk b

You will notice that an IP Mapping icon now appears in the Navigator Pane on the hierarchical tree
menu.

Access (Host)
1. Inthe Navigator Pane, select the icon from the hierarchical tree.
2. Select each Controller individually.
3. In each Controllers Main Pane:
— inthe IP Address field, type in the Controllers IP Address details.
— inthe HW Port field, type in the Controllers Port Number.
— click on the button..

Access (IP Mapping)
1. Inthe Navigator Pane, select the £9 icon from the hierarchical tree.
2. Click on the (¥l button.

Afile is exported that the Engine will use to communicate with the Controllers.

Engine

In Windows®, click Start>Programs>ImproNet>Engine.

From the Menu Bar, select Configuration>Engine Properties.
Select the UDP Comms checkbox.

Click the button.

Close Engine.

In Windows®, click Start>Programs>ImproNet>Engine.

Click the Auto-ID button.

No abkowdr

From there the setup of dragging and dropping is the same.
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Discovery Utility

Controller and Terminal Configuration

The Discovery Utility allows the following actions:

e Detection of Controllers (System Controllers) on the network.
o Detection of Terminals (Door Controllers) on the network.

e Configuration of network address settings.

e Configuration of the Controller’s settings.

e Configuration of the Terminal's settings.

We recommend you carry out configuration using the following sequence:
1. View the Controllers and Terminals on the Network.

Confirm or change the IP Address and set the Address to static.
3. Change the default password to a suitable password for your site.

N

Ensure that you keep the same password across all Controllers.

4. Group each Controller with the Terminal it should control.

5. Query the Logical Address of all the Controllers for your site.

6. Change the Logical Address of the Controllers as needed, thus ensuring that each
Controller has a unique Address.

E Do not change the Logical Addresses after importing them into ImproNet.

7. Configure each Controller and its grouped Terminals. That is, select the required memory
size and port number. Ensure that all the Controllers and Terminals have the same
configuration. (This step is optional - default settings should do for most sites).

8. Select all the Controllers and Terminals for your site and export their settings to a file.

9. Check the file exists and contains the data for import into ImproNet.

In Windows®, go to Start>Programs>ImproNet>Utils>Ethernet Discovery Utility.
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~

s Discovery Utility =2 |0 @
File View Configuration Help

_Devices det
M

o

Search Local Subnet

AdancedlocalSearch IP Address Static  Product Version LA

Search IP

Configure IP
Set GSM Modem Configuration

Figure 24: Discovery Utility — Action Menu

To view all the Controllers and Terminals on the local subnet:

© No o

On the menu bar, go to Action>Search Local Subnet.

If the Discovery Utility fails to find any Devices, at the Device Not Found dialog, click the
OK button.

On the menu bar, go to Action>Advanced Local Search.

By selecting Advanced Local Search, you may:

1. select the correct Network Interface (only displayed where more than one exists) and
2. enter the correct Subnet Mask.

If the search returns Controller or Terminal details, then the Discovery Utility (while running) retains the
Network Interface and Subnet Mask information captured, for further searches. You may however, use
the Advanced Local Search feature again during the session for further searches using different search
criteria.

At the Select Network Interface dialog, select the relevant Network Interface, if more
than one displays.

Click the &4 button.

In the Enter Subnet Mask dialog, enter the Subnet Mask for your network.

Click the &4 button.

Wait for the Controllers and Terminals to display.

On display of the Controllers and Terminals, the following icons appear: the & icon represents
unlinked Controllers. The & icon represents Terminals and the &% icon represents
Controllers with linked Terminals. On expanding the Controller tree, the B3 ¥ icon displays, with
the linked Terminals displaying below.

bd

Sort the information displayed in either ascending or descending order by selecting the column header.
The arrow displayed in the column header indicates whether sorting is ascending or descending, and
the column on which the sort took place.

40
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To view a specific Controller or Terminal:

1. Onthe menu bar, go to Action>Search IP.

2. Inthe Enter IP Address dialog, enter the IP Address of the Controller or Terminal you’re
searching for.

3. Click on the &4 button.

4. Wait for the Controller or Terminal to display.

The purpose of the group name is for grouping Controllers with their dependent IP Terminals.
On display of the Controllers and Terminals, the following icons appear: the o icon represents
unlinked Controllers. The & icon represents Terminals and the &> icon represents
Controllers with linked Terminals. On expanding the Controller tree, the 55 ¥ icon displays, with
the linked Terminals displaying below. Group Controllers and Terminals as follows:

Creating a Group for a Controller and its Terminals

It is unnecessary to give a group name to a Controller if it has no IP Terminals.

1. Select the Controller and the Terminals it should control.
2.  Onthe menu bar, go to Configuration>Add to Group.

G Alternatively, right-click and select Add to Group from the pop-up menu.

3. Inthe Enter Group Name dialog, enter a suitable group name.

4. Logon if requested (see page 41). A password is required for each Controller and Terminal
being added to the Group.

5. Click the &4 button.

Adding Terminals to Existing Controller Groups
1. Select the Terminal(s) to be added to the Group.

2.  Onthe menu bar, go to Configuration>Add to Group.

G Alternatively, right-click and select Add to Group from the pop-up menu.

3. Inthe Select the Group Name dialog, double-click on your chosen group name row.
4. Logon if requested (see page 41).
5. Click the &4 button.

Accessing certain menu choices, listed on the Action and Configuration menus, needs a secure
logon. These choices include:

e Configure IP
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e Set Configuration

e Clear Memory

e Change Password

e Add To Group

e Remove From Group

A secure logon activates after about 12 seconds.

You will remain logged on to the selected Controller or Terminal until you select another
Controller or Terminal and choose a menu alternative needing a logon.

You will also lose connection to the current Controller or Terminal after changing the IP Address,

clearing the memory or changing the configuration.

Secure Logon Dialog

~ ™

w Device Password [
ECII_Excel

Enter password for device to be accessed

el o

Figure 25: Device Password Dialog

1. Inthe Device Password dialog, enter your password.
The Controller’s default password is impro and the Terminal’s default password is masterkey. For
improved security we recommend that you change these passwords, to a string of not more than 16

characters each.

2. Click on the & button.

If you do not know your Configuration Settings, contact your Network Administrator.

If a DHCP server is present, IP Addresses can be dynamically assigned. If there is no DHCP server,
obtain a suitable IP Address from your Network Administrator. A static IP Address is preferred for the
Controller or Terminal.

Configure a Controller or Terminal’s IP Address settings as follows:

1. Inthe Discovery Utility window, select the Controller or Terminal for configuration.
2. On the menu bar, go to Action>Configure IP.
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1~
w Configuration Settings

Device MAC Address 00-1A-6E-00-01-0A

Device IP Address 192.1.2.208
Gateway IP Address 192.1.3.2
@ Subnet Mask 255,255.252.0
Subnet Host bits
Device Name ECII_Excel
Product Name ecii

Device Discovery Version 1.16

|| Force Update Update ] [ Cancel

&S

(V] Static
(V] Static

(V] Static

Figure 26: Configuration Settings Dialog

4. Assign the Controller or Terminal to EITHER a local or non-local Subnet as follows:

Assign the Controller or Terminal to a Local Subnet

L || fyouassign an invalid IP Address, the Controller or Terminal may no longer be able to

for more information).

In the Device IP Address textbox, enter a Device IP Address.
Tick the checkbox to set the IP Address to static.

Tick the checkbox to set the Gateway IP Address to static.

a s~ DR

Subnet Mask

1. Select the Subnet Mask radio button.

2. Inthe textbox, alongside, enter the Subnet’s Address.
3. Tick the checkbox to set the Subnet Mask to static.

Subnet Host Bits
1. Select the Subnet Host Bits radio button.

2. Enter the number of bits in the textbox.

6. Enter a Device Name.

In the Gateway IP Address textbox, enter a Gateway IP Address.

communicate. In this case restore factory defaults (Refer to the Hardware Installation Manual

Continue with ONE of the procedures (Subnet Mask or Subnet Host Bits) below:
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8.

Use the same site prefix to name devices belonging to the same site. Example: “Site 1 — Factory”,
“Site 1 — Testing”.

Ensure the Force Update checkbox is UNCHECKED.

If the Force Update checkbox remains UNCHECKED, the Controller or Terminal tries to change
the IP address and test communication on the new address. If successful, the update becomes
final; otherwise, the Controller or Terminal reverts to its old settings.

Changes to the IP Configuration result in the Controller or Terminal rebooting on acceptance of
the change. The Configuration Settings dialog remains open during this time, allowing the
Controller or Terminal to reboot. On closure of the Configuration Settings dialog, the Discovery
Application again searches for the Controller or Terminal and if successful, displays the
updated Controller or Terminal details.

Click the Update button.

Assign the Controller or Terminal to a Non-local Subnet

koo

Only perform this action if you want to assign the Controller or Terminal to a non-local subnet.
After performing the step, the Discovery Utility will NOT detect the Controller or Terminal on the
local subnet. Therefore ensure that you assign the Logical Address BEFORE changing the IP
Address. Finally physically move the Controller or Terminal to the required location.

To change an IP Address to an IP Address outside the local subnet, continue as follows:

© N Ok wwNPRE

n

In the Device IP Address textbox, enter a Device IP Address.

Tick the checkbox to set the IP Address to static.

In the Gateway IP Address textbox, enter a Gateway IP Address.

Tick the checkbox to set the Gateway IP Address to static.

Select the Subnet Mask radio button.

In the textbox, alongside, enter the Subnet’s Address.

Tick the checkbox to set the Subnet Mask to static.

Tick the Force Update checkbox (the Controller or Terminal adopts the new settings
regardless).

Click the Update button.

After installing the Controller or Terminal in its new location, you can find it using the Action>Search
IP menu option.

On the menu bar, go to Configuration>Change Password.

Logon if requested (see page 41).

In the Enter New Device Password dialog, in the Enter New Password textbox enter a
new password for the selected Controller or Terminal.

Your new password must not exceed 16 characters.
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4. Inthe Confirm New Password textbox re-enter your chosen password.
5. Click on the & button.

fe- ™

= Discovery Utility [o]l@ =)
File View Action Help

_Devices detected on Query LA

MAC Addre - IP Address Static  Product Version LA
Configure LA
Set Configuration
Clear Memory

Change Password

Add To Group

Remove From Group

Figure 27: Discovery Utility — Configuration Menu

Display the Logical Addresses for the selected Controllers or Terminals in the LA column of the
Utility.

1. Inthe Discovery Utility, select the Controllers or Terminals you are querying.

Q To select more than one Controller or Terminal, hold down the CTRL key and left-click additional
Controllers.

2. Onthe menu bar, go to Configuration>Query LA.

A new Controller or Terminal has the default Logical Address FF. To assign a new Logical
Address:

L || After making changes to the Controller or Terminal’s Logical Address, ensure that you export

o the configuration file, for import into ImproNet Engine.

1. Inthe Discovery Utility, select the Controllers or Terminals to be configured.

ﬂ To select more than one Controller or Terminal, hold down the CTRL key and left-click additional
Controllers or Terminals.

On the menu bar, go to Configuration>Configure LA.

Type the new hexadecimal Logical Address in the textbox.
Click the &4 button to confirm.

Repeat steps 3 and 4 for each selected Controller or Terminal.

o~ wDN

The same Logical Address should not be used more than once per Site. To prevent this, select all the
Controllers and Terminals on a Site. Go to Configuration>Query LA. The Logical Addresses display
in the LA column on the right-hand side of the table. Ensure that the Logical Address is not repeated.
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m All Controllers on the same site MUST have the same Memory Size Configuration.

E After making changes to one or more Controller or Terminal’s Configuration Settings, ensure
that you export the configuration file for import into ImproNet Engine.

This ADVANCED configuration option lets you view or configure the Port Number and or
Memory Size of the Controller or Terminal. Carry out configuration as follows:

Select the Controller or Terminal for configuration.

On the menu bar, go to Configuration>Set Configuration.

Logon if requested (see page 41).

In the Engine Listener Port textbox, change the Port Number (Controller listens to

Engine on this Port). The default Port Number is 10002. Only change the default Port

Number, if it clashes with other devices or services on your network.

5. Inthe Terminal Listener Port textbox, change the Port Number (Controller listens to
Terminals on this Port). The default Port Number is 10008. Again, only change the default
Port Number, if it clashes with other devices or services on your network.

6. If necessary when setting the Configuration for a Controller, in the Memory Size textbox,

change the Memory Size Configuration. The default Memory Size Configuration is

100 000 Tags and 1 000 000 Transactions.

P wnhpRE

E Enable Safe IP only AFTER configuring and setting up the whole system. Once you set Safe IP
you can only change or query the Logical Address using the Discovery Utility on the Engine PC.

~

Select the Safe IP check-box.

8. The Group Name textbox displays the group name for the selected Controller. (For
information on setting up this group name, see page 41).

9. Click the & button to confirm.

10. Wait while the Controller re-boots (about 15 seconds).

Controller and Terminal configuration information is made available to ImproNet Modules as
follows:

1. Select the Controller(s) to be added to the Site. Only necessary to select the Controller(s)
as the grouped Terminal(s) automatically export with their grouped Controller.

2. On the menu bar, go to File>Export IP Config.

In the Save dialog, enter a file name.

4. Click on the Save button.

w

Make a note of the Configuration File’s file name and location, as you must import this file when you
configure ImproNet Engine. We recommend that you save the file in your ImproNet folder (default file
name discovery.txt). We recommend that you give the file a site suffix so that it is associated with
the correct site (for example: “Discovery - site 1.txt”).
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Import a previous version Configuration File into the Discovery Utility and add the information to
the existing table.

1. Onthe menu bar, go to File>Import IP Config.
2. Inthe Open dialog, select the file.
3. Click on the Open button.

Clear the Controller or Terminal’s Memory
This feature lets you clear the Controller or Terminal’s memory (used for storing the Database -
that is the Tags, Transactions, Terminal Tables, Actions, Time Patterns and so on).

Only use this feature in consultation with Impro’s Support personnel.

1. Select the Controller or Terminal for configuration.
2.  On the menu bar, go to Action>Clear Memory.

3. Logon if requested (see page 41).

4. Click the &4 button.

Safe IP

Enable Safe IP only AFTER configuring and setting up the whole system. Once you set Safe IP
you can only change or query the Logical Address using the Discovery Utility on the Engine PC.

Safe IP is part of the configuration and is only accessible with a Secure Shell (SSH) Logon and
the Controller or Terminal password. Setting Safe IP is accessible from ANY PC on the network

E &

using Discovery, provided the password is known. Therefore ensure that you change the
password from the default password, as soon as you have fully configured the Controller or
Terminal.

The Safe IP feature enhances the security of your site installation. It is part of the configuration
protected by a Secure Shell (SSH) Logon with the Controller or Terminal password. The Secure
Shell (SSH) sets up an encrypted communication channel to the Controller or Terminal.

Once you have checked the Safe IP checkbox, The Controller or Terminal only responds to
communication from devices in the IP Mapping Table uploaded by ImproNet Engine. This
means that other PCs on the network cannot access the Controller to change or query the
Controller’s Logical Address or Port number. Safe IP on a Terminal defines which Controller can
send commands to the Terminal.

Set the Safe IP as follows:

Select the Controller or Terminal for configuration.

On the menu bar, go to Configuration>Set Configuration.
Logon if requested (see page 41).

In the Set Configuration dialog, click the Safe IP checkbox.
Click the &4 button to confirm.

Wait while the Controller or Terminal re-boots (about 15 seconds).

o gk wdhE
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Set GSM Modem Configuration
This feature lets a Controller send and respond to received SMS messages when trigger events
occur. Set the GSM Modem Configuration as follows:

1.
2.
3.

Select the Controller for configuration.
On the menu bar, go to Action>Set GSM Modem Configuration.
Logon if requested (see page 41).

w Set GSM Modem Configuration (5]

Device {dev/ttylUSBO R

SMS Action Password

Optional PIN (For SIM card) 0
Delay Interval (s) S

Maximum Number of Pending Outgoing Messages 10
Initialisation String

AT+CPMS="5M","SM","SM"

( )
M 2]
[ ——

Figure 28: Set GSM Modem Configuration Dialog

In the Set GSM Modem Configuration dialog, configure the following:

— Device—select /dev/ttyACMO recommended for the Falcom Samba 75 Modem.

— SMS Action Password—set this password for use when sending SMS messages.
This password prevents unauthorized applications from using the GSM service.

— Optional PIN (for SIM card)—enter your SIM card’s PIN if using one.

— Delay Interval—the interval in seconds between checking for SMS messages. Change
this setting only to ensure the best possible operation.

— Maximum Number of Pending Outgoing Messages—this setting limits the buffer in
case an event repeatedly creates false messages. Change this setting only to ensure
the best possible operation.

— Initialisation String—depends on the Modem used. Select
AT+CPMS="SM”,”SM”,”SM” recommended for the Falcom Samba 75 Modem.

Click the & button to confirm.

48

August 2010





Part 8 — Utilities

Configure ImproNet Engine

Configure ImproNet Engine as follows:

Using the Discovery Utility, ensure that you assign a Logical Address to each Controller and Terminal.
Failure to do so results in the Import function failing for those units without Logical Addresses.

Import the Configuration File as follows:

In Windows®, go to Start>Programs>ImproNet>Engine.

On the menu bar click Configuration>Import Devices. o

Type in the location of the Discovery Configuration File OR click -] to browse for the file.
Click the button.

Click Yes to confirm.

a s PRE

Activate the UDP communication option in ImproNet Engine as follows:

1. Onthe menu bar, click Configuration>Engine Properties.
2. Tick the UDP comms option.
3. Click the button to confirm.

A Practical Example of the ImproX EC'"’s Configuration Procedure

This practical example lays out the procedure for setting up a UDP Site, using ImproX EC'"s
and UDP Multi Drivers.

Subnet Range: 255.255.252.0
Controller IP Address: 192.1.2.94
Controller MAC Address: 00-1A-6E-00-01-0A

1. Plug the Controller into the Network.
If the network’s DHCP enabled, the Controller asks for an IP Address from the DHCP Server.
2. In Windows®, go to Start>Programs>ImproNet>Utils>Ethernet Discovery Utility.

IP Address Configuration

1. Onthe menu bar, go to Action>Search Local Subnet.

2. If the Discovery Application fails to find any Devices, at the Device Not Found dialog, click
the OK button.

3. On the menu bar, go to Action>Advanced Local Search.
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4. Atthe Select Network Interface dialog, select the relevant Network Interface, if more than
one displays.

Click the OK button.

In the Input dialog, in the textbox, enter the Subnet Mask for your network.

Click the OK button.

Wait for the Controllers and or Terminals to display.

From the records displayed in the Discovery Utility, double-click on the Controller, you need
to setup.

10. Logon if requested (see page 41).

© o N u

w Configuration Settings (=)
Device MAC Address 00-1A-6E-00-01-0A
Device IP Address 192.1.2.208] /| Static
Gateway IP Address 192.1.3.2 V| Static
@ Subnet Mask 255.,255.252.0 || Static
Subnet Host bits
Device Name ECII_Excel_01
Product Name ecii
Device Discovery Version 1.16
|| Force Update [ Update ] [ Cancel ]

Figure 29 — Discovery Utility — Configuration Settings

E We advise that you set the Controller’s IP Address to Static. This ensures that if the Controller’s IP
Address expires on the network, and the DHCP Server assigns a new IP Address, the Engine will NOT
lose connectivity to the Controller.

Logical Address Configuration

g ~

s Assign Logical Address to Device (=3

Fixed Address 6E00010A

Logical Address (Hexadecimal) |31

a2

Figure 30 — Assign Logical Address to Device Dialog

1. On the menu bar, go to Configuration>Configure LA.

2. Inthe Logical Address textbox, type in the Controllers (hexadecimal) Logical Address.
3. Click on the & button.

Please note that the Logical Address is in Hexadecimal Format, that is, numbers 01 to 09 are the
same as Decimal Format. Higher numbers, that is 10 upwards, appear as follows: 10 as OA, 11 as 0B
and 12 as 0C and so on.
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When configuring multiple Controllers, hold down the CTRL key on your keyboard and select the
Controllers you need with the mouse.

Create a Group for the Controller and its Terminals

There is no need to give a group name to a Controller if it has no IPTerminals.

1. Select the Controller and the Terminal’s it should control.
2. Onthe menu bar, go to Configuration>Add to Group.

G Alternatively, right-click and select Add to Group from the pop-up menu.

3. Inthe Enter Group Name dialog, enter a suitable group name.

4. Logon if requested (see page 41). A password is required for each Controller and Terminal
being added to the Group.

5. Click the & button.

Export the IP Configuration File
1. Onthe menu bar, go to File>Export IPConfig.
2. Inthe Save dialog, click the Save button.

The Export IPConfig menu option saves the Discovery.txt file to the ImproNet root directory by
default.

Configuration of the Engine
1. InWindows®, go to Start>Programs>ImproNet>Engine.
2. Onthe menu bar click Configuration>Import Devices.

4 Import Devices (=3
Site 01000000 v
File C:limproNet/Discovery.txt J

Figure 31 — Import Devices Dialog

In the Import ECII dialog, in the File textbox, browse for the Discovery.txt file.
Click the 2 button.
Click Yes to confirm.
In Engine, on the main menu, click on Configuration>Engine Properties.

[

o 0k w
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Replacing an ImproX AC or EC with an ImproX EC"

A Engine Properties

Database Type Ilnterbase
Database Driver Iorg.ﬁrebirdsql.jdbc.FBDriver
Database URL Iocalhost:C::‘lmproNet/DatabaseAMPRONET.FDB“E
E.g. jdbc:interbase: /JACCESS_CNTRLIC:/...
Encoding Key ic ctvoe | w|
Database Encoding IUNICODE ... | w |
Logging Mode “No Loaaina
[_] Auto Start on Startup Auto Start Delay (ms) I
WebServer on Start Inactivity Timeout (ms) [1 200000

] Suspend Unused Tags Inactivity Period (days)

[_] Full Upload on First Pass Redirect To File

SYSDBA Password (sesscssss ]

Web Server User [ |

Weh Server Password [ |

M X

[] Delete expired tags Validation on Start UDP comms

Site (SLA) |01000000 |(E.9. 01000000)

Figure 32 — Engine Properties Dialog

7. Inthe Engine Properties dialog, select the UDP Comms checkbox.

Click on the button.
9. Click the Auto-ID button.
10. Click the Yes button.

©

The Engine then connects to the Controllers, performing the Auto-ID as normal.

Action this procedure by first making a selection from either of the choices listed below:

1. Pre ImproNet V7.60, or
2. ImproNet V7.60 or LATER.

After completing these steps, continue with the steps listed under ImproNet VV7.60 or EARLIER.
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Pre ImproNet V7.60 use the following procedure when replacing an ImproX AC or EC with an
ImproX EC":

Modify the Unit Type
Start the IBConsole Software
In Windows®, go to Start>Programs>ImproNet>Utils>IBConsole.

Login to the InterBase Server

1. From the Hierarchical Tree, select your InterBase Server.

2. From the Server drop-down menu, select the Login choice.

3. Inthe Server Login dialog, enter the Username and Password.

The default username is SYSDBA. The default password is masterkey.
ﬂ Refer to page 77 for details on the IBConsole Utility setup requirements.

4. Click the Login button.

Connect to the Database
1. From the Hierarchical Tree, select your Database file (for example impronet.fdb)
2. From the Database drop-down menu, select the Connect choice.

Run the Database Script

1. From the Hierarchical Tree, click on the impronet.fdb file.
2. On the toolbar, click on the & button.

3. Capture the script details highlighted in Figure 33.

-
Gj] Interactive SQL ’E”E]@
File Edit Query Database Transactions Windows Help
%~ B [ LW Y
update CONTROLLER set UT TYPENC = 1 where UT TYPENC = 28;
update TERMINAL set UT_TYPENC = 1 where UT TYPENOC = 28;
commit B B

Figure 33 — Interactive SQL Dialog

4. On the toolbar, click on the # button.

Using ImproNet V7.60 or later, use the following procedure when replacing an ImproX AC or
EC with an ImproX EC":

Keep ImproNet Engine running when you replace the Controller using the Access Module.
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w N e

Controller Configuration

© N o oA

Remove the old AC or EC Controller from the Controller bus.
Connect the new EC'" Controller to the Controller bus.
In Windows®, click Start>Programs>ImproNet>Access.

In the Navigator Pane, click the old AC or EC Controller to select it.

= [M Sites
= E’m Excel Technologies (Pty) Ltd (01000000)

= Hosts
= Host: Host PC

=

+ k] d
Access Time P,

’V
VAN Areas
Tagholder Acc

~) Tagholders

Holidays
Device Time P:
Time Triggerec
Actions

lE Inputs

IE’: Outputs

!B Common Zone

& Access
= File @ Localize EZ Reports 2 Web Clients & Configuration
= @ System : Co

Emergency mode on

Emergency mode off

Lock-down on

Lock-down off
Reset APB

Reset Units

Reset Controller
Ignore APB until future date

Replace unit

Figure 34 — Replacing the Controller

Right-click the Controller and select the Replace Unit option.
From the Unit Type drop-down list, select the EC2 unit type.

Enter the new Controllers Fixed Address.

1. Plug the Controller into the Network. If the network’s DHCP enabled, the Controller asks

2.

IP Address Configuration
1.
2.

> w

© N o O

for an IP Address from the DHCP Server.
In Windows®, go to Start>Programs>ImproNet>Utils>Ethernet Discovery Utility.

On the menu bar, go to Action>Search Local Subnet.
If the Discovery Application fails to find any Devices, at the Device Not Found dialog, click

the OK button.

On the menu bar, go to Action>Advanced Local Search.
At the Select Network Interface dialog, select the relevant Network Interface, if more than

one displays.

Click the OK button.
In the Input dialog, in the textbox, enter the Subnet Mask for your network.
Click the OK button.

Wait for the Controllers to display.
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9. From the records displayed in the Discovery Utility, double-click on the Controller, you

need to setup.
10. Logon if requested (see page 41).

~ ™

s Configuration Settings (=25
Device MAC Address 00-1A-6E-00-01-0A
Device IP Address 192.1.2.208| (V] Static
Gateway IP Address 192.1.3.2 (V] Static
(@ Subnet Mask 255,255,252.0 (V] Static
*) Subnet Host bits 0
Device Name ECII_Excel_01
Product Name ecii
Device Discovery Version 1.16
[ Force Update Update ] [ Cancel

Figure 35 — Discovery Utility — Configuration Settings

We advise that you set the Controller’s IP Address to Static. This ensures that if the Controller’s IP
Address expires on the network, and the DHCP Server assigns a new IP Address, the Engine will NOT
lose connectivity to the Controller.

Logical Address Configuration

E Ensure that the Logical Address of the ImproX EC" is the same as the ImproX AC or EC Controller
being replaced.

¥ ™

s Assign Logical Address to Device (=3

Fixed Address 6E00010A

Logical Address (Hexadecimal) | i1

ka2

Figure 36 — Assign Logical Address to Device Dialog

1. On the menu bar, go to Configuration>Configure LA.
2. Inthe Logical Address textbox, type in the Controllers (hexadecimal) Logical Address.

August 2010

55





Part 8 — Utilities

3. Click on the & button.

. Please note that the Logical Address is in Hexadecimal Format, that is, numbers 01 to 09 are the
same as Decimal Format. Higher numbers, that is 10 upwards, appear as follows: 10 as 0A, 11 as 0B
and 12 as 0C and so on.

Access Module Configuration
Open ImproNet Access:

1. InWindows®, click Start>Programs>ImproNet>Access.
3. Enter your Username and Password.

The default username is SYSDBA. The default password is masterkey.

Site Configuration

1. Inthe Navigator Pane, click the ks icon.

2. Inthe Main Pane, select the UDP Comms checkbox.
3. Click on the button.

Controller Configuration

In the Navigator Pane, click the new Controller to select it.

Right-click the Controller and select the Replace Unit option.

From the Unit Type drop-down list, select the EC2 unit type.

Enter the new ECII Controllers Fixed Address.

Click the 4] button.

In the Navigator Pane, click the new Controller to select it.

In the Main Pane, in the IP Address textbox, enter the Controller’s IP Address details.
In the Controller Comms Port textbox, enter the port number.

In the Inter-controller Comms Port textbox, enter the port number.

The default Port number is 10002.

IP Mapping
Export the udpmulti.csv file, used by Engine for communication with the Controllers, as
follows:

© ©® N OA~WNPRE

1. Inthe Navigator Pane, select the &9 icon from the hierarchical tree.
2. Click on the (¥l button.

Engine Configuration

In Windows®, click Start>Programs>ImproNet>Engine.

From the Menu Bar, select Configuration>Engine Properties.
Select the UDP Comms checkbox.

Click the button.

Close Engine.

In Windows®, click Start>Programs>ImproNet>Engine.

Click the Full Upload button.

No gk wdE
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Universal Data Exporter Utility

Introduction

The Universal Data Exporter Utility lets you extract transaction (including time and attendance)
records from the ImproNet Database for use by third-party applications. The Exporter Utility
makes use of user defined templates (created in Design Mode) that specify the data for
extraction and the export format.

Using the Run Mode, you have the choice of exporting the records interactively or as scheduled
(using Windows® Scheduler). Command line arguments specify the Mode and other
parameters.

On installation of the ImproNet Software V7.60 Service Pack 3 (and upwards), two additional
Utility shortcuts appear on the Programs Menu. These are Universal Data Exporter
(Designer) (used for Design Mode) and Universal Data Exporter (used for Run Mode).

This Utility requires advanced knowledge of SQL.

Opening the Utility

In Windows®, go to Start>All Programs>ImproNet>Utils>Universal Data Exporter
(Designer).

Template Creation (Design Mode)

1. From the toolbar, click the button.
2. If no template exists, at the Message dialog, click the OK button.
3. Enter your Username (SYSDBA) and Password (masterkey).
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(3 Universal Data Exporter Utility
File Help

(=lE )=

Template File | Export Format

Product ImproNet
Template Name default.tpl
Export Filename

Export Directory Path C:\ImproNet

Export Filename @) Leave unchanged () Append ISO Date

Export Data @ Appendtofile () Overwrite file

End of Line characters @ CR&LF () CR () LF

Browse...

Browse...

") Append ISO Date/[Time to filename

R

[ Save ][ Save As..

[ Next ][ Close ]

1.

Figure 37 — Template File Tab

In the Template Name textbox, enter a name for the template (template files must have the

file extension tpl). Find this file in the subfolder Templates in the installation folder.

G Alternatively, load an existing template by clicking the Browse button (alongside the Template Name

textbox) and selecting the template file.

2. Inthe Export Filename textbox, specify a name for the exported file.

w

In the Export Directory Path textbox, specify the export directory details.

4. From the Export Filename group, select one of the following radio buttons:
— Leave Unchanged—Iets you export the filename unchanged.
— Append ISO Date—lets you attach an ISO formatted date to the filename.
— Append ISO Date/Time to Filename—lets you attach an ISO formatted date or time to

the filename.
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5. Select either the Append to File or Overwrite File radio button.
6. Selectthe End of Line Character required:

CR & LF—the Carriage Return (CR) & Line Feed (LF) option is selected by default for
Windows®.

CR Only—Carriage Return (CR) Only.

LF Only—Line Feed (LF) Only.

Build Export Format
1. Select the Export Format Tab.

(3 Universal Data Exporter Utility (o] ])E==]
File Help

Template File | Export Format

SQL Query [ Execute SQL Query ] [ Reset Query ]

Select

t.SITE_SLA,TR_SQ, TR_DATE,TR_TIME, TR _TERMSLA, TR_EVENT,TR_DIRECTION, TR_
TAGCODE, TR_TAGTYPE, TR_MSTSQ, TR_REASONCODE, TR_PROCESSED,e.DEPT_NO, 1.LO
C_NAME,r.TERM NAME,m.MST LASTNAME || ' ' || m.MST_FIRSTNAME as
FULLNAME from TRANSACK t, TERMINAL r, MASTER m, LOCATION 1,EMPLOYEE =
where TR_MSTSQ!=0 and TR_EVENT <31 and t.TR_TERMSLA=r.TERM SLA and
r.LOC NO=1.LOC NO and r.CTRL_SLA=1.CTRL_SLA and 1.LT TYPENO=2 and
t.TR_MSTSQ=m.MST_SQ and m.MST _TYPE=0 and t.TR_MSTSQ=e.MST_SQ and
TR_DATE>=%START_DATE% and TR_DATE<%END_ DATES%

[] Mark records successfully exported

Build Export Format:

(©) Select Field - Format
Enter Fixed Data Add
Clear Export Output Record Test

[ Save ] [ Save As.. ] [ Previous J Next

Figure 38 — Export Format Tab

A suggested SQL Query (specific to the product database) displays. You may edit this Query
including other fields or restricting the record set selection.
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Edit this SQL Query at your own risk. Knowledge of the System Database Tables and of SQL is
essential during editing. If you mistakenly edit the SQL Query click the Reset Query button to return to
the default SQL Query.

G The query includes placeholders for a Start and End Date for the selected transaction records. You
may specify these at runtime using command line arguments (for example: START_DATE=20090101).
Note that the End Date is NOT inclusive, so the Utility exports from the Start Date up to and including
the day before the End Date. If you do not want the Start and End Date for the selection, or you intend
using Windows® Scheduler, then delete the date parameters.

Similarly you may include a site placeholder as AND field_name=%SITE% where for example
field_name is S_ID. An example of the query with the placeholders specified could look as follows:
and TR_DATE>=2009 0101 and TR_DATE<20090131 and t.s_ID=1.

a Expand your transaction results beyond time and attendance by changing the TA value in the query to
TA=0.

Click the Execute SQL Query button.

In the Input dialog, enter a Start Date, using the yyyymmdd format.

Click the OK button.

Enter the End Date, again using the supplied format.

Click the OK button.

If prompted, enter the Site Number (that is the SITE_SLA of the particular Site). Ensure

that the SITE_SLA uses the format xx000000 (where xx specifies the Site number, in

hexadecimal, followed by 6 zeroes).

8. Click the OK button. Once successfully executed, the Select Field drop-down list
populates.

9. Start building the export format, column by column using one or both of the following

methods:

No gk owd

Select Field Method
For using fields stored in your Database, continue as follows:

1. From the now-populated Select Field drop-down list, select a field.

2. Alongside the Select Field drop-down list, click the Format button. The Format Field
dialog opens giving you various choices specific to the field selected, edit these fields
as needed:

— Selected Field—displays the actual data found in this field.
— Format Pattern—based on the field selected, you may choose from the following
choices:

— None—adds the field value exactly as stored in the database.

— Fixed Length—field value truncated (only if selected) or padded to the required
length with the fill character in the direction named.

— dd/MM/yyyy—this applies only to a date field stored as an integer yyyymmdd.
The d represents day, dd represents the double-digit day preceded by a 0 as
necessary and MM represents double-digit month. Alternatively use MMM
representing the 3-letter abbreviation of the month name. The yyyy represents
a 4-digit century and yy represents the last 2 digits of the century. The /
represents the date separator, you may, however, use any preferred separator.
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— HH:mm—this applies to a time field stored as an integer hhmmss. The HH
represents the double-digit hour of day, mm represents the double-digit minute
of the hour and ss represents the double-digit second of the minute. The :
represents the time separator, you may, however, use any preferred separator.

— 1/O—this applies only to the integer Direction field stored as 1 (In) (formatted as
[) and 0 (Out) (formatted as O). You may specify alternative characters
separated by a “/”, for example In/Out.

— Clock# d—this applies only to the Name field of a Door (Location). If a number
follows the last space in the name, it’s interpreted as a number. This would be
a way for the user to give a specific number to the time attendance point, for
example TA Reader 1.

If the name does not follow this convention then the formula fails for this field and the record will not
export.

— Use Field Delimeter—select this checkbox, if a field delimiter must follow the field.
— Delimiter Character—allows selection of the character used to separate fields in
the output record.
— Fill Char—the character used when padding a field value to the chosen length in
the direction named.
— Length—extends the field output to the number of characters named.
— Truncate—select whether output must be shortened.
— Fill Left—select this alternative if you want the fill characters to fill from Left.
— Fill Right— select this alternative if you want the fill characters to fill from Right.
3. Click the Test button and make sure that the Output meets your expectations.
4. Click the OK button.

Enter Fixed Data Method
For entering constant information not physically stored in your Database, this could include
for example a Company Registration Number.

1. Select the Fixed Data radio button.
2. Enter the required data.
3. Click the Add button.

The fixed data appears in the Build Export Format text area, enclosed in square brackets.
You may also add a delimiter in this way if needed.

10. After editing the choices mentioned in point 9, click the Test button. The Output and Format
textboxes complete as follows:
— Output—shows a sample of the output record.
— Format—formula used to construct the output from the data.

11. Click the OK button.

G As you edit Fields from the Select Fields drop-down list, they appear in the Build Export Format text
area, midway on the Universal Data Exporter Utility dialog. Clicking the Test button displays a sample
record (in the Export Output Record text area) based on the choices you made in the Format Field
dialog. The Clear button lets you delete first the delimiter and then the field from the Build Export
Format text area.
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ﬂ Should you incorrectly add field information in the Build Export Format text area, position your cursor at

a suitable point and delete the necessary field information. After you have added new field information
your cursor automatically reverts to the end of the field list. Alternatively, reposition the cursor at the

end of the field list yourself and continue adding fields in the usual manner.

12. Select the Mark Records Successfully Exported checkbox (if required).

G The Transack table in the Database has an integer field called TR_PROCESSED. Its value is set to
zero when the transaction is added to the Database. You may, however, set this value to 1 after
export of the record, to distinguish it from other records. To use this successfully, add the clause AND

TR_PROCESSED=0 to the Selection SQL Query thus excluding records already exported.

13. Click the Save button.

Export Data (Run Mode)

1. From the toolbar, click the @ button.

-

Product

Template

Export Path

Export File

Site

Enter Start Date (yyyymmdd)
Enter End Date (yyyymmdd)

Status

Data

m Export Transactions from Database

ImproNet
C:\ImproNet\templates\default.tpl

C:\ImproNet

Excel01

(=3

Browse...

m

Figure 39 — Export Transactions From Database Dialog

If you did not supply a template file name as a command line argument, the file name default.tpl
is assumed. The template loads with any other arguments, for example: Site, Start Date or End

Date.
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G Click the Browse button alongside the Template textbox to select a different template.

2. Click the Export button.

The formatted export records display in the Data text area. Depending on the number of
records in the set, the export process may take some time. Only every 100™ record exported
displays thus preventing the user interface from becoming overloaded. Wait until the message
*xek Export ended ***** displays in the Status textbox.

Advanced Features

The Universal Data Exporter Utility also lets you assign arguments using the command line.
This advanced alternative automates tasks, simplifying the process.

A typical command line argument appears as follows: "C:\ImproNet\bin\Universal Data
Exporter.exe" mode=run template=default.tpl site=1 startdate=20090101
enddate=20090131 run= auto. The text above (in bold) represents a few typical (optional)
arguments.

. Ensure that you precede listed arguments with a space as shown earlier. Note however that spaces
are NOT allowed within the individual arguments, that is startdate= 20080901 is not allowed,
startdate=20080901 is correct.

Access the command line as follows:

In Windows®, navigate to Start>All Programs>ImproNet>Utils.

Right-click the Universal Data Exporter program name.

From the Menu, select the Properties choice.

Select the Shortcut tab if not already selected.

In the Target textbox, at the end of the "C:\ImproNet\bin\Universal Data Exporter.exe"

phrase, add any of the following arguments:

— mode=desigh—drives the Utility to open in Design Mode. This Mode provides the
tools necessary for template creation.

— mode=run—drives the Utility to open in Run Mode (default). This Mode provides the
tools necessary for export of transactions. When used without any further supporting
arguments, the Utility runs interactively, this requires that you manually supply the Start
Date and End Date before export takes place.

— template=filename.tpl—specifies the template file for use by the Utility. If no template
file exits, the Utility exits in Run Mode. The default value is default.tpl.

— run=auto—ignored when you specify Design Mode. When named alongside the Run
Mode argument, the Utility runs without user intervention and exits when complete.
Export of transactions, not marked as exported, takes place according to the Start Date,
End Date and Schedule details.

— site=ddddd—specifies the site for which transactions are to be exported. If not named,
the Utility exports transactions for all sites.

— schedule=sd—when used with the Auto argument the Utility automatically extracts
transactions for yesterday’s date only.

NSNS
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— schedule=sw—when used with the Auto argument the Utility automatically extracts
transactions for the last seven days ending yesterday.

— schedule=sm— when used with the Auto argument the Utility automatically extracts
transactions for the month ending yesterday.

G The Schedule argument runs best when used with the run=auto argument and with Windows®
Scheduler.

— startdate=yyyymmdd—the Start Date in ISO format, specifies the earliest date that
transactions are required. The Utility ignores this argument when you specify a
Schedule.

— enddate=yyyymmdd—the End Date in ISO format, specifies the last date that
transactions are required. The Ultility ignores this argument when you specify a
Schedule.

G Transactions for the startdate and enddate will be included depending on how the query is stated, for
example TR_DATE <= %END_DATE%.

6. Click the Apply button.
7. Click the OK button.

Localisation and Translation lets Users from different locales (countries and geographical
locations), use the Ultility in their own language.

Choose Locale
1. From the Menu Bar, select File>Choose Locale.

(3 Choose Locale =
Language en: English v
Country UNITED STATES: US v
Variant v

Cancel ] [ Ok ]

Figure 40 — Locale Chooser Dialog

2. Inthe Locale Chooser dialog, from the Language drop-down list, make your selection.

From the Country drop-down list, make your selection.

4. From the Variant drop-down list, select a language variant based on your previous
selections (optional).

5. Click the OK button.

w

64 August 2010





Part 8 — Utilities

Translating the Software Interface
1. From the Menu Bar, select File>Translate.

(3 Translate Text: ExportTA XS
Original New Text (en_US)

Format Format -
Invalid Site number Invalid Site number \:‘
Substitute required char(s) for In ... |Substitute required char(s) for In ... |~
Failed to retrieve data fields. Failed to retrieve data fields.

Append to file Append to file

No format property supplied No format property supplied

Unable to read template file Unable to read template file

Invalid Query Invalid Query

Data Data

Test Test

Save As.. Save As..

Click in this box to change the inse... |Click in this box to change the inse...
ResultSet failed to close ResultSet failed to close

Translate Translate

Invalid Direction Format Invalid Direction Format

Invalid Start Date argument supplied |Invalid Start Date argument supplied
Create or overwrite file not specified [Create or overwarite file not specified| +

Cancel ] [ OK ]

Figure 41 — Translate Text : Dialog

2. Inthe Translate Text : dialog, from the New Text column, select a phrase to translate.

The Original column displays words in English. The New Text column displays a copy of the English
words, but it is editable. This means you can substitute the default words in the New Text column for
words in your own language.

Press the F2 key, thus opening the phrase for editing.
Enter a substitute phrase suitable for your Locale.
Press the Tab key to move to the next phrase.
Repeat steps 3 to 5 for each phrase you wish to edit.

ook w

D Do NOT edit a translation twice in the same session. Close the application and re-start thus preventing
loss of the translated data.

7. Click the OK button.
8. Atthe Information dialog, click the OK button.
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Find Duplicates Utility

Introduction

Before upgrading a Database to a new version, the Utility searches the Database looking for
repeats of ID Numbers and Employee Numbers.

The Utility does NOT search for duplicate Tagholder NAMES. The Tagholders Name appears for
reference only.

Opening and Using the Find Duplicates Utility

1.
2.

In Windows®, go to Start>Programs>ImproNet>Utils>Find Duplicates.
Enter your Username and Password.

The default username is SYSDBA. The default password is masterkey.

On opening, the Find Duplicates dialog lists the duplicated records.

R

pPwndpRE

P wnNPRE

In the Find Duplicates dialog, select one of the duplicated records.

Click on the & button.

In the Edit Tagholder dialog, edit the ID Number textbox.

Click on the &4 button.

Click on the & button (this refreshes the Find Duplicates list of records).
Close the Find Duplicates dialog, by clicking on the button.

In the Find Duplicates dialog, select one of the duplicated records.
Click on the B button.

In the Confirm Delete dialog, click the Yes button.

Close the Find Duplicates dialog, by clicking on the button.

In the Find Duplicates dialog, select one of the duplicated records.
Click on the button.

Close the dialog, by clicking on the button.

Close the Find Duplicates dialog, by clicking on the button.

If the Utility returns details of a large number of duplicate entries, contact Impro's Customer Support for
a script to resolve the problem.
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IXP200 Conversion Utility

Introduction

The IXP200 Conversion Utility lets you convert IXP200 user information files to ImproNet files.

The Utility does NOT import site information; therefore, ensure that you configure the site and
Hardware before converting the user information.

Opening and Using the IXP200 Conversion Utility

1. In Windows®, go to Start>Programs>ImproNet>Utils>IXP200Conversion.
2. Enter your Username and Password.

[£] Legon to Database

Username \ |

Password |

Converting to: k::/ImproNet/Database/IMPRONET.FDB
Converting from:

Browse l OK H Cancel ‘

Figure 42 — Logon to Database Dialog

The default username is SYSDBA. The default password is masterkey.

Click on the Browse button.

In the Open dialog, select the Database file.

Click the Open button. The route address displays in the Converting From textbox.
In the Logon to Database dialog, click the OK button.

o0k w

The Proxette — ImproNet Database Conversion dialog displays the progress of the
conversion.

7. When the conversions complete, click the OK button.
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Pump Utility

Introduction

The Pump Utility lets you flush out and correct a “muddled” or overloaded Database. When
executed, the Pump takes all the Tagholders, Visitors and Transaction data and pumps this into

a fresh Database.

Before implementing the Pump Utility, ensure that you close all other applications.

For large Databases carry out this action over a quiet period, as completion could take many hours.

Opening and Using the Pump Utility

1. InWindows®, go to Start>Programs>ImproNet>Utils>Pump.
2. Enter your Username and Password.

-

-~

|| Logon to database @

Username { \

Password |
Database jdbc:firebirdsal:localhost\C:UmproNet'Databas...

OK Cancel

Figure 43 — Logon to Database Dialog

The default username is SYSDBA. The default password is masterkey.

3. Click on the OK button.
4. Inthe Pump Database dialog, click the Start button.
5. Inthe Message dialog, click the OK button.
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Translate Utility

Introduction

This Utility lets you translate the Database contents and Reports into a different language.

Opening and Using the Translate Utility

In Windows®, go to Start>Programs>ImproNet>Utils>Translate.

7 ~

| £/ Locale =S

Language: #&n: English P w

Country: UNITED STATES: US v

1 OK ’ [ Cancel ‘

Figure 44 — Locale Dialog

In the External Translation Utility dialog, click on the @' button.

From the Language drop-down list, select the language for use in the translation.
From the Country drop-down list, select the corresponding country.

Click the OK button.

HpwDNPR

1. Inthe External Translation Utility dialog, from File drop-down list, select Open.
In the Open dialog, select the LOCALIZATION.XML file.
3. Click on the Open button.

n

. Editing the Database contents files requires entry of a username and password. The default username
is SYSDBA. The default password is masterkey. Editing the Web Reports files, does NOT require
entry of a username or password.
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8.
9.

—

| £ External Translation Utility
File

(v =

iResources »
(=~ |, Database ‘
Access Reason Codes
Action Type
Audit Types
Event Description
Input Device Types
Input Functions
Location Types
Operator Security Applica
Operator Security Feature
Output Device Types
Output Device Function
, Parameter Type E
Tag Types
Term Action Definition
Time Pattern Type

;2 LInit Mades
< | m »

m

S90S POOSDS

#

LR R

Figure 45 — External Translation Utility Dialog

Expand either the Database or Web Reports folders.
In the Directory Tree, double-click the file for editing.
From the list of records displayed, select a line for translation.

In the Translation column, double-click on the pre-existing text, activating the text for

replacement.
Type in the replacement text.
Once you've edited the required records, click on the '® button.

10. From the File drop-down list, select Exit.
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Archiving Utility

Introduction

This Utility lets you archive transactions (Normal, Status and Alarms), placing the transactions in
a separate archived Database. We recommend that you run the Archive Utility on a regular
basis. Running Utility regularly keeps your Database below the maximum recommended
database size of 2 GB. This action has two major benefits:

e Manages the size of the Database, freeing up space on the PC.
e Keeps a cleaner, uncluttered Database.

Opening and Using the Archive Utility

1. InWindows®, go to Start>Programs>ImproNet>Utils>Archive.
2. Enter your Username and Password.

/1
Figure 46 — Logon Dialog

The default username is SYSDBA. The default password is masterkey.

/A Database Archive Utility o |[E )=

File

Database
k:::ImproNet/DatabasellMPRONET.FDB

Archive Location
(C:improNetDatabase/

Archive Date

5007-10-15 ‘
Change

No previous archives performed

\ History || Options ]| Archive “ Cancel ‘

Figure 47 — Database Archive Utility Dialog
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. This is the end date for the archive. Your newly archived database will therefore contain all
transactions for this date and earlier.

1. Inthe Database Archive Utility dialog, in the Archive Date group, click on the Change
button.

2. Inthe calendar dialog, click on the Month drop-down list and select the desired month from
the list.

3. Click on the Year drop-down list and select the year from the list.

4. From the grid, select the day number.

A Archiving Options @

Archiving Options
Archive Delete
Access Transactions O}

Alarm Transactions )
Status Transactions 0
OK Cancel

Figure 48 — Archiving Options Dialog
1. Inthe Database Archive Utility dialog, click on the Options button.
2. Inthe Archiving Options dialog, click either the Archive or Delete radio button for each of

the named transaction types.

If you select the delete option, confirm the deletion in the Delete Transactions dialog, by clicking on
the OK button. After confirmation, the Archiving Options dialog closes automatically.

3. Click on the OK button.

1. Inthe Database Archive Utility dialog, click on the Archive button.
2. Inthe Archiving Options dialog, confirm the archiving details by clicking on the OK button.

Archive Complete @

=
'@ Archive located at : C:improNet'\Datahbase'\20071015.fdb

OK

Figure 49 — Archive Complete Dialog

3. Inthe Archive Complete dialog, click on the OK button.
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IB Console Utility

Introduction

This Utility lets you perform the following functions to your ImproNet Database:

Manual upgrades from older versions of ImproNet.

Database maintenance in the form of checking for errors and performing backup and
restores of the Database.

From IB Console you can review the Database structure, allowing addition of extra tables
for third-party integration.

Addition and deletion of users.

Password changes.

Manual Upgrade Function

In Windows®, go to Start>Programs>ImproNet>Utils>IBConsole.

n

QJ Register Server and Connect ? |
Server Information
(" Local Server ¢ Remote Server
Server Name: Network Protocol:
[LOCALHOST TCP/P v
Alias Name:
ILocal Server
Description:

I

[v Save Alias Information

Login Information

User Name: I

Password: l

0K | Cancel

Figure 50 — Register Server and Connect Dialog

From the Server drop-down menu, select the Register option.

In the Register Server and Connect dialog, click the Remote Server radio button.
In the Server Name textbox, assign the Server a name. In this instance, we used
LOCALHOST.
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Rather than assigning the Server a name in the Server Name textbox, you may use the PC’s |IP

Address.

In the Network Protocol textbox, select TCP/IP from the drop-down list.

In the Alias Name textbox, assign a meaningful name.
Leave the remaining fields unchanged.
Click the OK button.

From the Hierarchical Tree, select your InterBase Server (based on the example in Figure
50 select Local Server).
From the Server drop-down menu, select the Login option.

In the Server Login dialog, enter the Username and Password.

The default username is SYSDBA. The default password is masterkey.

4. Click the Login button.

Q] Register Database and Connect

Server: Local Server

Database

IC: \mproMNethD atabase\lmproNet.fdb
File:

|| mproNet.fdb
Alias Name:

v Save alias Information

Login Information

User Name:

I

Password:

Role:

-

Default Character Set

=]

Cancel |

Figure 51 — Register Database and Connect Dialog

1. From the Database drop-down menu, select the Register option.
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2. Inthe Register Database and Connect dialog, In the Database textbox, enter in the full
file path to your Database (see Figure 51).

3. Click your mouse pointer in the File textbox, the Database’s file name automatically
appears.

4. Leave the remaining fields unchanged.

Click the OK button.

6. Inthe Hierarchical Tree, double-click on the Impronet.fdb file, starting the Database.

o

Since the release of ImproNet V3.0, we included extra Database Scripts to upgrade Databases
earlier than V3.0. We have already applied these scripts to the newly released Databases.
Thus, when upgrading your ImproNet Software, you will have to upgrade your existing
Database with the Scripts new for that release.

E If you install a fresh copy of ImproNet V5.0 or later you need not run any scripts. If you upgrade a
version of ImproNet older than V5.0 ensure that you run the necessary scripts.

1. From the Hierarchical Tree, click on the Impronet.fdb file.
2. On the toolbar, click on the & button.
3. From the Query drop-down menu, select the Load Script option.

Review the Scripts_Readme.wri file located in C:\ImproNet\scripts for details of which Scripts you
must run.

4. Inthe Open dialog, browse to C:\ImproNet\scripts\V?.
5. Select the Script to run.
6. Click on the Open button.

1
(g
N

] Interactive SQL - ImproNet.fdb

File Edit Query Database Transactions Windows Help
0~ % [E OB S

[CREATE ASC INDEX

CREATE ASC INDEX
CREATE ASC INDEX O

1571 Medified  |Client dialect 3 No active transaction. AutoDDL: ON

Data IPIan | Statistics |

LOCALHOST:C:\ImproNet\Database\ImproNet.fdb

Figure 52 — Script Transferred into the Main Script Screen
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7. On the toolbar, click on the # button.
8. Repeat the selection and execution process outlined in steps 3 to 7, for each Script.

Database Maintenance

1. InWindows®, go to Start>Programs>ImproNet>Utils>IBConsole.
2. From the Database drop-down menu, select Maintenance>Backup / Restore>Backup.

% Database Backup 7 |[3a)

Database Options:
Server.  Local Server Format Transportable zl
Aliss: [ = Metadata Only False

; | | Garbage Collection True

v Transactions in Limbo Process

— Backup File(s) | |Checksums Process
Server. I Local Server LJ Convert to Tables False
Alias: | LI Verbose Output To Screen

Filename(s)
0K Cancel

Figure 53 — Database Backup Dialog

w

In the Database group, from the Alias drop-down list, select the Database for backup.
In the Backup File(s) group, in the Alias textbox, provide a name for the backed up
Database.

P

Ensure that your backed up file has an FBK file extension.

5. Inthe Backup File(s) group, in the Filename(s) textbox, provide the directory path and file
name for the backup database. We suggest C:\ImproNet\Database\ImproNet.fbk.

Leave the remaining values as they are.

Click on the OK button.

In the Information dialog, click on the OK button.

Close the Database Backup dialog.

© ©® N
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1. InWindows®, go to Start>Programs>ImproNet>Utils>IBConsole.

2. From the Database drop-down menu, select Maintenance>Backup / Restore>Restore.

QE] Database Restore (2|3
Backup File(s) Options:
Server. Local Server Page Size [Bytes) 4096 Ll
Alias: I Ll Ovenwrite False
Commit After Each Table False
Filename(s) = Create Shadow Files True
. Deactivate Indices False
" |Vaiidity Conditions Restore
v  |Use All Space False
Database Verbose Output To Screen

Alias: I LI

Filename(s)

0K | Cancel |

Figure 54 — Database Restore Dialog

3. Inthe Backup File(s) group, in the Alias textbox, select the name of the backed up

Database.

If IBConsole does not auto complete the remaining fields continue as follows, otherwise

continue with point 5:

— Inthe Backup File(s) group, in the Filename(s) textbox, provide the directory path and

file name for the backup database. We suggest C:\ImproNet\Database\ImproNet.fbk.
— Inthe Database group, from the Server drop-down list, select the server in which the

Database will reside.

— Inthe Database group, from the Alias drop-down list, select the Database to restore

to.

— Inthe Database group, in the Filename(s) textbox, provide the directory path and file
name for the restored Database. We suggest C:\ImproNet\Database\ImproNet.fdb.

From the Options group, select the Overwrite record.
From the Overwrite drop-down list, select True.
Click on the OK button.

N o gk

Close the Database Restore dialog when you see the comment “Service Ended”.
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Add and Delete Users

o0k wbhE

LR

p
Q] IBConsole [ol@])==
Console View Server Database Tools Windows Help
22k L
SuL
= ;B InterBase Servers User Name First Name | Middle Name | Last Name
=M Local Server ¥ svsoea
5 €8 Databases 2 ANDREW YOUNG |
=@ ImproNetfdb ¥ JOHN SMITH
Domains
N Tables
Indexes
R Views

(@ Stored Procedures
fx Extemal Functions
% Generators
@ Exceptions
G Blob Filters
@ Roles

Backup

i] Server Log

ﬂ Users

Figure 55 — IB Console Dialog

From the Hierarchical Tree, click on the & (Users) icon.

Right-click over the User’s icon and select the Add User option.

In the User Information dialog, in the User Name textbox, enter the user’s name.
In the Password and Confirm Password textboxes, enter a password.

Click the Apply button.

Click the Close button.

From the Hierarchical Tree, click on the ¥ (Users) icon.

In the right-hand pane, select the User Name for deletion.
Right-click over the Users icon and select the Delete User option.
In the Confirm dialog, click the Yes button.

Change Password

1. From the Hierarchical Tree, click on the & (Users) icon.
2. Right-click over the Users icon and select the Modify User option.
3. Inthe User Information dialog, from the User Name drop-down menu, select the user’s
name.
4. Inthe Password and Confirm Password textboxes, enter a new password.
5. Click the Apply button.
6. Click the Close button.
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		Adding Terminals to Existing Controller Groups



		Secure Logon

		Secure Logon Dialog



		Configure IP Addresses

		Assign the Controller or Terminal to a Local Subnet

		Subnet Mask

		Subnet Host Bits



		Assign the Controller or Terminal to a Non-local Subnet



		Change the Default Password

		Query the Logical Address

		Assign a Logical Address

		Configure the Port Number and Memory Size

		Export the Configuration File

		Importing the Discovery Utility Configuration File

		Advanced Features

		Clear the Controller or Terminal’s Memory

		Safe IP

		Set GSM Modem Configuration





		Configure ImproNet Engine

		Importing the Discovery Utility Configuration File

		Activate UDP Communications



		A Practical Example of the ImproX ECII’s Configuration Procedure

		Settings Used in this Example

		Configuration Procedure for the Controller (IP Address 192.1.2.94)

		IP Address Configuration

		Logical Address Configuration

		Create a Group for the Controller and its Terminals

		Export the IP Configuration File

		Configuration of the Engine





		Replacing an ImproX AC or EC with an ImproX ECII

		Pre ImproNet V7.60

		Modify the Unit Type

		Start the IBConsole Software

		Login to the InterBase Server

		Connect to the Database

		Run the Database Script





		ImproNet V7.60 or LATER

		ImproNet V7.60 or EARLIER

		Controller Configuration

		IP Address Configuration

		Logical Address Configuration



		Access Module Configuration

		Site Configuration

		Controller Configuration

		IP Mapping



		Engine Configuration







		Universal Data Exporter Utility

		Introduction

		Opening the Utility

		Template Creation (Design Mode)

		Template File Tab

		Export Format Tab

		Build Export Format

		Select Field Method

		Enter Fixed Data Method





		Export Data (Run Mode)

		Advanced Features

		Command Line Arguments

		Localisation and Translation

		Choose Locale

		Translating the Software Interface







		Find Duplicates Utility

		Introduction

		Opening and Using the Find Duplicates Utility

		Editing Duplicate Records

		Deleting Duplicate Records

		Display Tagholder Details





		IXP200 Conversion Utility

		Introduction

		Opening and Using the IXP200 Conversion Utility



		Pump Utility

		Introduction

		Opening and Using the Pump Utility



		Translate Utility

		Introduction

		Opening and Using the Translate Utility

		Choose the Locale

		Translate a File





		Archiving Utility

		Introduction

		Opening and Using the Archive Utility

		Select the Archive Date

		Confirm the Archiving Options

		Archive the Transactions





		IB Console Utility

		Introduction

		Manual Upgrade Function

		Register the Server

		Login to the InterBase Server

		Register the Database

		Updating the Database with Database Scripts



		Database Maintenance

		Performing a Backup of the Database

		Restoring the Database



		Add and Delete Users

		Adding a User

		Deleting a User



		Change Password
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Introduction

This section describes integration of the following third-party systems with ImproNet:

e Various Sagem Fingerprint and Registration Readers, integrated with ImproNet via the
Biometric Server Software.

e The HandKey® CR Reader, integrated with ImproNet via the Biometric Server Software.

e B-SHO Fingerprint Terminals, integrated direct to the Access Module.

The introduction of biometric access control greatly increases the access control capabilities of
ImproNet Systems where you need extra security measures. Some Biometric Readers are not
supported by the Biometric Server Software. Table 1 below gives Reader support information.

Biometric Reader Biometric Server  Number of Users Firmware
Software Support Supported

MorphoAccess™ MA100 YES 500 2.09.15

MorphoAccess™ MA120 YES 500 (see Note 1) 2.09.15

MA200 Fingerprint Reader YES 800 5.53

MAZ220 Fingerprint Reader YES 800 (see Note 1) 5.53

MA300 Fingerprint Reader YES 48 000 5.53
(see Note 2)

MAS500 Fingerprint Reader YES 3000 to 50 000 2.09.15

MAS520 Fingerprint Reader YES 3000 to 50 000 2.09.15
(see Note 1)

MorphoSmart™ MSO300 Yes NA TBA

Registration Reader

HandKey® CR YES 31 000 TBA

Schlage HandKey 2 No TBA TBA

ImproX B-SHO Fingerprint No TBA 1.22

Terminal

ImproX B-SHO USB No TBA 1.04

Fingerprint Enroliment

Reader

ImproX B-SHO BioMini USB No TBA TBA

Fingerprint Enroliment

Reader

Table 1 — Biometric Reader Support Information

Note 1—Limited by the number of Tags supported by the Controller.

Note 2—Limited to 3 000 users per Database, with a maximum of 16 Databases supported.

(&)]
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Note 3—The ImproX PT, ImproX TA, ImproX iTRT and ImproX MfT each offer a Third-party Port
approved for use with the Biometric Reader.

The Biometric Server Module lets the System Administrator configure various third-party
Biometric Readers for use with ImproNet. The Module also allows for the direct enroliment

(registration) of Tagholders and related biometric data at those Biometric Readers from within
the ImproNet Software.
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Sagem Reader Use in an ImproNet System

General

This section guides you step by step through the process of setting up Sagem Biometric
Readers to work with the ImproNet System. The requirements for the integration are as follows:

e IXP400 Access Control System.
e ImproNet V7.60 and Service Pack 3 (or higher) installed.

There are five steps in configuring the Biometric Readers to work with ImproNet. These are:

Hardware installation of the Biometric Readers.

Setting up the Enrollment Reader.

Detection of the Biometric Readers on the TCP/IP bus.

Software setup of the Biometric Readers using the Biometric Server Software.
Enrolling users on the System.

akrwbdhPE

Sagem Documentation

Sagem documentation for these units can be found on the supplied ImproNet Installation CD.
This information references the Sagem documentation where necessary.

Principle of Operation

Database

(Template Data) W (Access Data)
Ethernet Link \ e "\ Wiegand Link

TA, MfT or iTRT Terminal
Sagem Fingerprint Reader

To Sagem MSO300
Registration Interface

Figure 1 — Data Flow when using a Sagem Reader with ImproNet
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Hardware Installation of MA100, MA120, MA200, MA300, MA500 and
MA520 Sagem Readers

Each Sagem Reader must connect to the LAN to send and receive templates from the ImproNet
Database. The Sagem Reader must also connect to an associated ImproX Terminal (such as
the ImproX TA, iTRT or the MfT) thus facilitating communication with the Controller. Please
install the Sagem Readers as outlined in the associated Sagem Hardware Installation Manual.

W STATUS
W ENET ACT
W ENET SPD
M ENET LNK

ImproX iTRT
Printed Circuit Board

Sagem Fingerprint Reader
Clock or ‘0’ Data WeC ol B0 AL
Data or 1" Data &}, = = 017 1
+12V
LED
1 o %th?rn?t .
G e EE
:|ON : cl o] of cf c
: HHEH : 22288
s : a & &o|s| [,
L= o 5 2| 9|O| o 12V DC UPS
: Remote 1 Select ! =2 |E
: DIP-switch showing : 25 |3
iswitch12and3
: in the ON position
[7 1236 |
Standard PC Network
Connector (to hub PC)
iTRT to Sagem.jpg RJ45 Pin-outs

Figure 2 — Sagem Reader Connected to the ImproX iTRT and LAN
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/

o ® KB 123456
‘% (N 2 |
= L3
o @
A N
= ® 12
S CNC
2 ® 1M1
.'s‘LT [~ ]
2 L _S45V
Py ® [
@ COM
e [ NO!
&
ImproX MfT %
Printed Circuit Board (PCB)
ARefcofelF| |afsfcipfe|F|
( X X X XN X)) [ XN XN X
Antenna 1 Antenna 2

Sagem Fingerprint Reader
Clock or ‘0’ Data

WIEG-OUT DO RO/
Data or ‘1’ Data WAEGOUTDS
+12V
LED

Ethernet

MFT to Sagem.jpg

Figure 3 — Sagem Reader Connection to the ImproX MfT and LAN

= o .+ , 4

White Brown
White Green

+ -

12V DC UPS

White Orange

[7 12 36 |
Standard PC Network

Connector (to hub PC)

RJ45 Pin-outs
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Connection to the ImproX TA

TA to Sagem.jpg

Clock or ‘0’ Data

[}
<2 Data or ‘1’ Data
©
o
oF
S
"_ c|lolo|lc| e
© 3 2 cle 8 3
< 2| 8| 8| 65] 65 P -
3 2|9|9| g| || 12vDC ups
= H=HE S
2 § =
[7 12 36 |
Standard PC Network
Connector (to hub PC)
RJ45 Pin-outs
&
&
f|an DIP-switch showing |
: HHHH switch 3 in the :
i| 12 3 4 |ON position :

Figure 4 — Sagem Reader Connected to the ImproX TA and LAN
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ation and Setup of the MSO300 Enrollment Reader and

Verification Dongle

Ensure that you unlock your Registration Interface (by purchasing a Biometric Unlock Code) before
proceeding further.

If the .Net Framework is NOT already installed, download the update as follows: From

http://www.microsoft.com/downloads, download the .NET Framework Version 2.0 update.

ko

I

”

Install the drivers, before you plug in the MSO300.
If connected, disconnect the MSO300 Enrollment Reader from the PC.

If running a 32-bit operating system, continue as follows:

— Browse to C:\ImproNet\driver\Sagem MorphoSmart USB 32 bits Driver.
— Double-click on the Sagem MorphoSmart USB Drivers.msi file.
Alternatively, if running a 64-bit operating system, continue as follows:

— Browse to C:\ImproNet\driver\Sagem MorphoSmart USB 64 bits Driver.
— Double-click on the Sagem MorphoSmart USB 64 bits Drivers.msi file.
At the Welcome screen, click the Next button.

Click the Next button to install in the default directory.

Click the Install button.

Click the Finish button.

Install the drivers, before you plug in the Verification Dongle.
If connected, disconnect the Verification Dongle from the PC.

SafeNet Dongle

© O N AN RE

Browse to C:\ImproNet\driver\SafeNetDongle.

Double-click the SentinelProtectioninstaller.7.4.0(DriversOnly).exe file.
At the Welcome screen, click the Next button.

Select the | Accept the Terms in the License Agreement radio button.
Click the Next button.

Under Setup Type, select either the Complete or Custom radio button.
Click the Next button.

Click the Install button.

Click the Finish button.

August 2010
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Morpho Dongle

1. If running a 32-bit operating system, browse to C:\ImproNet\driver\Morpho Dongle\x86.
2. Alternatively, if running a 64-bit operating system, browse to C:\ImproNet\driver\Morpho
Dongle\x64.

Double-click on the ACR38U_PCSC_Driver-1.1.6.1.msi file.

At the Welcome screen, click the Next button.

Click the Next button to install in the default directory.

Click the Install button.

Click the Finish button.

No gk w

1. Plug in the MSO300 Enrollment Reader into an unused USB Port on the PC.

Some PC'’s proceed with automatic installation of the MSO300, if installation occurs automatically
move direct to step 4 below.

2. Follow the on-screen prompts, instead of letting the Installer run automatically, select Install
from a Specific Location.

3. Browse to C:\Program Files\Sagem Securite\MorphoSmart Drivers, this folder contains
the drivers for the MSO300.

4. After installation of the Drivers, the LED on the MSO300 blinks Green once a second.

Browse to C:\ImproNet\driver\Sagem MorphoSmart Firmware Update.
Double-click on the Firmware_MSO.exe file.

At the Welcome screen, click the Next button.

Select the method by which you want to updgrade your MSO300 Enroliment Reader.
— A Serial Connection

— A USB Connection

Click the Next button.

6. Once the result shows Upgrade Successful, click the Finish button.

el A

o

1. Now plug in the Verification Dongle into an unused USB Port on the PC.
2. The installer runs discreetly and when fully installed, the Verification Dongles Green LED
remains permanently on.

G The Morphokit Licensing Service runs continuously after installation. If you do not see evidence of the
SagemSecurite_Licence_Protection.exe file running in the Windows Task Manager, install the software
as follows.

1. Browse to C:\ImproNet\driver.
2. Double-click on the SagemSecurite_Licence_Protection_Installer.exe file.
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At the Welcome screen, click the Next button.

Click the Next button to install in the default directory.
Click the Next button.

Click the Close button.

From the Control Panel, select the System option.

Select the Remote Settings option.

In the System Properties dialog, select the Advanced tab.

In the Performance group, click the Settings... button.

Select the Turn On DEP for all Programs and Services Except Those | Select radio
button.

Click the Add... button.

Navigate to the installation directory at C:\Program Files\Sagem Securite\Licence
Protection.

Double-click on the following executable files:

— SagemSecurite_Licence_Protection.exe

— SagemSecurite_Licence_Manager.exe

Click the OK button.

At the System Properties dialog, click the OK button.

Click the =34 putton.

The default address is 0.0.0.0. Change the IP Address as follows:

1.
2.

In Windows®, click Start>Programs>ImproNet>Access.
From the Menu Bar, select Configuration>Biometric Addresses.

.

4A Biometric Addresses Configura... (s3]

Biometric Device

Device

Unit Address

Unit IP Address v
Connection Type ]VTcpipSOCket v

Figure 5 — Biometric Addresses Configuration Dialog

From the Biometric Device drop-down list. Select Sagem. In future versions of this
Software, this list will detail other biometric devices that can be integrated with ImproNet,
and will allow you to set up the enrollment units for each biometric device.

From the Device drop-down list, select the MSO300 option.

August 2010
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E The Unit Address field appears greyed out for Sagem, as it refers to addresses of units on the RS485
bus, Sagem does not currently support RS485. The Unit IP Address field is reserved for future use.

5. Click on the &l button.
6. Click on the button.

Repeat steps 1 to 6 above to setup separate Enroliment Readers for each System PC running
Access.

Sagem MA100, MA120 or MA500 Internal Parameter Setup

Using a USB Flash Disk, acceptable Flash Disk sizes include 128 MB, 256 MB or 512 MB
(maximum usable size):

Format the Flash Disk in FAT16.

Assign the Flash Disk a name of no more than 12 characters.
Browse to C:\Impronet\Driver\Tools\Sagem\USB Network Tools.
Double-click on the USBNetworkTool.exe file.

HpowbdPE

@ USB Network Tool (=3+)

This tool allows setting your MA1XX
TCP / IP parameters using a USB key.,

" DHCP with default parameters

Host Name I Ma-1234567290

¢ TCP parameters

IP [192. 1 . 2 . 45
Mask | 255 . 285 . 254 . 0
Gateway l 192 . 1 . 3 . 13

Terminal Serial Number IUUUUUUUUUUU

ca |

Figure 6 — USB Network Tool Dialog

5. Inthe USB Network Tool dialog, under TCP Parameters complete the following details:
— Inthe IP field, assign an available IP Address for your network
— Inthe Mask field, give details for the Subnet mask
— Inthe Gateway field, give details for the Default Gateway

E If you are in any doubt as to where to source this information, please contact your network
administrator for assistance.
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You cannot at this time edit the Terminal Serial Number field.

Click the Write File button.

In the Save As dialog, from the Save In drop-down list, select your pre-formatted USB
Flash Disk.

In the File Name field, give the file a name (the file saves as a *.reg file).
With the MA100 powered up, plug the USB Flash Disk into the front of your MA100.

Part 9 — Integration Modules

E During the file download process the MA100’s Buzzer beeps and the LED changes colour.

- J

1.

2. Double-click on the ConfigurationTool.exe file.

3.

Do NOT remove the USB Flash Disk until the downloads complete. On completing the download,
the MA100’s Buzzer emits a deep tone and the LED slowly flashes Blue.

Browse to C:\Impronet\Driver\Tools\Sagem\Configuration Tool.

Morpho Access Connection

Configuration Tool

Welcome to the Morphadiccess configuration tool. This software
will allow you to realize some operations on your terminal :

- changing some terminal parameters,

- displaying or saving a terminal configuration file,

- applying additional operations,

- reboating the terminal.

These operations require to connect the terminal on a network.

As a result, please set your terminal network configuration in the
undermentioned box, and then click on the Connect button to
connect your terminal.

& |P Address
| 192 . 1 . 2 .45

" Host Name
Irvm: %001

Pot: 11010

™ Send "ping" request

cocs |

EX3

Figure 7 — Configuration Tool Dialog

4. Click the Connect >> button.

In the Morpho Access Connection dialog, ensure that the IP Address field reflects the same
IP Address details as used in point 5 on page 14.

August 2010
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& Configuration Tool

S8 app.cfg A
[+ bio ctrl
[+ relay
[+ led IN
E8- send ID UDP Serial Number : 072520465
[=)- log file Type: 5

enabled Software Version : 2.09

[#)- tamper alarm
[#- info
@-G.Ul Terminal Configuration File
[#- send ID ethemet
[=- send ID wiegand

m

File Type |Application

built frame

valid format

custom format )

1D format Additional Operations
site format More

stop format
start format
frame length -

Get File

Export File ...

Reboot Terminal

Figure 8 — Configuration Tool Dialog
5. In the Configuration Tool dialog, click the Get File button.

E The setting referred to in point 6 (only available on sites using MA100 and MA500 Sagem Readers) is
required for the functionality of the Sagem Identify Report. In Installations without installed MA100

and MA500 Sagem Readers, skip direct to point 8.

From the Directory Tree, double-click the Log File setting.

© 0o N

—  built frame
— valid format—1
— custom format—0.0
— ID format—1.24
— site format—0.0
— stop format—3.12
— start format—2.12
— frame length—26
— HID conversion—0
— site code—O0
— enabled—1

10. Apply the settings by rebooting the Terminal.

Problems and Solutions
1. Problem—Wiegand Code not sent through.
Solution 1—Swap your Data 1 and Data 0.

Double-click on the Enabled setting and adjust the value to 1.
From the Directory Tree, double-click the send ID wiegand setting.
Double-click on the following settings to adjust their values:

Solution 2—Check each setting in the App file according to the following list:

16
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™

Configuration Tool

[=- bio ctr
AC_ID
authent remote ID source
bypass authentication
authent ID keyboard
identification timeout
nb attempts
identification

[=- relay
extemal control by LED1
relay default state
aperture time in 10 ms
enabled

= led IN
controller ack timeout
enabled

[=}- send ID UDP
host name
host port

m

Serial Number : 072520465
Type : 500
Software Version : 2.03

Terminal Configuration File

File Type |Application

Additional Operations

More

<< Disconnect

v Get File

Export File ..

Reboot Terminal

Exit

Figure 9 — Configuration Tool Dialog

bio ctrl

- AC_ID—FINGER;CARDDATA;KBD;WGDTCLK;

— authent remote ID source—0
— bypass authentication—0

— authent ID keyboard—0

— identification timeout—5

— nb attempts—2

— identification—1

relay

— external control by LED1—0
— relay default state—0

— aperture time in 10 ms—300
— enabled—1

led IN

— controller ack timeout—300
— enabled—0

send ID UDP

— host name—134.1.2.189

— host port—11020

— enabled—0

log file

— enabled—1

tamper alarm

— interval—1500

- level—0

info

— release—15

-  minor—9

August 2010
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major—2
type—500

G.Ull

display hour—O0

led out signal—0

database conversion—500
display user info—2

time and attendance icons—1
default language—0
volume—5

send ID ethernet

connect timeout—2000

profile id—0

SSL enabled—O0

controller on no responce—1
timeout back to controller 1—3600
controller 2 port—11020

controller 2 IP—134.1.2.189
controller 1 port—11020

controller 1 IP—134.1.2.189
mode—O0

send ID wiegand

built frame

valid format—1
custom format—0.0
ID format—1.24
site format—0.0
stop format—3.12
start format—2.12
frame length—26
HID conversion—0
site code—0
enabled—1

send ID dataclock

card present signal—0
data inverted—0

clock inverted—0
enabled—0

send ID serial

display duration—3
reply timeout—5

wait reply—o0

terminal identifier—178
parity—O0

stopbits—1

databits—8
speed—11520
mode—485
enabled—0

18
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e failure ID

send ID mask—255

not on time ID—65535
generic error ID—65535
timeout ID—65535

not in DB ID—65535

not recognized ID—65535
alarm ID—65535
enabled—O0

e wiegand in

custom format—0.0
ID format—9.16
site format—1.8
stop format—2.12
start format—2.12
frame length—26
check site code—1
site code—7

e dataclockin

data inverted—0
clock inverted—0

e modes

Sagem MA200 or MA300 Internal Parameter Setup

idle timeout—o0
idle peripherals—3

T&A operation timeout—20

time mask—O0
time and attendance—O0

Part 9 — Integration Modules

Set up the internal parameters for MA200 and MA300 Biometric Readers using the built-in
Display and Keypad. In order to carry out this procedure, please refer to: Sagem MA200/300
MorphoAccess Installation Guide, SK-0000011145-03 — January 2004.

The information that follows takes you through the Sagem Manual, indicating which information
applies to the use of the Biometric Reader with ImproNet, and which does not.

The internal configuration steps of the MA200 or MA300 into the ImproNet System include:

P wnNPR

Configure the Switches on the motherboard.

Configure the Software Administration Interface.

Perform Sagem System Set-up Actions (biometric management operations).
Configure the Biometric Reader using the Sagem CONFIG Menu.

August 2010
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Table 2 lists all headings in the Sagem manual, and indicates whether, and how, this information
relates to the Sagem-ImproNet integration process.

The Sagem MA200 or MA300 Manual headings are listed sequentially in Table 2 as a guide to the use
of the Sagem manual in this application. However, in some cases the most convenient order for the

integration process is different. In these cases the PROCEDURE or COMMENTS column will refer you

to the STEP in which this information is used.

STEP DESCRIPTION

SAGEM MANUAL HEADING

PROCEDURE OR COMMENTS

1.

PHYSICAL INSTALLATION

INSTALLATION PROCEDURE

Follow the Sagem Manual procedures.

2. ELECTRICAL CONNECTION ELECTRICAL INTERFACE The Sagem Interfaces used in this application
are J1, J3 and J4 (Refer to the Sagem
Manual).
See Figure 2, Figure 3 and Figure 4 in this
manual.

Terminal Block Board Background Information

Power Supply Cable See Figure 2, Figure 3 and Figure 4 in this
manual.

Ethernet Wiring See Figure 2, Figure 3 and Figure 4 in this
manual.

Wiegand Output Wiring See Figure 2, Figure 3 and Figure 4 in this
manual.

Output Relays and Tamper Switch Optional, depends on user requirements.
Follow the instructions in the Sagem Manual
if required.

CONFIGURING THE MORPHOACCESS™

Motherboard Configuration Refer to the Sagem Manual.

Configure the Switches as follows:

Set SW1 and SW2 for Wiegand Mode.

Set SW3 and SW4 as indicated in the Sagem
Manual.

Set SW7 and SW8 for Wiegand Mode.

MORPHOACCESS™ SOFTWARE Refer to step 5 of this Table.

3. INTERNAL SETUP OF THE BIOMETRIC MANAGEMENT OPERATIONS  Refer to the Sagem Manual, “Access the Set
READER BEFORE up Functions of the System”, but ignore the
INTEGRATION AND USE WITH following headings:

IMPRONET e  Biometric Management in Stand Alone
e Insert Template/ID in Database
e  Remove Template/ID from Database

THE CONFIG MENU Refer to the Sagem Manual.

SETTING UP NETWORK PARAMETERS Refer to the Sagem Manual.

SETTING UP THE SYSTEM Refer to the Sagem Manual.

ADMINISTRATOR PIN This PIN provides access to the SYSTEM
Menus in the Sagem Software for
administration of the Reader.

SETTING UP THE MORPHOACCESS™ Refer to the Sagem Manual.

ADMINISTRATOR PIN
This PIN provides access to the MACCESS
Menus in the Sagem Software for
administration of the external management.

Setting Up Host Communication Refer to the Sagem Manual.

Set the Host Com value to 3.

Setting Up User Interface Refer to the Sagem Manual.

Setting Up Wiegand or Dataclock Output Refer to the Sagem Manual.
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STEP DESCRIPTION SAGEM MANUAL HEADING PROCEDURE OR COMMENTS
Setting Up Wiegand Interface Refer to the Sagem Manual.
The default format is 26-Bit.
Frame Definition Refer to the Sagem Manual.
Configuration Keys Refer to the Sagem Manual.
Set Section is OUT.
Set Length is 26.
Setting Up Etherlink Parameters Refer to the Sagem Manual.
Set Etherlink Send is 1.
Set IP Address as required.
Setting Up Time Attendance Refer to the Sagem Manual.
4, OPTIONAL SETUP AND THE VERSION MENU Refer to the Sagem Manual.
BACKGROUND INFORMATION  THE SERIAL NUMBER MENU Refer to the Sagem Manual.
THE SETTING MENU Refer to the Sagem Manual.
COMMUNICATION PROTOCOL Background Information.
MORPHOACCESS™ TECHNICAL Background Information.
CHARACTERISTICS
Recommendations Background Information.
Ethernet Colour Standard Background Information.
Appendix 2 Background Information.
Appendix 4 Background Information.

APPENDIX 5 - FINGERPRINT PLACEMENT
RULES

Refer to step 6 of this Table.

5. USER INTERFACE SETUP MORPHOACCESS™ SOFTWARE USER Refer to the Sagem Manual.
INTERFACE
Access Control by Identification (MA200) Refer to the Sagem Manual.
The Mode is 0.
Access Control by Identification (MA300) Refer to the Sagem Manual.
The Mode is 0.
Access Control by Identification (MA200 and Optional — use if authentication is used by
MA300) presentation of Tag to an external Reader.
6. OPERATIONAL INFORMATION  APPENDIX 5 - FINGERPRINT PLACEMENT  Important operational information. Follow the

RULES

instructions in the Sagem Manual. Ensure
that all users are aware of these rules.

Table 2 — Internal Configuration of the Sagem Fingerprint Readers

For easy reference we listed the Sagem Manual Headings in Table 2 in the order in which they appear
in the Sagem Manual. Sections not listed in Table 2 are NOT required for ImproNet Integration.
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Configuration of Sagem Readers into the ImproNet System

.
E

Once you’ve connected the Sagem Readers and configured them internally as described in the
previous paragraphs, configure the Readers into the ImproNet System. This section applies to
the supported Sagem Fingerprint Readers, the MA100, MA120, MA200, MA300, MA500 and

MA520.

Each Sagem Reader used in the Biometric Server requires its own Unlock Token. For details of the
unlocking procedure refer to the section titled Sagem Dongle Protection using the Unlock Token on

page 25.

The configuration of these Readers within ImproNet is done using the ImproNet Biometric

Server Software, as follows:

1. From Windows® select Start>Programs>ImproNet>Biometric Server.
2. Enter your Username (SYSDBA) and Password (masterkey).

When you upgrade an existing ImproNet System to V7.40, you need to tell the new Software
what Readers are installed. In this case, a Unit Not Detected dialog displays. For the units

NOT detected, specify the unit Type.

This procedure is the same for the MA100, MA120, MA200, MA300, MA500 and MA520.

1. Onthe Configuration menu, select Sagem>Sagem Devices.

)
ASagemDevices [-5m]
Connection Type |TcpipSocket [ - |
IP Range 192 Jjoo1 Joo2 Jo1g |

192 (001 002 |021 @Sagem
[ Enable Al N= v crour
Enabled Serial Address Terminal
Search H Info J =
[ |

Figure 10 — Sagem Devices Dialog
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At the top of the Sagem Devices dialog you will see the Connection Type drop-down list with
TcpipSocket selected. This is the only option at this stage (ImproNet V7.40).

2. Inthe IP Range field enter the start and end IP Addresses for the range of Addresses that
the Biometric Server must search for.
3. Click the Search button.

The Search may take some time, depending on how busy the network is. After the Search finds the
Sagem units, they appear as records in the table with their Serial Numbers, IP Addresses and their
current Status. The displayed units appear as follows:

e All newly discovered units highlight in Green.

e All units with changed IP Addresses highlight in Orange.

e All units that are in the Database but have been found to be off-line or missing highlight in
Red.

a The Enabled checkbox enables or disables each individual Sagem unit on the network. This means
that you can carry out repairs on a unit without affecting the rest.
The Enable / Disable All checkbox enables or disables all the Sagem units on the network.
The Server will not attempt communication with a disabled Sagem unit.

G You will also notice a = button in the dialog. This button allows manual deletion of Sagem Readers
from the database. Note however, reintroduction of the Sagem Reader requires use of the Unlock
Token.

a On enabled Sagem Readers with their status shown as OK, clicking the Info button displays the Device
Information dialog. This dialog shows the number of templates uploaded to the Sagem Reader and
the unused capacity.

When you are finished using the Sagem Devices dialog, click the 2 button.

Click the [ button.

After setting up the units, do a Full Upload to create fresh databases on the units.
Now click on the Start button to get the Biometric Server running and ready to upload
templates as you enroll users.

N o gk

All messages to Sagem devices queue so that each device can be processed independently.
The Unit Details tab shows the queue status and allows you to upload to each unit individually.

This tab is also useful in identifying units having communication problems.
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e

A Biometric Server (=)
= Fite Drivers ¢ Configuration P Help

Q Start‘ Stoj @ Full Upload

General | Unit Details |

0
i

| Q | Device ] Comment ]
'/.O (19242411 | Errors (none) |
v |0 192.1.2.112
| Ping |
Full Upload ‘

Engine Stopped Pending Messages: 0

Figure 11 — Unit Details Tab

The queue processes automatically during normal operation (that is after you press the Start
button). You may perform a full upload on a specific Sagem Reader as follows:

1. Select the unit record for update.
2. From the menu, select the Full Upload option.

From ImproNet V7.60 onwards, the Biometric Server communicates with the Sagem Matcher.
This communication structure enables duplicate search functionality. To use this feature, ensure

that you have a MorphoSmart™ MSO300 Registration Reader and either an IDENT LITE (3 000
templates) or IDENT PLUS (20 000 templates) licence.

Enabling Matcher in the Biometric Server Software
1. Start the Biometric Server Software (for more information, see page 21.
2. From the menu bar, select Configuration>Sagem>Matcher.

"

£ Matcher Configuration  [mm)
Matcher Status and Configuration

Enabled [ ]
Maximum Records
X

Figure 12 — Matcher Configuration Dialog
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In the Matcher Configuration dialog, select the Enabled checkbox.

From the Maximum Records drop-down list, select the maximum number of records
supported by your IDENT LITE or IDENT PLUS licence.

click the 2 button.

Restart the Biometric Server Software for the changes to take effect.

The Biometric Server opens a TCP/IP server on Port 26670 for all Matcher related communications.
For an existing site, with templates already loaded, the Matcher uncompresses all your existing

templates into a format easily searched and stored in the Matcher database. This process can take
some time to complete but only runs upon starting the Biometric Server.

Enabling Duplicate Search at an Enrollment Station

APwnpRE

For detailed steps on arriving at the Biometric Enrollment dialog, refer to page 26.

In the Biometric Enrollment dialog, click the Advanced button.
Select the Enable Duplicate Check checkbox.

Click the [ button

Restart the Access Module for this change to take effect.

Ensure the Biometric Server Software is running for checking to take place.

If the Matcher Service does NOT find a matching record, the records added to the Matcher
Database. If the Matcher Service finds a matching record, an Error message gives you the
matching records Tag code.

The Unlock Token supplied with third-party integrated products, shows the products have our

Only ImproNet Software V7.40 (with service packs ImproNet_ESU_20070620.exe and
update-ImproNet-7.40-20070620.exe) upwards supports the use of the Unlock Token.

Only the ProxMate (any Firmware version) or USB Registration Readers with Firmware V1.14 upwards

support the use of the Unlock Token.

On initial use, ANY Unlock Token of the correct type unlocks ANY Sagem Reader of the same type.
That is, any MA100 Unlock Token unlocks any MA100 Sagem Reader, and any MA200/300 Token

unlocks any MA200, MA300 or MA500 Sagem Reader. However, once an Unlock Token is used with a

specific Sagem Reader, the Unlock Token is permanently associated to that Reader. Ensure that you

keep your supplied Unlock Tokens labelled and in a safe place.

full factory level approval. This means the products work seamlessly with ImproNet, with central
enroliment taking place in the ImproNet Tagholder Enrollment screen.
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The Token allows you access to extra integration features related to the Sagem Readers. These

features include:

¢ Intelligent distribution of templates (uploading of templates only to Readers where the

Tagholder has access).
e Sagem Capture Quality Report (implemented in ImproNet VV7.60).

To unlock Sagem Readers enabled in the Biometric Server, continue as follows:

Loy

From Windows® select Start>Programs>ImproNet>Biometric Server.

n

time use of the Biometric Server Software).

In the Licence Info dialog, click the Unlock button.

Place your Unlock Token in position in the Tag Registration Reader.
In the Sagem Device Unlock dialog, click on the Read button.
Click on the OK button.

o0k~ w

On unlock, the Biometric Server Software opens allowing full use of the Software.

Setting Truncation for Enrollment

From Windows® select Start>Programs>ImproNet>Access.
From the Main Menu, select File>Preferences.

Select the Enrollment tab.

From the Tag Format drop-down list, select the 26-bit Normal option.
Click the button
Close the Preference Configuration dialog by clicking the button

No gk~ wdPE

Tagholder Setup

In the Navigator Pane, select the Tagholder icon.

Open the Edit Tagholder or Add Tagholder dialog.

Select New Tag to enter the Tag dialog.

Have the Tagholder place their Tag on the Enroliment Reader.

From the Tag Type drop-down list, select ASCII, Biometric, Magstripe.
Set the Access Groups in the usual way.

Click on the button.

Click on the Biometric Enrollment button.

© O N OAWNPRE

Alongside the Ascii, Biomentric, Magstripe option, click the Truncation button.

Click Read Tag (or just enter a number of 7 digits or less in the Tag Code field).

Enter your Username (SYSDBA) and Password (masterkey) (this is only required on first-

26
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A Biometric Enrollment @
Device Sagem v 7
Template No.

ID 54321
Template

Scores Template 1 :] Template 2 :]

;Advanced | | Enroll \ g = X‘

Figure 13 — Biometric Enroliment Dialog

10. In the Biometric Enrollment dialog, from the Device drop-down list, select the type of

bd
bd

device you wish to enroll the user on, in this case Sagem.
The Template No field will be greyed out as it does not apply to Sagem units. Other Biometric Devices
allow you to enroll multiple templates per user. Sagem units enroll two fingers and store them as one

template, not allowing multiple templates per ID.

The ID field is the ID derived from the Tag Code and is the number under which the user’s data is
saved when his or her fingerprints are enrolled in the units.

The Template field remains empty until the enrollments completed.

11. Click on the Advanced button.

Advanced Settings
Clicking the Advanced button makes the following settings available for change:

12.

Timeout—this is the time the enrollment unit will wait before declaring the enroliment a
failure. The default 30 seconds should serve for most enroliments.

Default DB—the default MA300 or MA500 database to which the Reader assigns
fingerprint templates.

DB for this User—the default MA300 or MA500 database to which this users templates are
stored.

Quality Threshold—determines the minimum quality score for each template. A higher
threshold, leads to a better quality template. Make your selection from the range 0 to 255.
Matching Threshold—determines the minimum accepted matching threshold during the
verification stage of each template capture. Make your selection from the range 0 to 255.
Enable Duplicate Check—when enabled, after template capture, the ImproNet Software
searches for matches in the Matcher Database (located in the Biometric Server Software).
Restart the Access Module for this setting to take effect. For full functionality, ensure that
you start the Biometric Server Software. Refer to the section Duplicate Search (1:N
Matching) on page 24 for more information.

Click on the Enroll button, thereby initiating the enroliment.
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Fingerprint Placement Rules
Figure 14 shows the area of the fingerprint that contains the most information. Therefore, when
enrolling Tagholders, ensure they place their fingers as shown in Figure 15.

Finger_Placemnt_01.jpg
Figure 14 — Area of the Fingerprint Containing the most Information

Fingerprint Placement and Fingerprint Orientation
Fingerprint Inclination and Fingerprint Rotation
\Eingerprint—Position.jpg )

Figure 15 — Fingerprint Placement Rules

Enroliment procedure at the Sagem MSO300

1. Place Finger 1 (fingerprint down) on the MSO300 Enroliment Reader’s fingerprint Sensor.
Remove Finger 1 from the Sensor

Place Finger 1 on the Sensor a second time.

Again, remove Finger 1 from the Sensor.

Place Finger 2 (fingerprint down) on the MSO300 Enrollment Reader’s fingerprint Sensor.

g~ wN
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6. Remove Finger 2 from the Sensor.
7. Place the Finger 2 on the Sensor a second time.
8. Again, remove Finger 2 from the Sensor.

Once the enrollments complete, the Template field displays the Template Number and an
Enrollment Successful message appears in the Status Bar.

9. Click the button.
10. Click the button.

The enrollment process is now complete. Repeat this process for each Tagholder, as required.

With the Biometric Server running, the Server automatically uploads templates to the Sagem Readers.
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HandKey® CR Use in an ImproNet System

General

This section guides you step by step through the process of setting up the HandKey® CR

Biometric Reader to work with the ImproNet System. The requirements for the integration are

as follows:

e IXP400 Access Control System.

e ImproNet V7.60 (and Service Pack 3) or later Installed.

There are five steps in configuring the Biometric Readers to work with ImproNet. These are:

Setting up the Enrollment Reader.
Enrolling users on the System.

areDdE

Principle of Operation

Database

(GELLENGRERIEIE
to the Biometric Server

Software)
. <+

~_
RS232 to RS485 ke

Converter . ,
Fingerprint

Reader

Hardware installation of the Biometric Readers.
Software setup of the Biometric Readers using the Biometric Server Software.
Detection of the Biometric Readers on the TCP/IP bus.

(Hand and Tag Data
to the Controller via the
Terminal for Access Control) '
Wiegand Link

—

DC

TA, MfT or iTRT Terminal

T(Wiegand Tag Data)

Wiegand Reader

Figure 16 — Data Flow when using a HandKey® Reader with the ImproNet Software
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Hardware Installation of HandKey® CR Readers

Each HandKey® CR Reader must connect to the LAN to send and receive templates from the
ImproNet Database. The HandKey® Reader must also connect to an associated ImproX
Terminal (such as the ImproX TA, iTRT or the MfT) thus facilitating communication with the
Controller. Please install the HandKey® CR Readers as outlined in the associated HandKey®
Readers Hardware Installation Manual.

W STATUS

M ENET ACT
W ENET SPD
N ENET LNK

ImproX iTRT
Printed Circuit Board

) To Power Supply
(+)

WReader

[
g

i 1234 . ]
i Remote 1 Select:
: DIP-switch :
' showing switch :
'1,2and 3inthe ! £
: ON position : o

o

‘1" Data

RS232 to RS485
Converter Printed
Circuit Board (PCB

-+ HI3

S8YSY

>(-)
——(+)

A/ v A
262524232221201918 171615 1413121110987 654321

S —

To Power Supply

~ ~ |ETHRx- Tx+ DTRGN
Powe RS232/RS485

v

Bell or Data
Ground

12-24 VDC ()
12-24V DC (+)

Lock or Clock

— —
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Circuit Board (PCB)

iTRT to HandKey.jpg
Figure 17 — HandKey® CR Reader Connected to the ImproX iTRT and LAN
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Figure 18 — HandKey® CR Reader Connected to the ImproX MfT and LAN
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Figure 19 — HandKey® CR Reader Connected to the ImproX TA and LAN
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Configuring the Biometric Device

Ensure that you unlock BOTH your Registration Interface and your Registration Reader, for
Biometrics, before continuing further.

E Where you intend using a HandKey® CR Reader purely for enrollment, you do NOT require a Wiegand

Reader.

Before configuration into an ImproNet System, internally configure each HandKey® Reader (as
a stand-alone unit), as follows:

o gk wnhE

Connect the HandKey® Reader as shown in Figure 17, Figure 18 or Figure 19.
Internally allocate the HandKey® Reader an address in the range 0 to 255. Refer to the
HandKey® CR Installation and Operation Manual supplied with your HandKey® Reader.

From Windows® select Start>Programs>ImproNet>Biometric Server.

From the Menu Bar, select the Drivers drop-down list.

Select the HandKey radio button.

From the Menu Bar, select the Configuration drop-down list.

Select HandKey>Devices.

In the Search for HandKey Devices dialog, select the Connection Type. Your choices
include RS232 or TCPIP Socket.

RS232 Configuration (Setting the Address)

1.

2
3.
4

Apply power to the HandKey® Reader.

On the HandKey® Reader’s Keypad, simultaneously press the Clear and Enter buttons.
Select menu option 2 and press the Enter key.

Select the No option until you reach the Set Address menu option.

“0” Addresses do NOT appear when you set the RS232 Address option.

TCPIP Configuration (Setting the Address)
The settings outlined below set the IP Address, the Gateway and the Host Bit settings.

1.

a LN

Plug in the Ethernet connection.

Apply power to the HandKey® Reader.

On the HandKey® Reader’s Keypad, simultaneously press the Clear and Enter buttons.
Select menu option 2 and press the Enter key.

Select the No option until you reach the Set Serial menu option.

Ensure that all IP Addresses fall under the same subnet.

TCPIP Configuration

If you change the Connection Type, in the Search for HandKey Devices dialog, click the Zlbutton for

the change to take effect.
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If you carry out an RS232 search, the search range automatically runs from 1 to 255. You cannot set
the range.

1. Inthe IP Range textboxes, type in the IP Address for your TCPIP configuration.
2. Click on the Search button.

The search records display highlighted according to the following key. Search Records highlighted in:
GREEN represent new HandKey® Readers; RED represent missing HandKey® Readers; ORANGE
represents HandKey® Readers that have newly applied setting changes. Records returned without
highlighting indicate existing HandKey® Readers without any setting changes.

3. Click the button.
4. In the Biometric Server Software, click the Start button.

Setting Truncation for Enrollment

From Windows® select Start>Programs>ImproNet>Access.

From the Main Menu, select File>Preferences.

Select the Enrollment tab.

Alongside the Ascii, Biomentric, Magstripe option, click the Truncation button.
From the Tag Format drop-down list, select the 26-bit Normal option.

Click the [ button

Close the Preference Configuration dialog by clicking the button

No ok wbdhE

Biometric Address Configuration

G Ensure that you note each HandKey® Reader’s installation location with its serial number on the Site
Plan. During this installation phase, you would have appointed one of the HandKey® Readers as the
Enrollment Reader for the System. I|dentify this Enrollment Reader by its serial number.

1. From the Menu Bar, select the Configuration drop-down list.
2. Select Biometric Addresses.

-~

ZA Biometric Addresses Configura... (s3]

Biometric Device | Handkey v ]
Device HandKeyCR v
Unit Address

Unit IP Address

Connection Type ’ TepipSocket %

Figure 20 — Biometric Addresses Configuration Dialog

3. From the Biometric Device drop-down list, select the HandKey option.
4. From the Device drop-down list, select the HandKeyCR option.
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Check that the Unit IP Address reflects the IP Address of your HandKey® Reader.
From the Connection Type drop-down list, select the connection type in use.
Click the = button.

click the [ button.

Tagholder Setup

14.

</ m

In the Navigator Pane, select the Tagholder icon.

Open the Edit Tagholder or Add Tagholder dialog.

Capture your Tagholders details. Refer to Part Il for more information on adding a
Tagholder.

Click the button.

On activation, click the New Tag button.

From the Tag Type drop-down list, select Slim Tag (5 Bytes).

Place your Tag in the Registration Reader.

Click the Read Tag button.

Click the & button.

. From the Tag Type drop-down list, select ASCII, Biometric, Magstripe.
. Click the
. Click the &l button.

. On activation, click the Biometric Enrollment button.

button.

Biometric Enrollment @
Device { Handkey - ]
Template No.[ 1 ‘
ID 11880574358 |
Template | |

Figure 21 — Biometric Enrollment Dialog
From the Device drop-down menu, select the HandKey option.

The ID textbox shows the modified Tag Code used by the HandKey® Reader. Note, however, that
ImproNet still uses the full unmodified Tag Code in all communications.

Clicking on the Advanced button lets you set the Threshold (optimal at the default setting of 30),
Authority (default setting is 0) and Special Enroll settings.

Settings explained:

e Threshold Setting—the lower the Threshold, the greater the security as you get less false
readings. Lowering the Threshold does, however, result in more false rejects.

e Authority Setting—this setting provides the Tagholder access to the internal HandKey®
menus. There are 5 menus, and the digit selected here indicated how many of these menus
the Tagholder can access.

e Special Enroll—selecting this checkbox, allows identification of disabled people (without
hands). Enrollment takes place with the Tagholder placing the remainder of the limb on the
HandKey® Reader’s Registration Plate. Identification of the Tagholder is then only by Tag
ID.
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Hand Enrollment

G When enrolling the hand template, ensure that you place the Tagholder’s hand on the HandKey®
Readers Registration Plate, 3 times in quick succession. If enrollment takes too long, the process
times out, resulting in a failure to record a template, or the incorrect template being recorded.

At each stage of the Tagholder’s hand enrollment the HandKey® Reader displays status messages on
the its liquid crystal display (LCD). Take note of these messages and act on them in good time.

In the Biometric Enrollment dialog, click the Enroll button.

Place the Tagholders RIGHT hand on the HandKey® Readers Registration Plate.
Remove the Tagholders hand from the HandKey® Readers Registration Plate.

Place the Tagholders RIGHT hand on the HandKey® Readers Registration Plate again.
Remove the Tagholders hand from the HandKey® Readers Registration Plate.

Place the Tagholders RIGHT hand on the HandKey® Readers Registration Plate again.

o gk wn

At the successful enroliment of the Tagholder, the message “Record added successfully”
displays in the Message Panel at the bottom of the Biometric Enrollment dialog. The Template
No. drop-down list is now active.
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ImproX B-SHO Fingerprint Terminals Use
In an ImproNet System

General

This section guides you step by step through the process of setting up ImproX B-SHO
Fingerprint Terminals to work with the ImproNet System. The requirements for the integration
are as follows:

e IXP400i Access Control System.
e ImproNet V7.60 (and Service Pack 3) or later Installed.

There are four steps in configuring the Fingerprint Terminals to work with ImproNet. These are:

Hardware installation of the Fingerprint Terminals.
Detection of the Fingerprint Terminals on the RS485 bus.
Setting up the Enrollment Reader.

Enrolling users on the System.

PP

Principle of Operation

Database

fo— RS485 Link
___] Fingerprint Data Fingerprint Data

direct to Software to the Controller

'DC

ImproX ECII Controller B-SHO Fingerprint

Terminal

Figure 22 — Data Flow when using an ImproX B-SHO Fingerprint Terminal with ImproNet
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Hardware Installation of ImproX B-SHO Fingerprint Terminals

The ImproNet System recognizes these Fingerprint Terminals in the same fashion as other
ImproX Terminals. Therefore, connect these Terminals to the ImproX EC" Controller’s Terminal
Bus using the RS485 bus protocol. As when using with associated ImproX Terminals, you may
multi-drop up to 64 Terminal Fixed Addresses, including up to 16 B-SHO Terminals per EC"
Controller.

In situations that require heightened security, we recommend that you connect the ImproX
B-SHO Fingerprint Terminal via an associated ImproX OSCAR Door Control Unit. In all other
instances multi-drop the Fingerprint Terminals direct from the Terminal Bus.

Figure 23, Figure 24 and Figure 25 show connections to the ImproX B-SHO Fingerprint Terminal,
these connections remain the same for the ImproX B-SHO Keypad Fingerprint Terminal.

Use B-SHO Fingerprint Terminals with ImproX ECII Controllers, where the Controllers connect by
Ethernet.

@ SYSTEM Controllers

BC| DOOR Controllers
Each Door Controller is compatible with
specific Readers. Always select the correct

Readers for the chosen Door Controller.

e

) &
B-SHO Fingerprint
perminal O DOOR Readers
Maximum of 64 Terminal

Option 1 Fixed Addresses per
. Controller including
connection of up to 16

B-SHO Fingerprint Terminals

H

N = | |
i [ DC J 7 T | ; TAG REGISTRATION Reader
; E i iotnnennt Maximum of 64 Terminal . POWER Supply

Terminal connected via the
Fixed Addresses per
OSCAR Door Control Unit

Controller includin,
for added security 9

connection of up to 16
B-SHO Fingerprint Terminals
| Option 2

Figure 23 — Fingerprint Terminals Relationship with the Rest of the ImproX Product Range
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DC Power Supply [—%
10to30VDCat2A |,

RS485 Terminal Bus

/[

DC P Suppl S 3
ower supply = Maximum of 64 Terminal Fixed

10to30VDCat2A A B Addresses per Controller including
connection of up to 16 B-SHO

RS485 Controller Fingerprint Terminals

Bus Other ImproX
BSHO_Conn_03.jpg ECII Controllers

Figure 24 — ImproX B-SHO Fingerprint Terminal Connected to the ImproX EC" using the Terminal Bus
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BSHO_Conn_04.jpg
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Figure 25 — ImproX B-SHO Fingerprint Terminal Connected Via the ImproX OSCAR Door Control Unit

1. Plug the ImproX B-SHO USB Fingerprint Enrollment Reader or ImproX B-SHO BioMini
USB Fingerprint Enroliment Reader into an unused USB Port on the PC.
2. Follow the on-screen prompts for installation of the Enroliment Reader.
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Configuring the Biometric Device

Continue as follows for configuration into an ImproNet System:

Before you can use your Fingerprint Terminals, you must run the Auto-ID function in ImproNet
Engine to detect the hardware.

If ImproNet Engine and ImproNet Access are on different Host PCs, you must change the
Engine.properties file (refer to Part 2 — Software for more information).

To open ImproNet Engine and run Auto-1D, proceed as follows:

1. InWindows®, click Start>Programs>ImproNet>Engine.
2. Click the | &*== | putton.

When hardware units are detected, they are added to the ImproNet Database and become
available on the Access Hierarchical Tree.

G Use your Unit Location Chart to re-name the Fingerprint Terminals.

To assign the Fingerprint Terminals to a Controller, proceed as follows:

1. Inthe Navigator Pane, select a Controller, an Unassigned Terminals node displays.

= Controller: 6E000104

= Unassigned Terminals

BSHO:004DAFS0

Figure 26 — Unassigned Terminals

2. Double-click the icon to expand the Unassigned Terminals node.
3. Drag-and-drop unassigned Fingerprint Terminals onto a Controller. A new Zone containing
a Location is created. Terminals display in the Location.

The Terminals screen lets you configure your Fingerprint Terminal and set-up its Actions, Inputs,
and Outputs. The Terminal Settings are the same as those mentioned in Part 3 — General
Configuration. Refer to the section titled Terminals for more information.

Terminal Modes
Select the Fingerprint Terminal from the Navigator Pane (Hierarchical Tree).
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The Default Terminal Mode drop-down list situated on the Main Pane, gives you access to the

following options:

Mode

Mode Description

Tag or Finger

The Terminal requires a valid Tag OR fingerprint.

Finger

The Terminal requires a valid fingerprint.

Tag + Finger

The Terminal requires a valid Tag code and fingerprint.

“Tag + Finger” + PIN

The Terminal requires a valid Tag code, fingerprint and
PIN-code.

“Tag + Finger” + Reason Code

The Terminal requires a valid Tag code, fingerprint and
Reason Code.

“Tag + Finger” + PIN + Reason
Code

The Terminal requires a valid Tag code, fingerprint and
PIN-code and Reason Code.

“Tag or Finger” + PIN

The Terminal requires one of the following combinations:
Either a valid Tag code and PIN-code OR a valid
fingerprint and PIN-code.

“Tag or Finger” + Reason Code

The Terminal requires one of the following combinations:
Either a valid Tag code and Reason Code OR a valid
fingerprint and Reason Code.

“Tag or Finger” + PIN + Reason
Code

The Terminal requires one of the following combinations:
Either a valid Tag code, PIN-code and Reason Code OR
a valid fingerprint, PIN-code and Reason Code.

Finger + PIN

The Terminal requires a valid fingerprint and PIN-code.

Finger + Reason Code

The Terminal requires a valid fingerprint and Reason
Code.

Finger + PIN + Reason Code

The Terminal requires a valid fingerprint, PIN-code and
Reason Code.

Personal Access Code + Finger

The Terminal requires a valid Personal Access Code and
fingerprint.

Personal Access Code or Finger

The Terminal requires a valid Personal Access Code OR
fingerprint.

“Tag” or “Finger” or “Personal
Access Code + Finger”

The Terminal requires one of the following combinations:
Either a valid Tag code or fingerprint OR a combination of
valid Personal Access Code and fingerprint.

Table 3 — Table of ImproX B-SHO Terminal Modes

Tagholder Setup

v For more complex B-SHO installations using ImproNet V7.60 we added the Copy Existing Tag Code
button and the Save Template to all Biometric Tags checkbox.

Clicking the Copy Existing Tag Code button opens a dialog allowing selection of the Tag Code you

want to copy. You may copy the Tag Code of any Tags for that Tagholder (other than ASCII) for

creation of a new ASCII Tag. Then connect a fingerprint template to this Tag by going to the Biometric

Enrollment dialog of an ASCII Tag already enrolled for that Tagholder and selecting the Save

Template for all Biometric Tags checkbox.
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From Windows® select Start > Programs > ImproNet > Access.

In the Navigator Pane, select the Tagholder icon.

Open the Edit Tagholder or Add Tagholder dialog.

Select New Tag to enter the Tag dialog.

Have the Tagholder place their Tag on the ImproNet Enroliment Reader.

Click Read Tag (or just enter a number of 7 digits or less in the Tag Code field).
From the Tag Type drop-down list, select ASCII, Biometric, Magstripe.

Set the Access Groups in the usual way.

. Click on the button.

10. Click on the Biometric Enrollment button.

© N OkrLDNE

- S
/& Biometric Enroliment [~
Device :BSho v

Template No.
ID 54321
Template

[ Advanced | [ e ] - = _ggl

Figure 27 — Biometric Enrollment Dialog

11. In the Biometric Enrollment dialog, from the Device drop-down list, select the type of
device you wish to enroll the user on, in this case BSho.

The Template No field appears greyed out as it does not apply to BSHO units. The ID field is the ID
derived from the Tag Code and is the number under which the user’s data is saved when his or her
fingerprints are enrolled in the units. The Template field remains empty until the enrollments
completed.

Advanced Button Options
1. Click on the Advanced Button.

We recommend that you leave the Quality Threshold set at 80. You may however adjust this setting
based on your preferences.

2. From the No. Of Enrollments drop-down list, select 2. This figure indicates that you intend
enrolling 2 fingers.
3. Click the &2

Fingerprint Placement Rules
Figure 28 shows the area of the fingerprint that contains the most information.
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Finger_Placemnt_01.jpg
Figure 28 — Area of the Fingerprint Containing the most Information

When enrolling Tagholders, ensure enrollees place their fingers as shown in the green
(checked) blocks below:

Fingerprint Placement and Fingerprint Orientation

[}
P )
VA !
Fingerprint Inclination and Fingerprint Rotation
\Eingerpﬁnt-Position.jpg /

Figure 29 — Fingerprint Placement Rules

After enrollment, ensure that Tagholders use the Fingerprint Placement Rules shown in Figure 29 each
time they present their finger to the ImproX B-SHO Fingerprint Terminal.

Enrollment procedure at the ImproX B-SHO USB Fingerprint Enroliment Reader

1. Click on the Enroll button, thereby initiating the enroliment.

2. At the Acquisition Window dialog, place Finger 1 (fingerprint down) on the Enroliment
Reader’s fingerprint Sensor.
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3. Remove Finger 1 from the Sensor.

4. Place Finger 1 on the Sensor a second time.

5. Again, remove Finger 1 from the Sensor.

6. For verification, place Finger 1 on the Sensor a third time.
7. Again, remove Finger 1 from the Sensor.

8. At the Message dialog, click the OK button.

9. Place Finger 2 (fingerprint down) on the Enroliment Reader’s fingerprint Sensor.
10. Remove Finger 2 from the Sensor.

11. Place Finger 2 on the Sensor a second time.

12. Again, remove Finger 2 from the Sensor.

13. For verification, place Finger 2 on the Sensor a third time.
14. Again, remove Finger 2 from the Sensor.

15. At the Message dialog, click the OK button.

Once the enrollments complete, the Template field displays the Template Number and an
Enrollment Successful message appears in the Status Bar.

16. Click the &l putton.
17. Click the [ button.
18. At the Tag dialog, click the button.
19. Click the button.

The enrollment process is now complete. Repeat this process for each Tagholder, as required.
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